Introduction to cryptology (U. Grenoble-Alpes) B. Grenet

Birthday bounds

Theorem 1. (classical birthday bound).
Let y1, ..., Yq be uniformly and independently drawn from a size-N set. Then
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If furthermore q < v/ 2N, the lower bound is = “35~.

Proof of the upper bound. The probability that two independent elements
drawn from a size-N set are equal is at most 1/N. Therefore, using the

union bound, Pr[EIi i,y = yj] < Zi# 1/N =q(q—1)/2N. O
Proof of the lower bound. Let N; be the event “there is no colli-
sion amongst y;, ..., Y;.© We want to lower bound Pr[ﬂNq],
that is to upper bound Pr[ q]. Using the law of total probabil-
ity, Pr[N, ] = Pr[N,|N,_ ]Pr[N,_;] + Pr[N,|-N,_; |Pr[N,_;]. But
Pr N | =0. Therefore, Pr [Nq] =Pr [Nq|Nq_1]Pr [Nq_l]. Hence, by
1nduct10n

Pr[N, ] =Pr[N;]-Pr[Ny|N;]---Pr[Ny|N,_;]

Now, Pr[N;] =1 (since there cannot be a collision between one element).
And for i > 1, Pr[N;|N;_; ] is the probability that y; collides with a y;, j <1,
assuming they are all different. Since y; is drawn independently of the
previous y;’s, Pr[N;IN;_;]=1—(i—1)/N.

Together, we obtain that Pr [Nq] = ?:_11 1—1i/N. Since 1+ x < e* for all
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Pr [Nq] < l_[ e N = ¢W Zimi | = 9@ /2N
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Hence Pr[EIi £i,yi= yj] > 1— 9@ "D/2N_ Finally, if ¢ < v/2N, q(q —
1)/2N <1 and since e™ < 1—x/2 for 0 < x < 1, the probability is at least
q(g—1)/4N. |



Theorem 2. (variant of the birthday bound).
Let y1, ..+, Yg» 21, ---, 3q be uniformly and independently drawn from a
size-N set. Then
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If furthermore q < +/N, the lower bound is > g—N.

Proof of the upper bound. The probability that two independent elements
drawn from a size-N set are equal is at most 1/N. Therefore, using the
union bound, Pr[EIi,j,yl- =zj:| < Zi’j 1/N =¢?/N. O

Proof of the lower bound. Let N; be the event “for all j, y; # z;. We want
to lower bound Pr [\/l —-Ni], that is to upper bound Pr[ /\i Nl-]. Assume
that we first draw all the values z;, 1 < j < q. Then N; is the event”y; ¢ Z”
where Z = {z,...,2,}. Since the y,’s are drawn independently, the N;’s
are independent events. Therefore, Pr[ \;N; | = [, Pr[N;]. Now, N; =
\/ j[ Yi = 2;]. Assume now on the contrary that we first draw y;, then the
z;’s independently: We see that the events [y; = z;] are independent. That
is Pr[N;] = ]_[j Pr[yi = zj] =(1—1/N). Now using 1+ x < e*, Pr[N;] <
e~V and Pr[/\i Ni] < ¢~¢/N_ Therefore, Pr[EIi,j,yi = zj] >1—e T/,
Ifg < v/N, q?/N < 1 andsince e ™™ < 1—x/2 for 0 < x < 1, the probability
is at least g2/2N. O
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