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Context

Fault injections (using laser beams, EM injections, or even purely software attacks) are a
real threat against all embedded systems [1, 2]. Even though counter-measures exist (either
hardware, software, or hybrid) for those faults, it is difficult to add them in the compilation
flow of programs. Moreover, the effectiveness of those counter-measures in the generated
code is a difficult question, particularly when multiple counter-measures can be composed
to harden the code against several fault models.

In the context of the PEPR Arsene, a national project aiming at developping secured
hardware and software solutions for RISC-V, VERIMAG laboratory is investigating se-
cured compilation flows. In such flows, the counter-measures can be included automatically
in the generated code by the compiler, with no intervention from the programer — in
particular, VERIMAG is interested in adding security feature in the CompCert compiler.
CompCert1 [3] is a compiler from the C language toward the assembly language of var-
ious architectures. Its particularity lies on formal proofs that the generated object code
corresponds to the source code, those proofs being provided through the usage of a proof
assistant (Coq2).

In the long term, implementing security counter-measures in CompCert could hence provide
strong guarantes on the security of the compiled code. In particular, this could be used to
demonstrate the robustness of the code against various state-of-the-art attacks.

Goal of the Internship

In this context, we are investigating the implementation of low-level security counter-
measures in the CompCert compiler. Those counter-measures should consider the micro-
architectural details of the target processor (such as pipeline structure, memory hierarchy,
...), and may, if needed, rely on dedicated hardware circuitry. In particular, in this intern-
ship, it is expected that the student:

• identifies one or multiple low-level counter-measure(s) for program hardening. Among
the investigated counter-measures, we consider protections over the control-flow of the
program (Control-Flow Integrity) [4], or pointer hardening [5]

• implements this counter-measure in CompCert

1https://compcert.org/
2https://coq.inria.fr/
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• study various impacts of this new feature, including:

– traceability: how can we prove that the counter-measure does exist in the gen-
erated machine code?

– correctness: does the program with the additional counter-measure respects the
initial semantics of the source code?

– effictiveness: is the counter-measure really effective against the considered faalt
model?

– performances: what is the impact of adding the counter-measure on the perfor-
mances of the program?

This internship will benefit from VERIMAG expertise in the domain of verified compilation,
in particular with CompCert3, as well as several preliminary works on the topic of embedded
systems security. The internship may take different directions, depending on the student’s
interests.
Moreover, depending on the internship progress, a pursuit for a Ph.D. thesis may be con-
sidered, in the context of the PEPR Arsene4.

Ideal Applicant

This internship proposal is for Computer Science students, ideally at M2 level5 (or last year
of engineering school).
The applicant must be proficient in the following knowledge/skills:

• strong knowledge of compilation and formal methods

• interest in the low-level details of computers, notably processors architectures

Moreover, any interest in topics linked to computer security (hardware security, program
hardening, etc.) is a real plus. However, the applicant may acquire those skills during the
internship.

Applications

To apply, send an email to david.monniaux@univ-grenoble-alpes.fr and bruno.ferres@univ-
grenoble-alpes.fr, with your resume, a short covering letter, and any document that may
support your application.

Location

The internship will take place in VERIMAG laboratory, located in the campus of Grenoble:

Laboratoire VERIMAG, Bâtiment IMAG,
150 place du Torrent,

38401 Saint-Martin-d’Hères
3https://gricad-gitlab.univ-grenoble-alpes.fr/certicompil/Chamois-CompCert
4https://www.pepr-cyber-arsene.fr/
5Motivated applications at M1 level will also be considered.
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