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Grenoble INP
Master CybserSecurity

Software Security & Secure Programming (L. Mounier)

Written Exam - Tuesday January the 21st, 2019

Duration: 2 hours — Answers can be written either in English or in French.

All documents allowed apart books — Calculators are forbidden.

This exam contains two distinct parts:

1. One exercise, supposed to be solved in about 1h;

2. Some questions on a research paper, allow 1h to read the paper and answer these questions.

Exercise. (~ 10 pts)

We consider the following C program:

UGA
Year 2019-20

int main() {

. . x=read
unsigned char x, y,‘ 1‘; ' if(x+3(<)12) BO
char T[10] ; // T indices are in [0,9]

\true
x=read(); // z takes a wvalue in [0,255] false T[x]=42 BI
if (x+3 < 12) -

T[x]=42 ; =x+1
B2 Ly
y=x+1
for (i=y ; i<3; i++)
y = y+2 ;
B5
Tly]=12 ;
return 0 ; .y=.y+2 =12
1=1+ return
} ’ 1 turn O

Figure 1: A vulnerable program and its Control-Flow Graph (CFG)

This program contains (at least !) two possible buffer-overflow vulnerabilities at lines 8 and 14. Note that
unsigned chars values are in [0, 255], with wrap-around in case of overflow.

In the following we investigate how much code analysis techniques would be able to detect if these vulnera-
bilities could be triggered at runtime.

We first consider a static verification approach, based on abstract interpretation, for instance with a tool
like Frama-C “value analysis”. We use the interval abstract domain.



Q1. Give the relevant results produced by an automated value analysis on the code of Figure 1, namely the
set of intervals obtained for variables x, y and i at lines 8 and 14 (using interval propagation rules). You
can use widening/narrowing operators if you want (but it is not mandatory on this example).

Q2. Using the results of Q1, what can you conclude about the vulnerabilities of lines 8 and 14 ?

Q3. When running the Frama-C value-analysis on this example we get the following results:

e 1o runtime error at line 8 (x value is proved to be in [0, 9]);
e possible runtime error at line 14 (no guarantee that x value is in [0, 9]).

How do you explain these results ? Are they false positives 7 What can we conclude at this stage regarding
vulnerabilities of lines 8 and 14 ?

We now run a symbolic execution on this same program, for instance with a tool like PathCrawler.

Q4. We consider the (single) CFG execution path B0-B1 leading to line 8.
1. Give its path predicate (on variables x, y and 1).
2. Give a solution (i.e., an input value of x) for this path predicate (making this path executable).
3. Give a necessary condition to follow this path and activate the vulnerability.
Is there a solution (i.e., a concrete input value of x) which satisfies this condition ?
Q5. We now consider CFG execution paths leading to line 14.
1. how many such paths can we enumerate ?
2. We focus on the path B0-B1-B2-B3-B4-B3-B4-B3-B4-B3-B5:

(a) Give its path predicate (on variables x, y and 1).

(b) Give a necessary condition to follow this path and activate the vulnerability. Is there a solution
(i.e., an input value of x) which satisfies this condition ?

What can we conclude at this stage regarding vulnerabilities of lines 8 and 14 ?

Q6. We now suppose that line 11 is replaced by the following one:
for (i=0 ; i<y; i++)

Explain (informally, without running the example by hand again) what would be the impact of this modifi-
cation on the results produced by each tool (Frama-C and PathCrawler) ?

Questions on a research paper. (~ 10 pts)

Read the paper given in appendix, answering the following questions as long as you read it. The objective of
this part of the exam is to evaluate your ability to understand a description of a vulnerability detection tool
(its strengths and limitations, with respect to other approaches you know). When answering the following
questions you should not copy entire sentences from the paper but rather illustrate your point with examples
and comments from your own.



Q1 [section 1].
1. What are the main objectives of the work described in this paper 7

2. What is claimed to be original in the proposed approach ?

Q2 [section 2].

1. Indicate what are the advantages of a context-sensitive and path-sensitive static analysis. You can use
a small code example to illustrate your point.

2. According to you, is the Frama-C “value analysis” (used in the labs) path-sensitive ?

Q3 [section 3].

1. On of the defect targeted by Mélange is uninitialized reads, as illustrated in Listing 1.1. Explain why
it is a security issue, and what could be the potential gain for an attacker.

2. What are the difficulties (explained in section 3.3) when building a call graph! from an object oriented

program ?

[section 4.1 and 4.2 can be skipped]

Q4 [section 4].
1. Explain why type confusion (as explained in section 4.3) is a security issue, giving a concrete example.
2. Why is it useful to “match Mélange findings” with MemorySanitizer ?

3. Explain why Mélange can provide false positives, and why it could be a problem for the users.

Q5 [sections 5 and 6]

1. As a potential user, how would you compare Mélange with the other kinds of tools seen during the
course, namely AFL, PathCrawler and the value analysis of Frama-C 7 (with respect to each of these
3 tools, tell what are the benefits/drawbacks of Mélange).

2. The paper says that path sensitivity is implemented using symbolic execution. What main limitations
do you see with respect to this technique ?

3. The paper never mentions false negatives (i.e., real vulnerabilities missed by the tool). Is it because
Meélange is not supposed to produce false negatives ?

4. Mélange operates at the LLVM level, which is a byte-code used as an intermediate compilation step.
Do you think the same approach could be implemented directly on binary code (why, or why not) ?
And, in practice, what about the relevance of detecting vulnerabilities on LLVM code instead of binary
code ?

Ithe call graph indicates which methods are called by which other methods
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