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Abstract

We introduce a new notion of decentralized observabil-
ity for discrete-event systems, which we call joint ob-
servability. We prove that checking joint observability
of a regular language w.r.t. one observer is decidable,
whereas for two (or more) observers the problem be-
comes undecidable. Based on this result, we show that
a related decentralized control problem is also unde-
cidable. We finally provide an extensive study relating
our work to existing work in the literature.

1 Introduction

Consider the following observation problem. We would
like to check whether a given system behaves correctly
or not, based solely on its observed behavior, which
may be partial and decentralized. The system is for-
malized as a regular language L over an alphabet Σ.
The correct behaviors are formalized as a regular lan-
guage K ⊆ L. Partial and decentralized observation is
formalized by considering subsets Σi ⊆ Σ, i = 1, ..., k,
with the meaning that observer i can only observe
projections of strings on Σi. For example, if abcab
is a behavior of the system, and Σ = {a, b, c},Σ1 =
{a, b},Σ2 = {b, c}, then observer 1 observes abab and
observer 2 observes bcb.

Detecting whether the system behaves correctly or not
is possible only if there do not exist two behaviors of the
system, one correct and the other erroneous, yet both
yielding the same observation to each of the observers.
If this is not the case, we say thatK is jointly observable
with respect to L and the observers, and we can hope
to synthesize such observers.

Joint observability is interesting in many contexts. For
example, we could imagine an off-line diagnosis pro-
cess, where data-logs are gathered at a distributed set
of locations in a plant, and then are jointly examined
to check for absence of faults or any other desired be-
havior.

1This is an extended version of a paper published in CDC’01.

Unfortunately, checking joint observability turns out
to be undecidable in the case of two or more observers
(though it is decidable for one). This may seem sur-
prising, since we only consider regular languages, which
means both the system and the specification can be
modeled by finite-state automata. The proof is by
reduction of Post’s Correspondence Problem (PCP),
which is known to be undecidable. The proof provides
some intuition to why the problem is undecidable: we
do not know how “long” pairs of behaviors we should
look at, in order to check whether they both give the
same projections, yet one behavior is correct and the
other not.

Observability is very much related to control: con-
trollers take actions based on the sequence of events
they observe. Indeed, by essentially reducing a decen-
tralized control problem to a problem of checking joint
observability, we show that the decentralized control
problem is also undecidable for two controllers.

Our work follows the framework of supervisory con-
troller synthesis for discrete-event systems [16]. There
has been a lot of work in this area. We devote section 6
to relating our work to previous work.

2 The Decentralized Observation Problem

2.1 Preliminaries
Let Σ be a finite alphabet. Σ∗ denotes the set of all
finite strings over Σ, ε denotes the empty string, and
Σ+ = Σ∗ \ {ε}. Given two strings ρ and ρ′, ρρ′ or ρ · ρ′
is the concatenation of ρ and ρ′. Given sets of strings
A and B, AB or A ·B is the set {ρρ′ | ρ ∈ A, ρ′ ∈ B}.
Given a string ρ = a1a2 · · · an, the set of prefixes of ρ
is {ε, a1, a1a2, ..., a1a2 · · · an}. We say that ρ′ is a strict
prefix of ρ if ρ′ is a prefix of ρ and ρ′ 6= ρ. Given a set
of strings L, the prefix closure of L, denoted L, is the
set of strings obtained by adding to L the prefixes of
all strings in L.

Given Σi ⊆ Σ, we define the projection of a string ρ ∈
Σ∗ to Σi, denoted ρ/Σi , as the string ρi ∈ Σ∗i obtained
from ρ by erasing all letters not in Σi. For example, if
Σ = {a, b, c} and Σi = {a, c}, then abbcbacb/Σi = acac.
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Pi : Σ∗ → Σ∗i is the projection function w.r.t. Σi,
i.e., Pi(ρ) = ρ/Σi . We will also use P−1

i to denote the
inverse of Pi, that is, for σ ∈ Σ∗i , P

−1
i (σ) = {ρ ∈ Σ∗ |

Pi(ρ) = σ}. The definitions of Pi and Pi−1 naturally
extend from single strings to sets of strings.

2.2 Jointly Observable Languages

Definition 2.1 (Joint observability) Let K,L ⊆
Σ∗ be two regular languages over Σ, such that K ⊆ L.
Given Σi ⊆ Σ, i = 1, ..., k, we say that K is jointly
observable with respect to L and Σ1, ...,Σk, if

∀ρ ∈ K, ρ′ ∈ L−K,∃i = 1, ..., k, ρ/Σi 6= ρ′/Σi .

That is, K is jointly observable1 iff there are no two
behaviors ρ, ρ′ in L, such that ρ ∈ K, ρ′ 6∈ K, yet ρ
and ρ′ yield the same observation to each observer i.

A physical interpretation of the above definition is as
follows. A system generates finite behaviors in L. K
includes the correct behaviors and L−K the erroneous
behaviors. Each behavior is monitored by each of the
k observers. At the end of the execution of the system,
the observers get together and decide whether the be-
havior was correct or not. The following lemma makes
this precise.

Lemma 2.1 K is jointly observable w.r.t. L, Σi, i =
1, ..., k, iff there exists a function f : Σ∗1 × · · · × Σ∗k →
{0, 1} such that ∀ρ ∈ L, if f(P1(ρ), · · · , Pk(ρ)) = 1 then
ρ ∈ K and if f(P1(ρ), · · · , Pk(ρ)) = 0 then ρ 6∈ K.

Proof: If K is not jointly observable, then there ex-
ist ρ ∈ K, ρ′ ∈ L − K, such that Pi(ρ) = Pi(ρ′),
for all i = 1, ..., k. But then, f(P1(ρ), · · · , Pk(ρ)) =
f(P1(ρ′), · · · , Pk(ρ′)) can be neither 1 (because ρ′ 6∈ K),
nor can it be 0 (because ρ ∈ K).

For the converse, assume that K is jointly observable,
consider some ρ ∈ L and let σi = Pi(ρ), for i = 1, ..., k.
Consider the set Oρ = P−1

1 (σ1)∩ · · · ∩ P−1
k (σk)∩L. If

Oρ ⊆ K, we let f(σ1, ..., σk) = 1. If Oρ ∩ K = ∅, we
let f(σ1, ..., σk) = 0. The case Oρ ∩ K 6= ∅ and Oρ ∩
(L−K) 6= ∅ is not possible. Indeed, assume it true, and
suppose ρ ∈ K. Then, let ρ′ ∈ Oρ∩(L−K). Since ρ′ ∈
Oρ, Pi(ρ′) = Pi(ρ), for i = 1, ..., k, which contradicts
the assumption that K is jointly observable. A similar
contradiction arises if we assume ρ ∈ L −K and take
ρ′ ∈ Oρ ∩K.

1We would like to use the term observable instead of jointly
observable, but we prefer not to confuse our definition with
those of (centralized) observability [10] or (decentralized) co-
observability [21]. Indeed, as we show in section 6, joint ob-
servability is stronger than observability in the centralized case,
and incomparable to co-observability in the decentralized case.

An important property of joint observability is that it is
closed under union, intersection and complement with
respect to L.

Theorem 2.1 If K1 and K2 are jointly observable,
then K1 ∪ K2, L − K1 and K1 ∩ K2 are also jointly
observable.

Proof: Assume that K1 ∪ K2 is not jointly observ-
able. Then, there must exist ρ, ρ′ ∈ L, such that
ρ ∈ K1 ∪K2, ρ′ 6∈ K1 ∪K2 (i.e., ρ′ 6∈ K1 and ρ′ 6∈ K2),
yet Pi(ρ) = Pi(ρ′), for i = 1, ..., k. Now, if ρ ∈ K1,
then ρ, ρ′ provide a counter-example toK1 being jointly
observable, whereas if ρ ∈ K2, then ρ, ρ′ provide a
counter-example to K2 being jointly observable. In
both cases we get a contradiction, therefore K1 ∪ K2

must be jointly observable.

It is also easy to show that if L − K1 was not jointly
observable, then K1 would not be jointly observable
either. From the equality K1 ∩K2 = L− ((L−K1) ∪
(L−K2)), we get that K1∩K2 is also jointly observable.

2.3 The Decentralized Observation Problem
Given L,K and Σi, i = 1, ..., k, we want to check
whether K is jointly observable w.r.t. L and Σi,
i = 1, ..., k.

3 Decidability of Centralized Observation

Theorem 3.1 Given regular languages K ⊆ L ⊆ Σ∗,
and Σ1 ⊆ Σ, there is an algorithm to decide whether or
not K is jointly observable with respect to L and Σ1.

Proof sketch: Let AK and AL−K be automata that
recognize K and L−K respectively. Let A = AK ×Σ1

AL−K be the product of AK and AL−K , obtained by
synchronizing all transitions of AK and AL−K labeled
with the same letter in Σ1, and interleaving asyn-
chronously all transitions labeled otherwise. A state
(s, s′) of A is defined to be accepting iff s is an accept-
ing state of AK and s′ is an accepting state of AL−K .
Then, we can see that K is jointly observable iff A
has an accepting behavior. Indeed, A has an accepting
behavior iff there exist runs ρ, ρ′ accepted by AK and
AL−K respectively, and giving the same projections to
Σ1 (in order for the corresponding transitions to syn-
chronize).

The centralized observation problem was first solved
in [26].
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4 Undecidability of Decentralized Observation

Theorem 4.1 Suppose K ⊆ L are regular languages
over Σ. The problem of checking whether K is jointly
observable with respect to L and Σ1,Σ2 ⊆ Σ, is unde-
cidable.

Proof: We reduce Post’s Correspondence Problem
(PCP) to an observation problem with two observers.
PCP is known to be undecidable [6].

First we recall PCP. We are given a finite alphabet Σ1

and two sets of strings A,B ⊆ Σ∗1, A = {w1, w2, ..., wn}
and B = {u1, u2, ..., un}. We assume that for all
i = 1, ..., n, wi 6= ui, that is, the PCP has no triv-
ial solution. We are asked: do there exist indices
i1, ..., ik ∈ {1, ..., n}, k ≥ 1, such that wi1wi2 · · ·wik =
ui1ui2 · · ·uik .

We now translate the above instance of PCP to an
observation problem. Let Σ2 = {a1, a2, ..., an} be a set
of new letters, not in Σ1. We will construct languages
K and L over Σ1∪Σ2, such that K is jointly observable
with respect to L and Σ1,Σ2 iff the answer to the above
PCP instance is “no” (i.e., the PCP has no solution).

L is defined by the following regular expression:

good (w1a1 + · · ·+wnan)+ + bad (u1a1 + · · ·+ unan)+

The specification K is defined to be all strings in L
that start with good .

Assume first that the answer to the above PCP is
“yes”, that is, there exist indices i1, ..., ik ∈ [1..n],
k ≥ 1, such that wi1wi2 · · ·wik = ui1ui2 · · ·uik .
Then, let ρ = good wi1ai1wi2ai2 · · ·wikaik and ρ′ =
bad ui1ai1ui2ai2 · · ·uikaik . Both ρ, ρ′ ∈ L, but only ρ ∈
K. However, ρ/Σ1 = wi1wi2 · · ·wik = ui1ui2 · · ·uik =
ρ′/Σ1 . And ρ/Σ2 = ai1ai2 · · · aik = ρ′/Σ2 . Therefore,
K is not jointly observable.

In the other direction, assume that K is not jointly
observable. This means there exist ρ, ρ′ ∈ L, such
that ρ/Σi = ρ′/Σi , for i = 1, 2, yet only ρ ∈ K.
By definition of L and K, ρ must be of the form
good wi1ai1wi2ai2 · · ·wikaik and ρ′ must be of the form
bad uj1aj1uj2aj2 · · ·ujlajl . Since ρ/Σ2 = ρ′/Σ2 , it
must be that k = l and i1 = j1, i2 = j2, ..., ik =
jk. Moreover, since ρ/Σ1 = ρ′/Σ1 , it must be that
wi1wi2 · · ·wik = ui1ui2 · · ·uik , which means that the
answer to the above PCP is “yes”.

The language L used in the proof of theorem 4.1 is
not prefix-closed. The question remains open whether
checking joint observability of a language K with re-
spect to a prefix-closed language L and two observers

is decidable. However, we can still prove that the prob-
lem is undecidable for three observers, even in the case
where L and K are prefix closed.

Theorem 4.2 Suppose K ⊆ L are prefix-closed reg-
ular languages over Σ. The problem of checking
whether K is jointly observable with respect to L and
Σ1,Σ2,Σ3 ⊆ Σ, is undecidable.

Proof: The proof is much like the one of theorem 4.1.
Let Σ1,Σ2 be as in that proof, and let Σ3 be {b1, ..., bn},
where bi’s are new letters. L is defined to be the prefix
closure of the language defined by the following regular
expression:

(a1w1b1 + · · ·+ anwnbn)∗ + (b1u1a1 + · · ·+ bnunan)∗

K is defined to be the prefix closure of the language
defined by the following regular expression:

(a1w1b1 + · · ·+ anwnbn)∗

We show that PCP has a solution iff K is not jointly
observable w.r.t. L, Σ1, Σ2, Σ3.

Assume PCP has a solution wi1 · · ·wik = ui1 · · ·uik .
Then, let ρ = ai1wi1bi1 · · · aikwikbik and ρ′ =
bi1ui1ai1 · · · bikuikaik . Both ρ, ρ′ ∈ L, but only ρ ∈ K.
However, ρ/Σ1 = wi1 · · ·wik = ui1 · · ·uik = ρ′/Σ1 ,
ρ/Σ2 = ai1 · · · aik = ρ′/Σ2 , and ρ/Σ3 = bi1 · · · bik =
ρ′/Σ3 . Therefore, K is not jointly observable.

Now assume K is not jointly observable. This means
there exist ρ, ρ′ ∈ L, such that ρ/Σi = ρ′/Σi , for i =
1, 2, 3, yet only ρ ∈ K. By definition of L and K, ρ
must be of the form ai1wi1bi1 · · · aikwikbikγ1, where γ1

is a strict prefix of aiwibi for some i, and ρ′ must be
of the form bj1uj1aj1 · · · bjlujlajlγ2, where γ2 is a strict
prefix of bjujaj for some j. By the fact that ρ/Σ2 =
ρ′/Σ2 and ρ/Σ3 = ρ′/Σ3 , we conclude that γ1 = γ2 = ε,
k = l and i1 = j1, i2 = j2, ..., ik = jk. Moreover,
since ρ/Σ1 = ρ′/Σ1 , it must be that wi1wi2 · · ·wik =
ui1ui2 · · ·uik , which means that the PCP has a solution.

5 Undecidability of Decentralized Control

We now extend the undecidability result to decentral-
ized control. First, we define the decentralized control
problem (for simplicity, we consider the case of two
controllers). We follow the setting of [14].

Consider an automaton G = (S, q0, δ,Σ, F ) where S is
a set of states, q0 ∈ S is the initial state, Σ is the
event set, δ : S × Σ → S is the transition function
(in general, δ is a partial function) and F ⊆ S is the
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set of accepting states. Given ρ = γ1 · · · γk ∈ Σ∗, we
define δ(ρ) = sk, if there exists a sequence of states
s0s1 . . . sk, such that s0 = q0 and si+1 = δ(si, γi+1);
otherwise, δ(ρ) is undefined. The marked language of
G, denoted Lm(G), is the set of all ρ ∈ Σ∗ such that
δ(ρ) ∈ F (this means that δ(ρ) is of course defined).
The unmarked language of G, denoted L(G), is the set
of all ρ ∈ Σ∗ such that δ(ρ) ∈ S. Note that L(G) is the
prefix-closure of Lm(G).

Now, consider event sets Σ1O,Σ2O,Σ1C ,Σ2C ⊆ Σ. ΣiO
is the set of events that controller i observes, and ΣiC
is the set of events that it controls.

Each controller Ci = (SiC , qiC , δiC ,ΣiO,ΣiC ,Λi) is an
automaton with outputs, where SiC are the states, qiC is
the initial state, δiC : SiC×ΣiO → SiC is the transition
function (total), and Λi : SiC → 2ΣiC is the output
function (total). The meaning is that Λi(s) is the set
of events that the controller “allows” when it is in state
s.

Given an automaton G and controllers C1, C2, we
define the conjunctively controlled system, denoted
(G,C1 ∧ C2), to be the automaton ((S × S1C ×
S2C), (q, q1C , q2C), δC ,Σ, (F × S1C × S2C)), where:

• δC((s, s1, s2), α) is undefined if δ(s, α) is unde-
fined, or if for some i = 1, 2, α ∈ ΣiC − Λi(si);

• otherwise, δC((s, s1, s2), α) = (δ(s, α), s′1, s
′
2),

where for each i = 1, 2, if α 6∈ ΣiO then s′i =
si, otherwise s′i = δiC(si, α) (since δiC is total,
δiC(si, α) is always defined).

That is, ρ ∈ Lm((G,C1 ∧ C2)) if ρ ∈ Lm(G), and each
event in ρ is allowed by each controller (if any) that
controls the event.

We say that the controllers are non-blocking if
L((G,C1 ∧ C2)) = Lm((G,C1 ∧ C2)), that is, from ev-
ery reachable state, there is a path that leads to an
accepting state.

Definition 5.1 (Decentralized Control Problem)
Given a finite-state automaton G over Σ, a regular
language E, and event sets Σ1O,Σ2O,Σ1C ,Σ2C ⊆ Σ,
do there exist non-blocking controllers C1 and C2, such
that Lm((G,C1 ∧ C2)) ⊆ E ?

Theorem 5.1 The decentralized control problem is
undecidable.

Proof: Our proof uses the idea of reducing the control
problem to an observation problem [14].

Consider again the PCP setting used in the proof of
theorem 4.1 and let Σ1,Σ2 be as in that proof.

We will construct an automaton G and a language E,
such that PCP has a solution iff there exist no con-
trollers C1, C2 such that Lm((G,C1 ∧ C2)) 6= ∅ and
Lm((G,C1 ∧ C2)) ⊆ E. First, define L to be the lan-
guage (a1w1 + · · · + anwn)+ + (a1u1 + · · · + anun)+

and K to be the language (a1w1 + · · ·+ anwn)+. Now,
let G be the finite automaton accepting the following
language:

L ·
(

stop (t1 + · · ·+ tn)∗ stopt (good + bad)
)
,

where t1, ..., tn, stop, stopt, good , bad are new letters not
in Σ1,Σ2. We can assume that L(G) = Lm(G), that
is, G is non-blocking.2

Let

Σ1O = Σ1 ∪ {t1, ..., tn} ∪ {stop, stopt},
Σ1C = {good , bad},
Σ2O = Σ2 ∪ {t1, ..., tn} ∪ {stop, stopt},
Σ2C = {t1, ..., tn} ∪ {stopt}.

The intuition is that G performs some “PCP string”,
then stops and “asks” the controllers whether the string
was “good” (i.e., made up of wi’s) or “bad” (i.e., made
up of ui’s). G allows C2 to transmit its observation
to C1, which is modeled by the symbols t1, ..., tn, stopt.
C1 will take the decision, based on its own observation
and the one it receives from C2.

Let E be the following language 3:(
L · stop (t1 + · · ·+ tn)∗ stopt good

)
+(

(L−K) · stop (t1 + · · ·+ tn)∗ stopt bad
)
.

Assume PCP has no solution. Then, it can be shown
that K is jointly observable w.r.t. L, Σ1, Σ2. Thus, by
lemma 2.1, there exists a function f : Σ∗1×Σ∗2 → {0, 1}
such that ∀ρ ∈ L, f(ρ/Σ1 , ρ/Σ2) = 1 if ρ ∈ K and
f(ρ/Σ1 , ρ/Σ2) = 0 if ρ 6∈ K.

Now, the controllers will function as follows. C2 memo-
rizes what it observes, until it sees stop. Let ai1 · · · aik
be what C2 has memorized.4 Once stop is seen, C2

“transmits” the sequence ti1 · · · tik stopt (this is done
by enabling ti1 , then observing it and moving to an-
other state, enabling ti2 , and so on). C2 does nothing

2Note that this is not a restricting assumption. Indeed, if
there is a transition in G that leads to a state from which no
accepting state can be reached, this transition can be removed
without changing Lm(G).

3Observe that E ⊆ Lm(G).
4Note that the controllers may use an infinite set of states.
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after transmitting stopt. C1 also memorizes what it
observes, say σ1, until it sees stop. Once stop is seen,
C1 starts memorizing separately what it receives from
C2, until stopt is received. Let ti1 · · · tik be what C1

has received when it sees stopt. Then, C1 computes
f(σ1, σ2), where σ2 = ai1 · · · aik . If this turns out to be
1, then C1 allows good , otherwise it allows bad .

The controllers are non-blocking. This is because, by
assumption, G is non-blocking. Therefore, since noth-
ing can be disabled until stop happens, from each reach-
able state before stop occurs, there is always a path
that ends with stop. Now, once stop occurs, a num-
ber of ti events will happen (possibly zero) and then
stopt will be allowed. Finally, either good or bad will
be enabled, reaching an accepting state.

We now show that Lm((G,C1 ∧C2)) is non-empty and
Lm((G,C1 ∧ C2)) ⊆ E. Either a1 w1 stop t1 stopt good
or a1 w1 stop t1 stopt bad is in Lm((G,C1 ∧ C2)) (only
one of them, depending on f), therefore Lm((G,C1 ∧
C2)) is not empty. Consider a word φ ∈ Lm((G,C1 ∧
C2)): φ must be of the form φ = ρ stop τ stopt κ, where
ρ ∈ L, τ ∈ (t1 + · · ·+ tn)∗ and κ ∈ (good + bad). Now,
σ1 = ρ/Σ1 and σ2 = ρ/Σ2 . If κ = good , it means that
f(σ1, σ2) = 1, which implies ρ ∈ K, therefore φ ∈ E.
If κ = bad , it means that f(σ1, σ2) = 0, which implies
ρ ∈ L−K, therefore again φ ∈ E.

In the other direction, assume PCP has a so-
lution wi1 · · ·wik = ui1 · · ·uik , and define ρ =
ai1wi1 · · · aikwik , ρ′ = ai1ui1 · · · aikuik . By the as-
sumption that PCP has no trivial solution, we can
deduce that ρ 6= ρ′: otherwise, wi1 must be equal
to ui1 , since the ai’s are in a different alphabet than
Σ1. Observe that the string ρ stop τ stopt good is in E,
whereas ρ′ stop τ stopt good is not, since ρ 6= ρ′. Sim-
ilarly, ρ′ stop τ stopt bad is in E, but ρ stop τ stopt bad
is not.

Now, suppose there exist non-blocking controllers
C1, C2. Observe that ρ/ΣiO = ρ′/ΣiO , for i = 1, 2, thus,
δi(qiC , ρ/ΣiO ) = δi(qiC , ρ′/ΣiO ), for i = 1, 2. That is,
each Ci will be in the same state, whether ρ occurs
or ρ′. Thus, in both cases, C2 will transmit to C1

the same ti sequence, say, τ . We claim that, at some
point, C2 must transmit stopt and C1 must allow at
least one of good , bad . If stopt is never enabled, nei-
ther good nor bad will happen, and no accepting state
can be reached (thus, controllers are blocking, which
contradicts the assumption). The same is true if C1

disables both good and bad . Now, C1 cannot allow
good , since then, the string ρ′ stop τ stopt good would
be allowed, which is not in E. It cannot allow bad ei-
ther, since then, the string ρ stop τ stopt bad would be
allowed, which is not in E. Therefore, controllers C1

and C2, such that Lm((G,C1∧C2)) ⊆ E, cannot exist.

6 Related Work

Observation and control has been studied by many re-
searchers in the discrete-event systems community, e.g.,
see [11, 4, 21, 27, 7, 29]. In this section, we first review
some of the definitions of observability (centralized and
decentralized) and relate them to ours. We also discuss
some existing results on decentralized control.

6.1 Centralized Observability Definitions
In [4] the authors introduce the notion of a (M,L)-
recognizable language: K is (M,L)-recognizable if K =
L ∩ M−1(M(K)). In the above definition, M is a
mask, which is more general than a projection. In the
case where M is a projection, (M,L)-recognizability is
equivalent to centralized joint observability.

In [10] the authors introduce two different notions: ob-
servability and normality. Normality is equivalent to
centralized joint observability, whereas observability is
strictly weaker. However, observability is a necessary
and sufficient condition for the centralized control prob-
lem: the reason for this is that the controller is allowed
to disable some events even if it cannot observe them.

In summary, let us denote by rec[4], nor[10], obs[10],
j− obs, the classes of recognizable, normal, observable,
and jointly observable languages (in the centralized
case), respectively. Then:

rec[4] = nor[10] = j− obs ⊂ obs[10]

(To be able to compare with rec[4], we assume that M
is a projection.)

The inclusion is strict, as we illustrate with a simple
example. Consider languages L = {ε, a, b, ab} and K =
{ε, b}. Let Σ1 = {b}. Then, K is not jointly observable
w.r.t. L, Σ1, since ab and b give the same projection b,
but ab 6∈ K whereas b ∈ K. However, K is observable
because the controller could disable a.

6.2 Decentralized Observability Definitions
The authors of [4] extend their definition of recogniz-
able languages to the decentralized case: K is recog-
nizable by k observers if K is (Mi, L)-recognizable for
each i = 1, ..., k.

The authors of [21] introduce three notions of de-
centralized observability, namely, weak decomposabil-
ity, strong decomposability and co-observability. K is
weakly decomposable (w.r.t. two observers) if K = L∩
P−1

1 (P1(K)) ∩ P−1
2 (P2(K)). K is strongly decompos-

able (w.r.t. two observers) if K = L ∩ (P−1
1 (P1(K)) ∪

P−1
2 (P2(K))). The definitions extend directly to more

than two observers. Strong decomposability implies
weak decomposability. It is shown in [21] that strong
decomposability implies co-observability.
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We can show that the following is also true:

Theorem 6.1 Strong decomposability is equivalent to
decentralized recognizability, in case each mask Mi is a
projection Pi.

Proof: Observe that K ⊆ L ∩
⋂
i P
−1
i (Pi(K)) ⊆ L ∩⋃

i P
−1
i (Pi(K)) holds, provided K ⊆ L.

First assume that K is strongly decomposable, i.e.,
K = L ∩

⋃
i P
−1
i (Pi(K)). To show that K is recog-

nizable, we need to show that K = L ∩ P−1
i (Pi(K)),

for any i. Since K ⊆ L ∩ P−1
i (Pi(K)), for any i, it

suffices to show that L ∩ P−1
i (Pi(K)) ⊆ K. Assume

x ∈ L ∩ P−1
i (Pi(K)), for some i. This means that

x ∈ L ∩
⋃
i P
−1
i (Pi(K)), which implies x ∈ K.

Now assume K is recognizable, i.e., K = L ∩
P−1
i (Pi(K)), for any i. To show that K is strongly

decomposable, we need to show that K = L ∩⋃
i P
−1
i (Pi(K)). Since K ⊆ L∩

⋃
i P
−1
i (Pi(K)), it suf-

fices to show that L ∩
⋃
i P
−1
i (Pi(K)) ⊆ K. Assume

x ∈ L ∩
⋃
i P
−1
i (Pi(K)). Then, there must exist an i

such that x ∈ L ∩ P−1
i (Pi(K)), which implies x ∈ K.

We can also prove the following:

Theorem 6.2 Weak decomposability implies joint ob-
servability. The converse is not always true.

Proof: Assume K = L ∩
⋂
i P
−1
i (Pi(K)). If K was

not jointly observable then there would exist ρ, ρ′ ∈ L
such that ρ ∈ K, ρ′ 6∈ K, yet Pi(ρ) = Pi(ρ′) for all
i. Since ρ ∈ K and Pi(ρ) = Pi(ρ′), we have ρ′ ∈
P−1
i (Pi(K)) for all i. But this means that ρ′ ∈ K,

which is a contradiction.

The converse does not hold in general, as we show
with an example. Let L = {ρ, ρ1, ρ2}, K = {ρ1, ρ2},
ρ = abc, ρ1 = ab, ρ2 = bc, and Σ1 = {a, b}, Σ2 =
{b, c}. Then, K is not weakly decomposable. Indeed,
P1(ρ) = P1(ρ1) = ab, therefore ρ ∈ P−1

1 (P1(K)). Also,
P2(ρ) = P2(ρ2) = bc, therefore ρ ∈ P−1

2 (P2(K)). But
ρ 6∈ K. On the other hand, K is jointly observable:
indeed, observer 2 can distinguish between ρ and ρ1

(since P2(ρ) = bc 6= b = P2(ρ1)) and observer 1 can
distinguish between ρ and ρ2 (since P1(ρ) = ab 6= b =
P1(ρ2)).

Finally, we relate joint observability with co-
observability. For the latter, we use the definition of [3]:

∀s ∈ K,σ ∈ Σc, (sσ ∈ L−K ⇒ ∃i, P−1
i (Pi(s))∩K = ∅)

where Σc is the set of controllable events. To be able to
relate the two definitions, we take the set of controllable

events to be the set of all events, Σ. Then, we show
the following:

Theorem 6.3 Joint observability and co-observability
are incomparable.

Proof: We first show that joint observability does
not imply co-observability. Consider L to be the pre-
fix closure of the language {abcd, abd, bcd}. Let K =
L − {abcd} (observe that K = K). Let Σ1 = {a, b, d}
and Σ2 = {b, c}. One can check that K is jointly ob-
servable w.r.t. L, Σ1, Σ2. Indeed, for any pair of
strings ρ = abcd, ρ′ ∈ L, either P1(ρ) 6= P1(ρ′) or
P2(ρ) 6= P2(ρ′), which means either the first observer
or the second observer can distinguish between the sin-
gle erroneous string and a correct one. One the other
hand, K is not co-observable. As a counter example
to the definition of co-observability given above, take
s = abc, σ = d, s1 = ab and s2 = bc. Then, sσ ∈ L−K,
though s1σ ∈ K and P1(s1) = P1(s), and s2σ ∈ K and
P2(s2) = P2(s). Intuitively, controller 1 does not know
whether to disable d after observing ab, because abd
is allowed but abcd is not. Also, controller 2 does not
know whether to disable d after observing bc, because
bcd is allowed but abcd is not.

The fact that co-observability does not imply joint ob-
servability can be shown by a simple example, similar
to the one used to show that observability does not im-
ply normality. Let L = {ab, ac} and let K = {ab}. As-
sume both observers observe a. Then K is not jointly
observable since ab, ac give same observations, yet only
ab is legal. However, K is co-observable, because the
controllers can disable c.

We summarize the above results as follows (all inclu-
sions are strict):

rec[4] = strong[21] ⊂ weak[21] ⊂ j− obs,

strong[21] ⊂ co− obs[21],

j− obs 6= co− obs[21].

6.3 Decentralized Control
In [21] it is shown that, given regular language E such
that ∅ 6= E ⊆ Lm(G), checking whether there exist
controllers C1, C2 such that Lm(G,C1 ∧ C2) = E is
decidable. They also show that, given regular lan-
guages A and E such that A ⊆ E ⊆ Lm(G), check-
ing whether there exist controllers C1, C2 such that
A ⊆ L(G,C1 ∧ C2) ⊆ E is decidable. Note that
Lm(G,C1∧C2) is checked in the first problem, whereas
L(G,C1∧C2) (the unmarked language, which is prefix-
closed) in the second problem. In this paper we have
shown that checking Lm(G,C1 ∧ C2) ⊆ E is undecid-
able. Undecidability results for decentralized control
in a slightly different setting (ω-languages) and using
a different proof have been reported also in [9].
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We believe that the undecidable case, namely, checking
that Lm(G,C1 ∧C2) ⊆ E, with E non-prefix-closed, is
one of the most interesting in practice. Indeed, suppose
we want to model the requirement (pg)∗, that is, every
p is followed by a g before the next p occurs. This
is typical for a communication protocol: p models the
sending client giving a message to the protocol and
g the protocol delivering the message to the receiving
client (e.g., see [19, 14]). Since there is likely to be other
events in the plant than just p, g, say, Σ, we should
define E = (Σ∗ + (pΣ∗g))∗.

Now, if we make E prefix-closed, then we have to de-
fine some A 6= ∅, otherwise the controllers might allow
behaviors where g never occurs after p. But it is not
easy to define such an A, without requiring the con-
trollers to allow too many behaviors. For instance, we
cannot make A = E, because in that case any behavior
in Σ∗ must be allowed by the controllers, which is unre-
alistic to expect.5 Another possibility would be to try
and solve the problem Lm(G,C1 ∧ C2) = E′, for some
other E′, non-prefix-closed in general. Again, however,
it is very difficult to find such an E′: in fact, since we
request the language of the controlled system to be ex-
actly E′, knowing E′ means knowing exactly what the
behaviors of the controllers should be!

6.4 Other Related Work
The problem of decentralized control has been stud-
ied by many researchers in the discrete-event systems
community, e.g., see [11, 4, 21, 27, 7, 1, 17, 29].

[11] study the problem of decentralized control with
respect to “local” specifications, e.g., two supervisors
S1 and S2 are synthesized independently with respect
to local specifications φ1 and φ2, and their combined
control on the plant results in the behavior φ1 ∧ φ2.
This may be called “modular” controller synthesis and
essentially has to do with breaking the problem into
smaller ones.

[4] study the problem of decentralized control with re-
spect to “global” specifications, as we do in this pa-
per. Their setting is slightly more general than ours,
in that they use a masking function, whereas we use a
projection, which is less general. The authors obtain
necessary and sufficient conditions for the existence of
a controller which constrains the plant to a behavior K
(a language).

[7] study decentralized control for a more general class
of controllers where the composition with the plant is
not necessarily synchronous. [13, 29] consider other

5We could define an interesting variant of the problem, where
the controllers must ensure A ⊆ P (L(G,C1 ∧ C2)) ⊆ E, where
P is a projection to an appropriate alphabet (or we could even
have two projections, one for A and one for E). Unfortunately,
this problem is undecidable as well (slight modification of the
proof of theorem 5.1).

ways of combining control actions with the plant, in-
cluding “fusion by union” of events.

[27] and [1] consider the problem of decentralized con-
trol where the controllers are more powerful, in the
sense that they can exchange information during the
execution of the plant. [17] consider the same problem
and develop a strategy to minimize communication be-
tween the controllers.

On a slightly different setting, [12] studies the
(un)decidability and complexity of the problems of dis-
tributing a centralized program on a decentralized pro-
cessor architecture, or synthesizing a decentralized pro-
gram from scratch.

In [14] we give examples where infinite-state decentral-
ized observers and controllers exist, but no finite-state
ones, as well as necessary and sufficient conditions for
finite-state observers to exist. We also model the Alter-
nating Bit Protocol (ABP) as a decentralized control
problem and study different variants of the protocol.

7 Discussion and Open Questions

It may seem surprising that joint observability is un-
decidable, especially since strong and weak decompos-
ability are decidable and co-observability is shown to
be decidable in [21] (a polynomial algorithm is given
in [18]). An open question is whether joint observabil-
ity with respect to a prefix-closed regular language and
exactly two observers is decidable.

The definitions and undecidability results of this pa-
per can be extended to ω-languages. However, it is not
clear what the physical interpretation of such a defi-
nition would be: since behaviors are infinite, when do
observers get together in order to decide?
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