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R1 C ∪ {T 
 u}  C if T ∪ {x |
T ′

 x ∈ C, T ′ ⊂ T} ⊢ u

R2 C ∪ {T 
 u}  σ Cσ ∪ {Tσ 
 uσ} σ = mgu(t, u), t ∈ st(T ),
t, u no variables

R3 C ∪ {T 
 u}  σ Cσ ∪ {Tσ 
 uσ} σ = mgu(t1, t2), t1, t2 ∈ st(T ),
t1, t2 no variables

R4 C ∪ {T 
 {u}v}  C ∪ {T 
 u, T 
 v}
R5 C ∪ {T 
 〈u, v〉}  C ∪ {T 
 u, T 
 v}
R6 C ∪ {T 
 u}  ⊥ if T = ∅ or

var(T ) = var(u) = ∅ and T 6⊢ u

Exercise 1

Denning-Sacco Protocol

1. A → S : 〈A, B〉
2. S → A : {〈〈B, NAB〉, 〈Ns, {〈NAB, 〈A, Ns〉〉}KBS

〉〉}KAS

3. A → B : {〈NAB, 〈A, Ns〉〉}KBS

4. B → A : {sAB}NAB

PDS = {RA, RB, RS} models one session of A, B and S.

Exercise 2

A → B : 〈A, NA〉
B → A : {〈NA, NB〉}Kab

A → B : NB

B → A : {〈K, NB〉}Kab

A → B : {s}K

Intruder knows only identities of A and B.

• Give role specification of this protocol of an instance of execution between A and B.

• Give a constraint systeme associated to this protocol between A and B.
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Exercise 3

A → B : 〈A, NA〉
B → A : {〈NA, NB〉}Kab

A → B : NB

B → A : {〈K, NB〉}Kab

A → B : {s}K

Intruder knows only identities of A and B.

• Use simplification rules to transform the system in solved form.

• There exists an easy attack, can you find it ?

Exercise 4

A → B : {〈A, K〉}Kab

B → A : {s}Kab

Intruder knows only identities of A and B. Show that the secret data s is preserved by
one single session between A and B.

2


