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t. In experiments with a resolution-based veri�
ation methodfor 
ryptographi
 proto
ols, we 
ould enfor
e its termination by tagging,a synta
ti
 transformation of messages that leaves atta
k-free exe
utionsinvariant. In this paper, we generalize the experimental eviden
e: weprove that the veri�
ation method always terminates for tagged proto-
ols.1 Introdu
tionThe veri�
ation of 
ryptographi
 proto
ols is an a
tive resear
h area, see [1{22℄. It is important sin
e the design of proto
ols is error-prone, and testing
annot reveal potential atta
ks against the proto
ols. In this paper, we studya veri�
ation te
hnique based on Horn 
lauses and resolution akin to [4, 5, 24℄.We 
onsider a proto
ol that is exe
uted in the presen
e of an atta
ker that
an listen to the network, 
ompute, and send messages. The proto
ol and theatta
ker are translated into a set of Horn 
lauses su
h that: if the fa
t att(M)is not derivable from the 
lauses, then the proto
ol preserves the se
re
y of themessageM in every possible exe
ution. The 
orre
tness veri�ed is stronger thanthe one required sin
e the exe
utions possible in the Horn 
lause model in
ludethe ones where a send or re
eive instru
tion 
an be applied more than on
e inthe same session. In pra
ti
e, the di�eren
e between the 
orre
tness 
riteria doesnot show (no false alarm arised in our experiments).The veri�
ation te
hnique 
onsists of the translation into Horn 
lauses, fol-lowed by the 
he
king of the derivability of fa
ts att(M) by a resolution-basedalgorithm. It has the following 
hara
teristi
s.{ It 
an verify proto
ols with an unbounded number of sessions.{ It 
an easily handle a variety of 
ryptographi
 primitives, in
luding shared-key and publi
-key 
ryptography (en
ryption and signatures), hash fun
-tions, message authenti
ation 
odes (ma
), and even a simple model of DiÆe-Hellman key agreements. It 
an also be used to verify authenti
ity [5℄.{ It is eÆ
ient (many examples of proto
ols of the literature are veri�ed in lessthan 0.1 s; see [5℄).



The resolution-based veri�
ation algorithm has one drawba
k: it does not ter-minate in general. In fa
t, in our experiments, we dete
ted in�nite loops duringits appli
ation to the Needham-S
hroeder shared-key proto
ol [4℄ and severalversions of the Woo-Lam shared-key one-way authenti
ation proto
ol [5℄. It isalways possible to modify the algorithm to make it work on those 
ases and any�nite number of other 
ases, but that will not a�e
t its inherent non-terminationproperty (inherent by the unde
idability of the problem that it tries to solve).In this paper, we investigate an alternative: tagging the proto
ol.Tagging 
onsists in adding a unique 
onstant to ea
h message. For instan
e,to en
rypt the message m under the key k, we add the tag 
0 to m, so thatthe en
ryption be
omes sen
rypt((
0;m); k). The tagged proto
ol retains theintended behaviour of the original proto
ol; i.e., the atta
k-free exe
utions arethe same. Under atta
ks, it is possibly more se
ure. Therefore, tagging is a featureof a good proto
ol design, as explained e.g. in [2℄: the re
eiver of a message usesthe tag to identify it unambiguously; thus tagging prevents type 
aws that o

urwhen a message is taken for another message. (This is formally proved in [16℄ fora tagging s
heme very similar to ours.) Tagging is also motivated by pra
ti
alissues: the de
oding of in
oming messages be
omes easier. For all these reasons,tags are already present in proto
ols su
h as SSH.In our experiments (in
luding the proto
ols mentioned above), we obtainedtermination after tagging the proto
ol. In this paper, we give the theory behindthe experiments: the resolution-based veri�
ation algorithm always terminateson tagged proto
ols. More pre
isely, on proto
ols where tags are added to ea
huse of a 
ryptographi
 primitive, whi
h may be among: publi
-key 
ryptographywhere keys are atomi
, shared-key 
ryptography (unrestri
ted), hash fun
tions,and message authenti
ation 
odes (ma
's).This means that we show termination for a 
lass of proto
ols that in
ludesmany relevant examples.2 Horn Clauses Representing a Proto
olThis se
tion and the next one re
apitulate the ne
essary ba
kground on thetranslation and the algorithm, using material from [4℄.Cryptographi
 proto
ols 
an be translated into Horn 
lauses, either by hand,as explained in [4, 24℄, or automati
ally, for instan
e, from a representation ofthe proto
ol in an extension of the pi 
al
ulus, as in [1℄.The terms in the Horn 
lauses stand for messages. The translation uses onepredi
ate att. The fa
t att(M) means that the atta
ker may have the term M .The fundamental property of this representation is that if att(M) is not derivablefrom the 
lauses, then the proto
ol preserves the se
re
y of M .The 
lauses are of two kinds: the 
lauses in RPrimitives that depend onlyon the signature of the 
ryptographi
 primitives (they represent 
omputationabilities of the atta
ker) and the 
lauses in RProt that one extra
ts from theproto
ol itself.



Tuples:Constru
tor: tuple (M1; : : : ;Mn)Destru
tors: proje
tions ithn((M1; : : : ;Mn))!MiShared-key en
ryption:Constru
tor: en
ryption of M under the key N , sen
rypt(M;N)Destru
tor: de
ryption sde
rypt(sen
rypt(M;N); N)!MPubli
-key en
ryption:Constru
tors: en
ryption of M under the publi
 key N , pen
rypt(M;N)publi
 key generation from a se
ret key N , pk(N)Destru
tor: de
ryption pde
rypt(pen
rypt(M; pk(N)); N)!MSignatures:Constru
tor: signature of M with the se
ret key N , sign(M;N)Destru
tors: signature veri�
ation 
he
ksignature(sign(M;N); pk(N))!Mmessage without signature getmessage(sign(M;N))!MNon-message-revealing signatures:Constru
tors: signature of M with the se
ret key N , nmrsign(M;N)
onstant trueDestru
tor: signature veri�
ation nmr
he
ksign(nmrsign(M;N); pk(N);M)! trueOne-way hash fun
tions:Constru
tor: hash fun
tion hash(M).Message authenti
ation 
odes, keyed hash fun
tions:Constru
tor: ma
 of M with key N , ma
(M;N)Fig. 1. Constru
tors and destru
torsAtta
ker Clauses (\RPrimitives") The proto
ols use 
ryptographi
 primitives oftwo kinds: 
onstru
tors and destru
tors (see Figure 1). A 
onstru
tor f is usedto build up a new term f(M1; : : : ;Mn). For example, the term sen
rypt(M;N)is the en
oding of the term M with the key N (by shared-key en
ryption).A destru
tor g applied to terms M1; : : : ;Mn yields a term M built up fromsubterms ofM1; : : : ;Mn. It is de�ned by a �nite set def(g) of equations written asredu
tion rules g(M1; : : : ;Mn)!M where the termsM1; :::;Mn;M 
ontain only
onstru
tors and variables. For example, the rule sde
rypt(sen
rypt(M;N); N)!M models the de
oding of the term sen
rypt(M;N) with the same key used forthe en
oding.The atta
ker 
an form new messages by applying 
onstru
tors and destru
-tors to already obtained messages. This is modeled, for instan
e, by the following
lauses for shared-key en
ryption.att(x) ^ att(y)! att(sen
rypt(x; y)) (sen
rypt)att(sen
rypt(x; y)) ^ att(y)! att(x) (sde
rypt)The �rst 
lause expresses that if the atta
ker has the message x and the sharedkey y, then he 
an form the message sen
rypt(x; y). The se
ond 
lause meansthat if the atta
ker has the message sen
rypt(x; y) and the key y, then he 
anobtain the message x (by applying the destru
tor sde
rypt and then using theequality between sde
rypt(sen
rypt(x; y); y) and x a

ording to the redu
tion rulefor sde
rypt).



We furthermore distinguish between data and 
ryptographi
 
onstru
torsand destru
tors and thus, in total, between four kinds of primitives. The setDataConstr of data 
onstru
tors 
ontains those f that 
ome with a destru
-tor gi de�ned by gi(f(x1; : : : ; xn)) ! xi for ea
h i = 1; : : : ; n; i.e. gi is usedfor sele
ting the argument of f in the i-th position. It is generally suÆ
ientto have only tuples as data 
onstru
tors (with proje
tions as destru
tors). Allother 
onstru
tors are said to be 
ryptographi
 
onstru
tors; they form the setCryptoConstr . We 
olle
t all 
lauses like the two example 
lauses above, for ea
hof the four 
ases, in the set RPrimitives of 
lauses or rules de�ned below.De�nition 1 (Program for Primitives, RPrimitives). The program for prim-itives, RPrimitives, is the union of the four sets of Horn 
lauses 
orresponding toea
h of the four 
ases of 
ryptographi
 primitives:{ RCryptoConstr is the set of 
lauses att(x1)^ : : :^att(xn)! att(f(x1; : : : ; xn))where f is a 
ryptographi
 
onstru
tor.{ RDataConstr is the set of 
lauses att(x1) ^ : : : ^ att(xn) ! att(f(x1; : : : ; xn))where f is a data 
onstru
tor.{ RCryptoDestr is the set of 
lauses att(M1) ^ : : : ^ att(Mn)! att(M) where gis a 
ryptographi
 destru
tor with the redu
tion rule g(M1; : : : ;Mn)!M .{ RDataDestr is the set of 
lauses att(f(x1; : : : ; xn)) ! att(xi) where f is adata 
onstru
tor and i = 1; : : : ; n.Proto
ol Clauses (\RProt") We note RProt the set of proto
ol 
lauses. Thesein
lude 
lauses that dire
tly 
orrespond to send and re
eive instru
tions of theproto
ol and 
lauses translating the initial knowledge of the atta
ker.In a proto
ol 
lause of the formatt(M1) ^ : : : ^ att(Mn)! att(M)the term M in the 
on
lusion represents the sent message. The hypotheses 
or-respond to messages re
eived by the same host before sending M . Indeed, the
lause means that if the atta
ker has M1; :::;Mn, he 
an send these messagesto a parti
ipant who is then going to reply with M , and the atta
ker 
an theninter
ept this message.If the initial knowledge of the atta
ker 
onsists of the set of terms SInit(
ontaining e.g. publi
 keys, host names, and a name N that represents all namesthat the atta
ker 
reates), then it is represented by the fa
ts att(M) where Mis a term in SInit.We explain proto
ol 
lauses on the example of the Yahalom proto
ol [8℄:Message 1. A! B : (A;Na)Message 2. B ! S : (B; fA;Na; NbgKbs)Message 3. S ! A : (fB;Kab; Na; NbgKas ; fA;KabgKbs)Message 4. A! B : (fA;KabgKbs ; fNbgKab)In this proto
ol, two parti
ipants A and B wish to establish a session key Kab,with the help of a trusted server S. Initially, A has a shared key Kas to 
om-muni
ate with S, and B has a shared key Kbs to 
ommuni
ate with S. In the



�rst message, A sends to B his name A and a non
e (fresh value) Na. Then B
reates a non
e Nb and sends to the server his own name B and the en
ryptionfA;Na; NbgKbs of A;Na; Nb under the shared key Kbs. The server then 
reatesthe new (fresh) session key Kab, and sends two en
rypted messages to A. The�rst one fB;Kab; Na; NbgKas gives the keyKab to A, together with B's name andthe non
es (so that A knows that the key is intended to 
ommuni
ate with B).The se
ond message 
annot be de
rypted by A, so A forwards it to B (message4). B then obtains the session key Kab. The se
ond part of message 4, fNbgKab ,is used to 
he
k that A and B really use the same key Kab: B is going to 
he
kthat he 
an de
rypt the message with the newly re
eived key. We en
ode onlyone prin
ipal playing ea
h role, sin
e others 
an be in
luded in the atta
ker.Message 1 is represented by the 
lauseatt((host(Kas);Na)) (Msg1)meaning that the atta
ker gets host(Kas) and Na when inter
epting message 1.In this 
lause, the host name A is represented by host(Kas). Indeed, the serverhas a table of pairs (host name, shared key to 
ommuni
ate between that hostand the server), and this table 
an be 
onveniently represented by a 
onstru
torhost. This 
onstru
tor takes as parameter the se
ret key and returns the hostname. So host names are written host(k). The server 
an also mat
h a termhost(k) to �nd ba
k the se
ret key. The atta
ker 
annot do this operation (hedoes not have the key table), so there is no destru
tor 
lause for host. There isa 
onstru
tor 
lause, sin
e the atta
ker 
an build new hosts with new host keys:att(k)! att(host(k)) (host)Message 2 is represented by the 
lause:att((a; na))! att((host(Kbs); sen
rypt((a; na;Nb(a; na));Kbs))) (Msg2)The hypothesis means that a message (a; na) (
orresponding to message 1) mustbe re
eived before sending message 2. It 
orresponds to the situation in whi
hthe atta
ker sends (a; na) to B, B takes that for message 1, and replies withmessage 2, whi
h is inter
epted by the atta
ker. (a and na are variables sin
e Ba

epts any term instead of host(Kas) and Na.) The non
e Nb is represented bythe fun
tion Nb(a; na). Indeed, sin
e a new name is 
reated at ea
h exe
ution,names 
reated after re
eiving di�erent messages are di�erent. This is modeled by
onsidering names as fun
tions of the messages previously re
eived. This model-ing is slightly weaker than 
reating a new name at ea
h run of the proto
ol, butit is 
orre
t: if a se
re
y property is proved in this model, then it is true [1℄. Theintrodu
ed fun
tion symbols will be 
alled \name fun
tion symbols". (In mes-sage 1, the fresh name Na is a 
onstant be
ause there are no previous messageson whi
h it would depend.)Message 3 is represented by the 
lause:att((host(kbs); sen
rypt((host(kas); na; nb); kbs)))! att((sen
rypt((host(kbs);Kab(kas; kbs; na; nb); na; nb); kas);sen
rypt((host(kas);Kab(kas; kbs; na; nb)); kbs))) (Msg3)



using the same prin
iples. At last, message 4 is represented byatt((sen
rypt((b; k;Na; nb);Kas);mb))! att((mb; sen
rypt(nb; k))) (Msg4)The message sen
rypt((host(Kas); k);Kbs) 
annot be de
rypted and 
he
ked byA, so it is a variable mb.The goal of the proto
ol is to establish a se
ret shared key Kab betweenA and B. If the key was a 
onstant, say Kab, then the non-derivability of thefa
t att(Kab) from the Horn 
lauses presented so far would prove its se
re
y.However, Kab, as re
eived by A, is a variable k. We therefore use the followingfa
t. The key Kab re
eived by A is se
ret if and only if some 
onstant se
retAremains se
ret when A sends it en
rypted under the key Kab. Thus, we add a
lause that 
orresponds to the translation of an extra message of the proto
ol,Message 5. A! B : fse
retAgKab .att((sen
rypt((host(Kbs); k;Na; nb);Kas);mb))! att(sen
rypt(se
retA; k)) (Msg5)Now, the se
re
y of the key Kab re
eived by A 
an be proved from the non-derivability of the fa
t att(se
retA) from the set of 
lauses RPrimitives [ RProt.For the Yahalom proto
ol, the translation yields the union of the followingsets of Horn 
lauses. RCryptoConstr 
ontains (sen
rypt) and (host), RCryptoDestr
ontains (sde
rypt), RDataConstr 
ontains the tuple 
onstru
tion and RDataDestrthe tuple proje
tions (both not listed), and RProt 
ontains (Msg1), (Msg2),(Msg3), (Msg4) and (Msg5) and three 
lauses translating the initial knowledge,att(N), att(host(Kas)), and att(host(Kbs)).3 The Resolution-Based Veri�
ation AlgorithmTo determine whether a fa
t is derivable from the 
lauses, we use a resolution-based algorithm explained below. (We use the meta-variables R;H;C; F for rule,hypothesis, 
on
lusion, fa
t, respe
tively.)The algorithm infers new 
lauses by resolution as follows: From two 
lausesR = H ! C and R0 = F ^H 0 ! C 0 (where F is any hypothesis of R0), it infersR ÆF R0 = �H ^ �H 0 ! �C 0, where C and F are uni�able and � is the mostgeneral uni�er of C and F . The 
lause R ÆF R0 is the 
ombination of R and R0,where R proves the hypothesis F of R0. The resolution is guided by a sele
tionfun
tion sel . Namely, sel(R) returns a subset of the hypotheses of R, and theresolution step above is performed only when sel(R) = ; and F 2 sel(R0).We 
an use several sele
tion fun
tions. In this paper, we use:sel(H ! C) = (; if all elements of H are of the form att(x), x variablefFg where F 6= att(x), F 2 H , otherwiseThe algorithm uses the following optimizations:



{ De
omposition of data 
onstru
tors: de
omp takes a 
lause and returns aset of 
lauses, built as follows. For ea
h data 
onstru
tor f , de
omp re-pla
es re
ursively all fa
ts att(f(M1; : : : ;Mn)) with att(M1)^ : : :^ att(Mn).When su
h a fa
t is in the 
on
lusion of a 
lause, n 
lauses are 
reated,with the same hypotheses and the 
on
lusions att(M1); : : : ; att(Mn) respe
-tively. With de
omposition, the standard 
lauses for data 
onstru
tors andproje
tions 
an be removed. The soundness of this operation follows fromthe equivalen
e between att(f(M1; : : : ;Mn)) and att(M1) ^ : : : ^ att(Mn) inthe presen
e of the 
lauses att(x1) ^ : : : ^ att(xn) ! att(f(x1; : : : ; xn)) andatt(f(x1; : : : ; xn))! att(xi) in RDataConstr and RDataDestr.{ Elimination of dupli
ate hypotheses: elimdup takes a 
lause and returns thesame 
lause after keeping only one 
opy of dupli
ate hypotheses.{ Elimination of hypotheses att(x): elimattx eliminates hypotheses att(x) whenx does not appear elsewhere in the 
lause. Indeed, these hypotheses arealways true, sin
e the atta
ker has at least one term.{ Elimination of tautologies: elimtaut eliminates all tautologies (that is, 
lauseswhose 
on
lusion is already in the hypotheses) from a set of 
lauses.{ simplify groups all these simpli�
ations. We extend elimdup and elimattxnaturally to sets of 
lauses, and de�ne simplify = elimtaut Æ elimattx Æelimdup Æ de
omp.{ 
ondense(R) applies simplify to ea
h 
lause in R and then eliminates sub-sumed 
lauses. We say that H1 ! C1 subsumes H2 ! C2 if and only if thereexists a substitution � su
h that �C1 = C2 and �H1 � H2. If R 
ontains
lauses R and R0, su
h that R subsumes R0, R0 is eliminated. (In that 
ase,R 
an do all derivations that R0 
an do.)We now de�ne the algorithm saturate(R0). Starting from 
ondense(R0), thealgorithm adds 
lauses inferred by resolution with the sele
tion fun
tion seland 
ondenses the set of 
lauses at ea
h iteration step until a �xpoint is rea
hed.When a �xpoint is rea
hed, saturate(R0) 
onsists of the 
lauses R in the �xpointsu
h that sel(R) = ;. By adapting the proof of [4℄ to this algorithm, it is easyto show that, for any R0 and any 
losed fa
t F , F is derivable from RAll =R0 [ RDataConstr [ RDataDestr if and only if it is derivable from saturate(R0) [RDataConstr.On
e the 
lauses of saturate(R0) have been 
omputed, we use a standardba
kward depth-�rst sear
h to see if a fa
t 
an be derived from saturate(R0) [RDataConstr. Taking R0 = RCryptoConstr [ RCryptoDestr [ RProt, if att(M) 
an-not be derived from saturate(R0) [ RDataConstr then the proto
ol preserves these
re
y of M .The optimizations enable us to weaken the 
onditions that guarantee termi-nation. For instan
e, the de
omposition of data 
onstru
tors makes it possibleto obtain termination without tagging ea
h data 
onstru
tor appli
ation, whileother 
onstru
tors su
h as en
ryption must be tagged. In the Yahalom proto
ol,for example, without de
omposition of data 
onstru
tors, the algorithm wouldresolve the 
lause (Msg2) with itself, immediately yielding an in�nite loop.Another 
onsequen
e of the optimizations is that not all terms in a 
lause 
anbe variables. Indeed, when x 2 fx1; : : : ; xng, the 
lause att(x1)^ : : :^ att(xn)!



att(x) is eliminated sin
e it is a tautology. When x =2 fx1; : : : ; xng, all hypothesesare eliminated, so the 
lause be
omes att(x) and all other 
lauses are eliminatedsin
e they are subsumed by att(x), so the algorithm stops immediately: all fa
ts
an be derived. Thus, when sel(R) = ;, the 
on
lusion of R is not of the formatt(x). Therefore, the above sele
tion fun
tion prevents resolution steps in whi
hatt(x) is uni�ed with another fa
t (a
tually, with any other fa
t, whi
h 
an leadto non-termination).4 SuÆ
ient Conditions for TerminationWe are now 
olle
ting the formal properties of sets of Horn 
lauses (logi
 pro-grams, or programs for short) that together entail termination. The propertiesfor proto
ol programs hold for the translation of every proto
ol. The propertiesfor plain proto
ol programs hold for the translation of proto
ols with a restri
tionon their 
ryptographi
 primitives and on their keys (this restri
tion is satis�edby many interesting proto
ols, in
luding Yahalom for example). The propertiesfor tagged proto
ol programs hold for the translation of those proto
ols afterthey have been tagged. The derivability problem for plain proto
ol programs isunde
idable (as 
an be easily seen by a redu
tion to two-
ounter ma
hines). Therestri
tion to tagged programs makes the problem de
idable, as will follow.Given a 
lause R of the form att(M1)^ : : :^att(Mn)! att(M0), we say thatthe terms M0;M1; : : : ;Mn are the terms of R, and we denote the set of termsof R by terms(R).De�nition 2 (Proto
ol program). A proto
ol program is a set of 
lausesRAll = RPrimitives [ RProt (where RPrimitives is a program for primitives) that
omes with a �nite set of 
losed terms S0 su
h that:C1. For all 
lauses R in RProt, there exists a substitution � su
h thatterms(�R) � S0.C2. Every two subterms of terms in S0 of the form a(: : :) with the same namefun
tion symbol a are identi
al.C3. The se
ond argument of pen
rypt in S0 is of the form pk(M) for some M .The terminology \argument of f in S0" refers to a term M su
h thatf(: : : ;M; : : :) is a subterm of a term in S0. To see why these 
onditions aresatis�ed by a translation of a proto
ol, let us 
onsider the intended messagesof the proto
ol. These are the ex
hanged messages when the atta
ker does notintervene and when there is no unexpe
ted intera
tion between sessions of theproto
ol. We denote byM1; : : : ;Mk the 
losed terms 
orresponding to these mes-sages. Ea
h parti
ipant does not ne
essarily have a full view of the messages here
eives; instead, he a

epts all messages that are instan
es of patterns represent-ing the information he 
an 
he
k. The termsM1; : : : ;Mk are parti
ular instan
esof these patterns. So the proto
ol is represented by 
lauses R su
h that there ex-ists � su
h that terms(�R) � fM1; : : : ;Mkg. De�ning S0 = fM1; : : : ;Mkg[SInit,we obtain C1.



For instan
e, the intended messages for the Yahalom proto
ol areM1 = (host(Kas);Na)M2 = (host(Kbs); sen
rypt((host(Kas);Na;MNb);Kbs))M3 = (sen
rypt((host(Kbs);MK ;Na;MNb);Kas); sen
rypt((host(Kas);MK);Kbs))M4 = (sen
rypt((host(Kas);MK);Kbs); sen
rypt(MNb ;MK))M5 = sen
rypt(se
retA;MK)with MNb = Nb(host(Kas);Na) and MK = Kab(Kas;Kbs;Na;MNb). It is easy to
he
k that the 
lauses (Msg1){(Msg5) satisfy the 
ondition C1.Condition C2 models that ea
h name fun
tion symbol is 
reated at a uniqueo

urren
e in the proto
ol. Condition C3 means that, in its intended behaviour,the proto
ol uses publi
-key en
ryption only with publi
 keys.De�nition 3 (Plain proto
ol program). A plain proto
ol program is a pro-to
ol program RAll with asso
iated set of 
losed terms S0, su
h that:C4. The only 
onstru
tors and destru
tors are those of Figure 1, plus host.C5. The arguments of pk and host in S0 are atomi
 
onstants.Condition C5 essentially means that the proto
ol only uses pairs of atomi
 keysfor publi
 key 
ryptography, and atomi
 keys for long-term se
ret keys.Tagging a proto
ol is a simple synta
ti
 annotation of messages. We add atag to ea
h appli
ation of a primitive sen
rypt; pen
rypt; sign; nmrsign; hash;ma
,su
h that two appli
ations of the same primitive with the same tag have thesame parameters. For example, after tagging the Yahalom proto
ol be
omes:Message 1. A! B : (A;Na)Message 2. B ! S : (B; f
1; A;Na; NbgKbs)Message 3. S ! A : (f
2; B;Kab; Na; NbgKas ; f
3; A;KabgKbs)Message 4. A! B : (f
3; A;KabgKbs ; f
4; NbgKab)If the original proto
ol translates to a plain proto
ol program, its tagged versiontranslates to a tagged proto
ol program, as de�ned below.De�nition 4 (Tagged proto
ol program). A tagged proto
ol program is aplain proto
ol program RAll with asso
iated set of 
losed terms S0 su
h that:C6. If f 2 fsen
rypt; pen
rypt; sign; nmrsign; hash;ma
g o

urs in a term inS0 or in terms(R) for R 2 RProt, then its �rst argument is the tuple(
;M1; : : : ;Mn) for some 
onstant 
 and terms M1; : : : ;Mn.C7. Every two subterms of terms in S0 of the form f((
; : : :); : : :) with the sameprimitive f 2 fsen
rypt; pen
rypt; sign; nmrsign; hash;ma
g and the same tag
 are identi
al.The 
ondition that 
onstant tags appear in terms(R) (Condition C6) meansthat honest proto
ol parti
ipants always 
he
k the tags of re
eived messages(something that the informal des
ription of a tagged proto
ol leaves impli
it)and send tagged terms. The 
ondition also expresses that the initial knowledgeof the atta
ker 
onsists of tagged terms.



5 Termination ProofInstead of giving the termination proof in one big step, we �rst 
onsider a spe
ial
ase (Se
tion 5.1), and then des
ribe the modi�
ation of the �rst proof that yieldsthe proof for the general 
ase (Se
tion 5.2).The spe
ial 
ase is de�ned in terms of the sets Paramspk and Paramshost ofarguments of pk resp. host in S0, namely by the 
ondition that these sets ea
hhave at most one element.This restri
tion is meaningful in terms of models of proto
ols: it 
orrespondsto merging several keys. In the example of the Yahalom proto
ol, this meansthat, in the 
lauses, the keys Kas and Kbs should be repla
ed with a singlekey, k0 (so the host names A = host(Kas) and B = host(Kbs) are repla
edwith a single name host(k0)). When studying se
re
y, merging all keys of honesthosts in this way helps to model 
ases in whi
h one host plays several roles inthe proto
ol. The se
re
y for the 
lauses with merged keys implies se
re
y forthe proto
ol without merged keys. However, this merging is not a

eptable forauthenti
ity [5℄. This is why we also 
onsider the general 
ase in Se
tion 5.2.5.1 The Spe
ial Case of One KeyWe now de�ne weakly tagged programs by the 
onditions that we use in the�rst termination proof. In the spe
ial 
ase, these 
onditions are stri
tly moregeneral than tagged proto
ol programs. This plays a role to dedu
e terminationfor proto
ols that are not expli
itly tagged (see Remark 1).A term is said to be non-data when it is not of the form f(: : :) with f inDataConstr . The set sub(S) 
ontains the subterms of terms in the set S.The set tagGen 
ontains the non-variable non-data subterms of termsof 
lauses in RProt and of terms M1; : : : ;Mn in 
lauses of the formatt(f(M1; : : : ;Mn))^att(x1)^ : : :^att(xm)! att(x) in 
ondense(RCryptoDestr)(this is the form required in W1 below). This set summarizes the terms thatappear in the 
lauses and that should be tagged.De�nition 5 (Weakly tagged programs). A program RAll of the formRAll = RPrimitives [ RProt (where RPrimitives is a program for primitives) isweakly tagged if there exists a �nite set of 
losed terms S0 su
h that:W1. All 
lauses in the set R0CryptoDestr = 
ondense(RCryptoDestr) are of the formatt(f(M1; : : : ;Mn)) ^ att(x1) ^ : : : ^ att(xm)! att(x)where f 2 CryptoConstr , x is one of M1; : : : ;Mn, and f(M1; : : : ;Mn) ismore general than every term of the form f(: : :) in sub(S0).W2. For all 
lauses R in RProt, there exists a substitution � su
h thatterms(�R) � S0.W3. If two terms M1 and M2 in tagGen unify, N1 is an instan
e of M1 insub(S0), and N2 is an instan
e of M2 in sub(S0), then N1 = N2.



Condition W3 is the key of the termination proof. We are going to showthe following invariant: all terms in the generated 
lauses are instan
es of termsin tagGen and have instan
es in sub(S0). This 
ondition makes it possible toprove that, when unifying two terms satisfying the invariant, the result of theuni�
ation also satis�es the invariant; this is be
ause the instan
es in sub(S0) ofthose two terms are in fa
t equal. Condition W1 guarantees that this 
ontinuesto hold if only one of the two terms satis�es the invariant and the other stemsfrom a 
lause in R0CryptoDestr.Proposition 1. A tagged proto
ol program where Paramshost and Paramspkea
h have at most one element, is weakly tagged.Proof. For 
ondition W1, the 
lauses for sde
rypt, pde
rypt, and getmessage are:att(sen
rypt(x; y)) ^ att(y)! att(x) (sde
rypt)att(pen
rypt(x; pk(y))) ^ att(y)! att(x) (pde
rypt)att(sign(x; y))! att(x) (getmessage)and they satisfy 
ondition W1 provided that all publi
-key en
ryptions in S0 areof the form pen
rypt(M1; pk(M2)) (that is C3). The 
lauses for 
he
ksignatureand nmr
he
ksign areatt(sign(x; y)) ^ att(pk(y))! att(x) (
he
ksignature)att(nmrsign(x; y)) ^ att(pk(y)) ^ att(x)! att(true) (nmr
he
ksign)These two 
lauses are subsumed respe
tively by the 
lauses for getmessage (givenabove) and true (whi
h is simply att(true) sin
e true is a zero-ary 
onstru
tor),so they are eliminated by 
ondense, i.e., they are not in R0CryptoDestr. (This isimportant, be
ause they do not satisfy 
ondition W1.)Condition W2 is identi
al to 
ondition C1. We now prove 
ondition W3. LetS1 = ff((
i; x1; : : : ; xn); x02; : : : ; x0n0) jf 2 fsen
rypt; pen
rypt; sign; nmrsign; hash;ma
gg[ fa(x1; : : : ; xn) j a name fun
tion symbolg[ fpk(x); host(x)g [ f
 j 
 atomi
 
onstantgBy 
ondition C4, the only term in tagGen that 
omes from 
lauses ofR0CryptoDestris pk(x). Using 
ondition C6, all terms in tagGen are instan
es of terms in S1(noti
ing that tagGen does not 
ontain variables). Using 
onditions C2, C5, C7,and the fa
t that Paramspk and Paramshost have at most one element, ea
h termin S1 has at most one instan
e in sub(S0).If M1 and M2 in tagGen unify, they are both instan
es of the same elementM 0 in S1 (sin
e di�erent elements of S1 do not unify with ea
h other). Let N1and N2 be any instan
es of M1 and M2 (respe
tively) in sub(S0). Then N1 andN2 are instan
es of M 0 2 S1 in sub(S0) so N1 = N2. Thus we obtain W3. 2



Remark 1. The Yahalom proto
ol is in fa
t weakly tagged without expli
itlyadding 
onstant tags (after merging the keys Kas and Kbs). Indeed, sin
e di�er-ent en
ryptions in the proto
ol have a di�erent arity, we 
an take sen
rypt((x1;: : : ; xn); x0) in S1 in the proof above, and use the same reasoning as above toprove the 
ondition W3. This shows both that type 
aws 
annot happen in theoriginal proto
ol, and that the algorithm also terminates on the original proto-
ol. We 
an say that the proto
ol is \impli
itly tagged": the arity repla
es thetag. This situation happens in some other examples, and 
an partly explain whythe algorithm often terminates even for proto
ols without expli
it tags.A term is top-tagged when it is an instan
e of a term in tagGen. Intuitively,referring to the 
ase of expli
it 
onstant tags, top-tagged terms are terms whosetop fun
tion symbol is tagged. A term is fully tagged when all its non-variablenon-data subterms are top-tagged.We next show the invariant that all terms in the generated 
lauses are non-data, fully tagged, and have instan
es in sub(S0). Using this invariant, we showthat the size of an instan
e in sub(S0) of a 
lause obtained by resolution from Rand R0 is smaller than the size of an instan
e of R or R0 in sub(S0). This impliesthe termination of the algorithm.Let us de�ne the size of a termM , size(M), as usual, and the size of a 
lauseby size(att(M1)^: : :^att(Mn)! att(M)) = size(M1)+: : :+size(Mn)+size(M).The hypotheses of 
lauses form a multiset, so when we 
ompute size(�R) andthe substitution � maps several hypotheses to the same fa
t, this fa
t is 
ountedseveral times in size . Intuitively, the size of 
lauses 
an in
rease during resolu-tion, be
ause the uni�
ation 
an instantiate terms. However, the size of their
orresponding 
losed instan
e in sub(S0) de
reases.Proposition 2. Assuming a weakly tagged program (De�nition 5) and R0 =RCryptoConstr[RCryptoDestr[RProt, the 
omputation of saturate(R0) terminates.Proof. We show by indu
tion that all rules R generated from R0 either are inRCryptoConstr [R0CryptoDestr, or are su
h that the terms of R are non-data, fullytagged, and mapped to sub(S0) by a substitution �, i.e., terms(�R) � sub(S0).First, we 
an easily show that all rules in 
ondense(R0) satisfy this property.If we 
ombine by resolution two rules in RCryptoConstr [ R0CryptoDestr, we infa
t 
ombine one rule ofRCryptoConstr with one rule ofRCryptoDestr. The resultingrule is a tautology by 
ondition W1, so it is eliminated immediately.Otherwise, we 
ombine by resolution a rule R su
h that the terms of Rare non-data and fully tagged, and there exists a substitution � su
h thatterms(�R) � sub(S0), with a rule R0 su
h that one of 1., 2., or 3. holds.1. The terms of R0 are non-data and fully tagged, there exists a substitution �0su
h that terms(�0R0) � sub(S0), and sel(R0) = ; (in whi
h 
ase sel(R) 6= ;).2. R0 2 RCryptoConstr.3. R0 2 R0CryptoDestr.Let R00 be the rule obtained by resolution of R and R0. We show that the terms ofR00 are fully tagged, and there exists a substitution �00 su
h that terms(�00R00) �sub(S0) and size(�00R00) < size(�R).



LetM0; : : : ;Mn be the terms of R, att(M0) being the atom of R on whi
h weresolve. In all 
ases, the terms of R0 areM 0; x1; : : : ; xn0 , the variables x1; : : : ; xn0o

ur in M 0 and are pairwise distin
t variables, and att(M 0) is the atom of R0on whi
h we resolve. (In 
ase 1, be
ause sel(R0) = ; and by the optimizationselimattx and elimdup; in 
ase 2, by de�nition of 
onstru
tor rules; in 
ase 3,by W1.) The terms M0 and M 0 unify, let �u be their most general uni�er.Then the terms of R00 are �ux1; : : : ; �uxn0 ; �uM1; : : : ; �uMn. By the 
hoi
e ofthe sele
tion fun
tion, the terms M0 and M 0 are not variables.We know that �M0, . . . , �Mn are in sub(S0). We show that there exists �0su
h that �M0 = �0M 0.{ In 
ase 1, there exists �0 su
h that �0M 0 2 sub(S0). The terms M0 and M 0are non-data fully tagged, so all their non-variable non-data subterms aretop-tagged. In parti
ular, sin
e they are not variables,M0 andM 0 themselvesare top-tagged, i.e., M0 is an instan
e of some N0 2 tagGen and M 0 is aninstan
e of some N 00 2 tagGen. Sin
e M0 and M 0 unify, so do N0 and N 00,�0M 0 is an instan
e of N 00 in sub(S0), �M0 is an instan
e of N0 in sub(S0),so by 
ondition W3, �0M 0 = �M0.{ In 
ase 2, M 0 is of the form f(x1; : : : ; xn0). Sin
e M0 is not a variable anduni�es with M 0, M0 has root symbol f , so �M0 is an instan
e of M 0.{ In 
ase 3, by 
ondition W1, M 0 is more general than every term in sub(S0)with the same root symbol, hen
e the instan
e �M0 of the term M0 that isuni�able with M 0 and thus has the same root symbol.The substitution equal to � on the variables of R and to �0 on the variablesof R0 is then a uni�er of M0 and M 0. Sin
e �u is the most general uni�er, thereexists �00 su
h that �00�u is equal to � on the variables of R, and to �0 on thevariables of R0. Thus the terms of �00R00 are �0x1; : : : ; �0xn0 ; �M1; : : : ; �Mn. Theterms �0x1; : : : ; �0xn0 are subterms of �0M 0 = �M0 whi
h is in sub(S0), so theyare also in sub(S0). So all terms of �00R00 are in sub(S0).Moreover, size(�00R00) < size(�0R0). Indeed, x1; : : : ; xn0 o

ur in M 0 and aredi�erent variables. So �0x1; : : : ; �0xn0 are disjoint subterms of �0M 0, andM 0 doesnot 
onsist of only a variable, so size(�0x1) + : : : + size(�0xn0) < size(�0M 0) =size(�M0), and size(�00R00) < size(�M0) + : : :+ size(�Mn) = size(�R).We show that the terms of R00 are fully tagged.{ In 
ase 1, sin
e �u is the most general uni�er of fully tagged terms, we 
anshow that, for all x, �ux is fully tagged, so for all fully tagged terms M , we
an show that �uM is fully tagged, so the terms of R00 are fully tagged.{ In 
ase 2, for x among x1; : : : ; xn0 , �ux is a subterm ofM0, so is fully tagged.The terms �uM1; : : : ; �uMn are equal to M1; : : : ;Mn, also fully tagged.{ In 
ase 3,M 0 = f(M 01; : : : ;M 0m) andM0 = f(M 001 ; : : : ;M 00m), so �u is also themost general uni�er of the pairs (M 01;M 001 ), . . . , (M 0m;M 00m) of fully taggedterms. So we 
on
lude as in 
ase 1.Finally, the terms of R00 are fully tagged, terms(�00R00) � sub(S0), andsize(�00R00) < size(�R).



Then it is easy to show that all rules Rs 2 simplify(R00) obtained aftersimpli�
ation of R00 have non-data fully tagged terms and satisfy terms(�00Rs) �sub(S0), and size(�00Rs) < size(�R). Indeed, all rules in de
omp(R00) satisfy thisproperty. (The de
omposition of data 
onstru
tors transforms fully tagged termsinto non-data fully tagged terms.) This property is preserved by elimdup andelimattx .Therefore, for all generated rules R, there exists � su
h that size(�R) issmaller than the maximum initial value of size(�R) for a rule of the proto
ol.There is a �nite number of su
h rules (sin
e size(R) � size(�R)). So the algo-rithm terminates. 2The termination of the ba
kward depth-�rst sear
h for 
losed fa
ts is easyto show, for example by a proof similar to that of [4℄. Essentially, the size ofthe goal de
reases, be
ause the size of the hypotheses of ea
h 
lause is smallerthan the size of the 
on
lusion. (Re
all that all terms of hypotheses of 
lausesof saturate(R0) [RDataConstr are variables that o

ur in the 
on
lusion.) So weobtain:Theorem 1. The resolution-based veri�
ation algorithm terminates for weaklytagged programs and 
losed fa
ts.As a 
orollary, by Proposition 1, we obtain the same result for tagged proto
olprograms, when Paramshost and Paramspk have at most one element.5.2 Handling Several KeysThe extension to several arguments of pk or of host requires an additional step.We de�ne a homomorphism h from terms to terms that repla
es all elementsof Paramspk and of Paramshost with a spe
ial 
onstant k0. We extend h tofa
ts, 
lauses, and sets of 
lauses naturally. For the proto
ol program h(RProt),Paramspk and Paramshost ea
h have at most one element. So by Proposition 1,when RProt is a tagged proto
ol program, h(RProt) is a weakly tagged program.Let RProt be any program su
h that h(RProt) is a weakly tagged program.We 
onsider a \less optimized algorithm" in whi
h elimination of dupli
ate hy-potheses and of tautologies are performed only for fa
ts of the form att(x) andelimination of subsumed 
lauses is performed only for the 
ondensing of rulesof RCryptoDestr. We observe that Theorem 1 holds also for the less optimizedalgorithm, with the same proof, so this algorithm terminates on h(RProt). Allresolution steps possible for the less optimized algorithm applied to RProt arepossible for the less optimized algorithm applied to h(RProt) as well (more termsare uni�able, and the remaining optimizations of the less optimized algorithm
ommute with the appli
ation of h). Then the less optimized algorithm termi-nates on RProt. We 
an show that then the original, fully optimized algorithmalso terminates.In parti
ular, the algorithm terminates for all tagged proto
ol programs andfor impli
itly tagged proto
ols, su
h as the Yahalom proto
ol without tags byRemark 1.



Theorem 2. The resolution-based veri�
ation algorithm terminates for taggedproto
ol programs and 
losed fa
ts.We re
all that a tagged proto
ol program may be obtained by translating aproto
ol after tagging, and that the algorithm 
he
ks the non-derivability of the
losed fa
t att(M), whi
h shows the se
re
y of the message M .Although, for tagged proto
ols, the worst-
ase 
omplexity of the algorithmis exponential (we did not detail this result by la
k of spa
e), it is quite eÆ
ientin pra
ti
e. It remains to be seen whether there exists a smaller 
lass 
ontainingmost interesting examples, and for whi
h the algorithm is polynomial.6 Related WorkThe veri�
ation problem of 
ryptographi
 proto
ols is unde
idable [13℄, so oneeither restri
ts the problem, or approximates it.De
ision pro
edures have been published for restri
ted 
ases. In the 
aseof a bounded number of sessions, for proto
ols using publi
-key 
ryptogra-phy with atomi
 keys and shared-key 
ryptography, proto
ol inse
urity is NP-
omplete [23℄, and de
isions pro
edures appear in [11, 19, 23℄. When messages arebounded and no non
es are 
reated, se
re
y is DEXPTIME-
omplete [13℄. Strongsynta
ti
 restri
tions on proto
ols also yield de
idability: [10℄ for an extensionof ping-pong proto
ols, [3℄ with a bound on the number of parallel sessions, andrestri
ted mat
hing on in
oming messages (in parti
ular, this mat
hing shouldbe linear and independent of previous messages). Model-
he
king also providesa de
ision te
hnique for a bounded number of sessions [18℄ (with additional 
on-ditions). It has been extended, with approximations, to an unbounded numberof sessions using data independen
e te
hniques [6, 7, 22℄, for sequential runs, orwhen the agents are \fa
torisable". (Essentially, a single run of the agent has tobe split into several runs, su
h that ea
h run 
ontains only one fresh value.)On the other hand, some analyses terminate for all proto
ols, but at the
ost of approximations. For instan
e, 
ontrol-
ow analysis [20℄ runs in 
ubi
time, but does not preserve relations between 
omponents of messages, hen
eintrodu
es an important approximation. Interestingly, the proof that 
ontrol 
owanalysis runs in 
ubi
 time also relies on the study of a parti
ular 
lass of Horn
lauses. Te
hniques using tree automata [15℄ and rank fun
tions [17℄ also providea terminating but approximate analysis. Moreover, the 
omputation algorithmof rank fun
tions assumes atomi
 keys.It has been shown in [16℄ that tagging prevents type 
aw atta
ks. It maybe possible to infer from [16℄ that the depth of 
losed terms 
an be bounded inthe sear
h for an atta
k. This yields the de
idability by exhaustive sear
h, butdoes not imply the termination of our algorithm (in parti
ular, be
ause 
lauses
an have an unbounded number of hypotheses, so there is an in�nite number of
lauses with a bounded term depth).As for the approa
h based on Horn 
lauses, Weidenba
h [24℄ already gave
onditions under whi
h his algorithm terminates. These 
onditions may give



some idea of why the algorithm terminates on proto
ols. They do not seem toapply to many examples of 
ryptographi
 proto
ols.Other te
hniques su
h as theorem proving [21℄ in general require humanintervention, even if some 
ases 
an be proved automati
ally [9, 12℄. In general,typing [1, 14℄ requires human intervention in the form of type annotations, that
an be automati
ally 
he
ked. The idea of tagging already appears in [14℄ in adi�erent 
ontext (tagged union types).7 Con
lusionWe have given the theory behind an experimental observation: tagging a proto
olenfor
es the termination of the resolution-based veri�
ation te
hnique used. Ourwork has an obvious 
onsequen
e to proto
ol design, namely when one agreesthat a design 
hoi
e in view of a-posteriori veri�
ation is desirable.Our termination result for weakly tagged proto
ols explains only in partanother experimental observation, namely the termination for proto
ols withoutexpli
it tags. Although many of those are weakly tagged, some of them are not(for instan
e, the Needham-S
hroeder publi
 key proto
ol). The existen
e of atermination 
ondition that applies also to those 
ases is open.Referen
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