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Messages
Computational worldMessages are bit-strings 11100010010111110010011Symboli
 worldTerms represent messages: {〈a, x , }〉k
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Power of the Intruder
Computational worldAdversary is represented by a PPTT ma
hine.Symboli
 worldIntruder is modeled by a dedu
tion system, he has a limited power.Under the perfe
t en
ryption assumption.
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ProofsComputational worldDone by hand, long and often 
omplex and hard to understand.(Sometime proofs are error-prone). Often based on redu
tion to
ryptographi
 assumptions.Symboli
 worldBased on 
onstraint solving, Fisrt-order Logi
, Tree automata et
... these proofs are automati
.
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Abadi Rogaway 2000 Paper
◮ Introdu
ed in [AR 00℄ M. Abadi et P. Rogaway. Re
on
ilingtwo views of 
ryptography (the 
omputational soundness offormal en
ryption). Journal of Cryptology, 15(2):103�127,2002.
◮ Models se
urity of en
ryption against a passive 
omputationaladversary
◮ Adversary observes two expressions whi
h have the samepattern assuming se
ure en
ryption � goal is to distinguishthem with non-negligible probabilityRESULT:Symboli
 indistinguishqbility implies 
omputational se
urity 8 / 64
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Patterns and Expressions
◮ Patterns are de�ned by the following grammarKeys = {k1, k2, . . . , }Bool = {0, 1}P ::= k ∈ Keys

| b ∈ Bool
| (P1,P2)
| {P}k
| �

◮ An expression is a pattern with no o

urren
e of �

◮ e.g., ({�}k2 , 1)k1 is a pattern 9 / 64
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Key Re
overy Fun
tion Fkr(E ,K )

◮ Following the approa
h of [Mi

ian
io,Warins
hi℄, for anexpression E and a set K of keys, we de�ne Key Re
overyFun
tion Fkr (E ,K ) as follows:Fkr (b,K ) = ∅Fkr (k ,K ) = {k} ∪ KFkr ((E1,E2),K ) = Fkr (E1,K ) ∪ Fkr (E2,K )Fkr ({E}k ,K ) =

{ K if k /∈ KFkr (E ,K ) otherwise.
10 / 64



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 Link between Computational and Symboli
 Introdu
tion to Cryptoverif Le
ture 12Link between Computational and Symboli
Indu
tive De�nition of Key Re
overy re

◮ Let E be an expression, then we de�ne re
 byre
(E ) =

⋃i Gi(E ) = G|E |(E ) whereG0(E ) = ∅Gi (E ) = Fkr (E ,Gi−1(E )).

◮ re
(E ) 
onsists of the keys that 
an be re
overed from Eusing information available in EExempleE = (({{k2}k1}k1 , {k3}k2), k1)1. G1(E ) = Fkr (E , ∅) = {k1} 11 / 64
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Indu
tive De�nition of Key Re
overy re

◮ Let E be an expression, then we de�ne re
 byre
(E ) =

⋃i Gi(E ) = G|E |(E ) whereG0(E ) = ∅Gi (E ) = Fkr (E ,Gi−1(E )).

◮ re
(E ) 
onsists of the keys that 
an be re
overed from Eusing information available in EExempleE = (({{k2}k1}k1 , {k3}k2), k1)1. G1(E ) = Fkr (E , ∅) = {k1}2. G2(E ) = Fkr (E , {k1}) = {k1, k2}3. re
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The pattern of an expression
◮ We denote by keys(E ) the set of all keys o

urring in E , andlet hidden(E ) = keys(E )− re
(E ). De�ne Pat(E ,K ) asfollows: Pat(b,K ) = bPat(k ,K ) = kPat((E1,E2),K ) = (Pat(E1,K ),Pat(E2,K ))Pat({E}k ,K ) =

{

{Pat(E ,K )}k if k ∈ K
� otherwiseFinally, we de�ne pat by pat(E ) = Pat(E , re
(E )). Intuitively,pat(E ) is the pattern 
orresponding to E , given the knowledgeof any keys that may be re
overed from E . 12 / 64
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Examples Pat(E ) = Pat(E , re
(E ))E = (({{k2}k1}k1 , {k3}k2), k1)re
(E ) = {k1, k2, k3}Pat(E ) = E
13 / 64
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Examples Pat(E ) = Pat(E , re
(E ))E = (({{k2}k1}k1 , {k3}k2), k1)re
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Pattern Equivalen
e
◮ We write E ≡ F if pat(E ) = pat(F )

◮ We write E ∼= F if there is a renaming of keys su
h thatpat(E ) = pat(F )Example:
◮ K ′ 6≡ K without renaming.
◮ K ′ ∼= K without renaming.
◮ 〈k1, k2〉 6∼= 〈k3, k3〉 (no bije
tion !)

14 / 64
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Pattern
Exer
ise pat(〈0,1〉) = ?pat(〈{0}K1 , 〈{1}K2 ,K1〉〉) = ?pat(〈{{K1}K2}K3 ,K3〉) = ?
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Equivalen
e ExamplesExamples 0 00 1
{0}K {1}K

〈K , {0}K 〉 〈K , {1}K 〉
〈K , {〈{0}K ′ ,0〉}K 〉 〈K , {〈{1}K ′ ,0〉}K 〉

{0}K {K}K
{〈〈0,0〉〈0,0〉〉}K {0}K
〈{0}K , {0}K 〉 〈{0}K , {1}K 〉 16 / 64
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En
ryption Cy
les
De�nition by examples

◮ {k}k
◮ {k2}k1 , {k1}k2
◮ {k2}k1 , {k3}k2 , {k1}k3
◮ et
 ...

17 / 64
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De�nitionFor 
orre
tness result we need to avoid key 
y
le in terms.De�nition (Key Cy
les)Let K ,K ′ ∈ Keys. We say that K 
rypts K ′ in the term M,denoted by K ≻M K ′, if {N}K ∈ st(M) and K ′ ∈ st(N).A term M is a
y
li
 i� the relation ≻M is a
y
li
.
18 / 64
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y
li
.
◮ Let M = {K}K . We get K ≻M K . M has a 
y
le of size 1.
◮ Let M = 〈{K1}K2 , {K2}K1〉. We have that K1 ≻M K2 andK2 ≻M K1. M has a 
y
le of size 2. 18 / 64
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Type-0 S
heme
◮ A type-0 en
ryption s
heme has the following properties:1. Repetition-hiding: given 
ipher-texts 
 , 
 ′, 
annot tell if
orresponding plain-texts are equal (IND-CPA)2. Whi
h-key-hiding: given 
ipher-texts 
 , 
 ′, 
annot tell if theywere en
rypted under the same key3. Message-length-hiding: given 
ipher-text 
 , 
annot determinelength of 
orresponding plain-text

19 / 64
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Type-0 S
hemeDe�nitionLet Π = (K, E ,D) be an en
ryption s
heme, and A be anadversary:Adv0Π(n)(A) = Pr [k , k ′ ←R K(n) : ALR(Ek (.),Ek′ (.))(n) = 1]
− Pr [k ←R K(n) : ALR(Ek (0),Ek (0))(n) = 1]

Π is Type-0 S
heme if Adv0Π(n)(A) is negligible.Intuitively, an adversary 
an not say whi
h en
ryption box is usedonly with input/output of en
ryption. 20 / 64
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Implementation of formal termsLet Π an en
ryption s
heme and η ∈ Parameter. We asso
iate tothe formal term M a distribution [[M]]Π,η
and by 
onsequen
e afamily of distributions [[M]]Π.Initializeη(M)for K ∈ Keys(M) do τ(K )

R
←− K(η)Convert(M)if M = K (K ∈ Keys) then return (τ(K ), �key�)if M = b (b ∈ Bool) then return (b,�bool�)if M = 〈M1,M2〉 then return (Convert(M1),Convert(M2), �pair�)if M = {M1}K thenx R

←− Convert(M1); y R
←− Eτ(K)(x); return(y , �
ipher-text�)21 / 64
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Implementation of formal termsLet Π an en
ryption s
heme and η ∈ Parameter. We asso
iate tothe formal term M a distribution [[M]]Π,η
and by 
onsequen
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R
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←− Eτ(K)(x); return(y , �
ipher-text�)

◮ We generate all keys of M (denoted Keys(M)) by 
alling Kand save it in a table τ
◮ We assume there is an implantation of 
onstants 0 and 1
◮ We use tags to avoid ambiguity. 21 / 64
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Soundness
TheoremIf E ,F 
ontain no en
ryption 
y
les using type-0 s
heme andE ∼= F , then [[E ]] ≈ [[F ]]Proof is by a redu
tion-style argument.

22 / 64
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(Some) Extensions
◮ [Mi

ian
io, Warins
hi℄ give 
ompleteness for modi�ed(authenti
ated) en
ryption, and also soundness for a
tiveadversaries
◮ [Mi

ian
io, Panjwani℄ give a soundness theorem for anadversary whi
h 
an adaptively atta
k the en
ryption s
heme
◮ [Ba
kes, P�tzmann, Waidner℄ give an 
ryptographi
implementation of Dolev-Yao terms in a general (UC) setting
◮ [Canneti, Herzog℄ give a formal (automated) approa
h touniversal 
omposability 23 / 64
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 Proofs for Asymmetri
 En
ryptionCon
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 Introdu
tion to Cryptoverif Le
ture 12Crypto VerifAn automati
 prover doing Crypto ProofsCryptoverif
◮ proves se
re
y and 
orresponden
e properties.
◮ provides a generi
 method for spe
ifying properties of
ryptographi
 primitives whi
h handles MACs (messageauthenti
ation 
odes), symmetri
 en
ryption,publi
-key en
ryption, signatures, hash fun
tions, . . .
◮ works for N sessions (polynomial in the se
urity parameter),with an a
tive adversary.
◮ gives a bound on the probability of an atta
k (exa
t se
urity). 25 / 64
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tion to Cryptoverif Le
ture 12Crypto VerifProdu
ed proofsAs in Shoup's method, the proof is a sequen
e of games:
◮ The �rst game is the real proto
ol.
◮ One goes from one game to the next by synta
ti
transformations or by applying the de�nition of se
urity of a
ryptographi
 primitive.The di�eren
e of probability between 
onse
utive games isnegligible.
◮ The last game is �ideal�: the se
urity property 
an be readdire
tly on it.(The advantage of the adversary is 0 for this game.) 26 / 64



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 Link between Computational and Symboli
 Introdu
tion to Cryptoverif Le
ture 12Crypto VerifPro
ess 
al
ulus for gamesA game is formalized in a pro
ess 
al
ulus, essentially an extensionof the pi 
al
ulus.This 
al
ulus is inspired by:� the 
al
ulus of [Lin
oln, Mit
hell, Mit
hell, S
edrov℄� the 
al
ulus of [Laud, CCS'05℄The semanti
s is purely probabilisti
 (no non-determinism).The runtime of pro
esses is polynomial in the se
urity parameter:� polynomial number of 
opies of pro
esses� length of messages on 
hannels bounded by polynomialsExtension to arrays. 27 / 64
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urity proto
ols 1st Semester 2009-2010 Link between Computational and Symboli
 Introdu
tion to Cryptoverif Le
ture 12Crypto VerifPro
ess 
al
ulus for games: terms
M ::= termsx , y , z , x [M1, . . . ,Mn] variablef (M1, . . . ,Mn) fun
tion appli
ationFun
tion symbols f 
orrespond to fun
tions 
omputable bypolynomial-time deterministi
 Turing ma
hines.
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Models and analysis of se
urity proto
ols 1st Semester 2009-2010 Link between Computational and Symboli
 Introdu
tion to Cryptoverif Le
ture 12Crypto VerifPro
ess 
al
ulus for games: pro
essesQ ::= input pro
ess0 nilQ | Q ′ parallel 
omposition
!i≤NQ repli
ation N timesnewChannel 
 ;Q restri
tion for 
hannels
(x1 : T1, . . . , xm : Tm);P inputP ::= output pro
ess
〈M1, . . . ,Mm〉;Q outputevent e(M);P eventnew x : T ;P random number generation (uniform)
:= x : TMP assignmentif M then P else P ′ 
onditional�nd j ≤ N su
hthat de�ned(x [j ], . . .) ∧M then P else P ′array lookup 29 / 64



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 Link between Computational and Symboli
 Introdu
tion to Cryptoverif Le
ture 12Crypto VerifArraysArrays repla
e lists often used in 
ryptographi
 proofs.A variable de�ned under a repli
ation is impli
itly an array:
!i≤N . . . := x [i ]M. . .in fa
t de�nes x [i ], for i in 1, . . . ,N.Under !i≤N , we write x for x [i ].Requirements:

◮ Only variables with the 
urrent indexes 
an be assigned.
◮ Variables may be de�ned at several pla
es, but only onede�nition 
an be exe
uted for the same indexes.(if . . . then := xMP else := xM ′P ′ is ok)So ea
h array 
ell 
an be assigned at most on
e. 30 / 64



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 Link between Computational and Symboli
 Introdu
tion to Cryptoverif Le
ture 12Crypto VerifArrays (
ontinued)�nd performs an array lookup:
!i≤N . . . := xMP
| !i ′≤N′
(y : T )�nd j ≤ N su
hthat de�ned(x [j ]) ∧ y = x [j ] then . . .Note that �nd is here used outside the s
ope of x .This is the only way of getting a

ess to values of variables in othersessions.When several array elements satisfy the 
ondition of the �nd,the returned index is 
hosen randomly, with uniform probability. 31 / 64



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 Link between Computational and Symboli
 Introdu
tion to Cryptoverif Le
ture 12Crypto VerifMain notion of se
urity: observational equivalen
eTwo pro
esses (games) Q1, Q2 are observationally equivalent whenthe adversary has a negligible probability of distinguishing them:Q1 ≈ Q2In the formal de�nition, the adversary is represented by ana

eptable evaluation 
ontextC ::= [ ] C | Q Q | C newChannel 
 ;C .Observational equivalen
e is an equivalen
e relation.It is 
ontextual: Q1 ≈ Q2 implies C [Q1] ≈ C [Q2] where C is anya

eptable evaluation 
ontext. 32 / 64



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 Link between Computational and Symboli
 Introdu
tion to Cryptoverif Le
ture 12Crypto VerifProof te
hniqueWe transform a game G0 into an observationally equivalent oneusing:
◮ observational equivalen
es L ≈ R given as axioms and that
ome from se
urity properties of primitives. Theseequivalen
es are used inside a 
ontext:G1 ≈0 C [L] ≈ C [R ] ≈0 G2
◮ synta
ti
 transformations: simpli�
ation, expansion ofassignments, . . .We obtain a sequen
e of games G0 ≈ G1 ≈ . . . ≈ Gm, whi
himplies G0 ≈ Gm.If some equivalen
e or tra
e property holds with overwhelmingprobability in Gm, then it also holds with overwhelming probabilityin G0. 33 / 64



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 Link between Computational and Symboli
 Introdu
tion to Cryptoverif Le
ture 12Crypto VerifMACs: se
urity de�nitionA MAC takes as input a message and a se
ret key ma
(m, k).It 
omes with a 
he
king fun
tion 
he
k su
h that
he
k(m, k ,ma
(m, k)) = trueA MAC guarantees the integrity and authenti
ity of the messagebe
ause only someone who knows the se
ret key 
an build the ma
.More formally, an adversary A that has ora
le a

ess to ma
 and
he
k has a negligible probability to forge a MAC (UF-CMA):max
A

Pr[
he
k(m, k , t) | k R
←mkgen; (m, t)← Ama
(.,k),
he
k(.,k,.)]is negligible, when the adversary A has not 
alled the ma
 ora
leon message m. 34 / 64



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 Link between Computational and Symboli
 Introdu
tion to Cryptoverif Le
ture 12Crypto VerifMACs: intuitive implementationBy the previous de�nition, the adversary has a negligible probabilityof forging a 
orre
t MAC.So when 
he
king a MAC with 
he
k(m, k , t) and k is se
ret, the
he
k 
an su

eed only if m is in the list (array) of messages whosema
 has been 
omputed by the proto
ol.So we 
an repla
e a 
he
k with an array lookup:if the 
all to ma
 is ma
(x , k), we repla
e 
he
k(m, k , t) with�nd j ≤ N su
hthat de�ned(x [j ]) ∧
(m = x [j ]) ∧ 
he
k(m, k , t) then true else falseFurthermore, we use primed fun
tion symbols after thetransformation, so that it is not done again. 35 / 64



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 Link between Computational and Symboli
 Introdu
tion to Cryptoverif Le
ture 12Crypto VerifMACs: formal implementation
he
k(m,mkgen(r),ma
(m,mkgen(r))) = true
!N′′new r : mkeyseed ; (

!N(x : bitstring)→ ma
(x ,mkgen(r)),
!N′

(m : bitstring , t : ma
string)→ 
he
k(m,mkgen(r), t))
≈

!N′′new r : mkeyseed ; (

!N(x : bitstring)→ ma
 ′(x ,mkgen′(r)),
!N′

(m : bitsting , t : ma
string)→�nd j ≤ N su
hthat de�ned(x [j ]) ∧ (m = x [j ]) ∧
he
k ′(m,mkgen′(r), t) then true else false)The prover understands su
h spe
i�
ations of primitives. 36 / 64



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 Link between Computational and Symboli
 Introdu
tion to Cryptoverif Le
ture 12Crypto VerifMACs: formal implementationThe prover applies the previous rule automati
ally in any(polynomial-time) 
ontext, perhaps 
ontaining several o

urren
esof ma
 and or 
he
k :
◮ Ea
h o

urren
e of ma
 is repla
ed with ma
 ′.
◮ Ea
h o

urren
e of 
he
k is repla
ed with a �nd that looks inall arrays of 
omputed MACs (one array for ea
h o

urren
e offun
tion ma
).
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Models and analysis of se
urity proto
ols 1st Semester 2009-2010 Link between Computational and Symboli
 Introdu
tion to Cryptoverif Le
ture 12Crypto VerifExample A→ B : {x ′k}xk ,xmkwhere symmetri
 en
ryption is 
oded as en
rypt-then-MAC.Q0 = start();new xr : keyseed ; := xk : keykgen(xr )new x ′r : mkeyseed ; := xmk : mkeymkgen(x ′r )
〈〉; (QA | QB)QA =!i≤n
A();new x ′k : key ;new x ′′r : 
oins;
:= xm : bitstringen
(k2b(x ′k ), xk , x ′′r )
A〈xm,ma
(xm, xmk)〉QB =!i ′≤n
B(x ′m : bitstring , xma : ma
string);if 
he
k(x ′m, xmk , xma) then
:= i⊥(k2b(x ′′k ))de
(x ′m, xk)
B〈〉 38 / 64



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 Link between Computational and Symboli
 Introdu
tion to Cryptoverif Le
ture 12Crypto VerifExperiment Settings
Shared-key en
ryption is implemented as en
rypt-then-MAC, usinga IND-CPA en
ryption s
heme.(For Otway-Rees, we also 
onsidered a SPRP en
ryption s
heme,a IND-CPA + INT-CTXT en
ryption s
heme,a IND-CCA2 + IND-PTXT en
ryption s
heme.)Publi
-key en
ryption is assumed to be IND-CCA2.

39 / 64



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 Link between Computational and Symboli
 Introdu
tion to Cryptoverif Le
ture 12Crypto VerifExperimentsTested on the following proto
ols (original and 
orre
ted versions):
◮ Otway-Rees (shared-key)
◮ Yahalom (shared-key)
◮ Denning-Sa

o (publi
-key)
◮ Woo-Lam shared-key and publi
-key
◮ Needham-S
hroeder shared-key and publi
-key
◮ Full domain hash signature (with D. Point
heval)
◮ En
ryption s
hemes of Bellare-Rogaway'93 (with D.Point
heval)We prove se
re
y of session keys and 
orresponden
e properties. 40 / 64



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 Link between Computational and Symboli
 Introdu
tion to Cryptoverif Le
ture 12Crypto VerifResultsIn most 
ases, the prover su

eeds in proving the desired propertieswhen they hold, and obviously it always fails to prove them whenthey do not hold.Only 
ases in whi
h the prover fails although the property holds:
◮ Needham-S
hroeder publi
-key when the ex
hanged key is thenon
e NA.
◮ Needham-S
hroeder shared-key: fails to prove thatNB [i ] 6= NB [i ′]− 1 with overwhelming probability, where NB isa non
e
◮ Showing that the en
ryption s
heme
E(m, r) = f (r)‖H(r) ⊕m‖H ′(m, r) is IND-CCA2. 41 / 64



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 Link between Computational and Symboli
 Introdu
tion to Cryptoverif Le
ture 12Crypto VerifCon
lusion about CryptoVerifHopefully a promising approa
h.Future extensions:
◮ Extension to other 
ryptographi
 primitives, in parti
ularDi�e-Hellman.
◮ Improvements in the proof strategy.
◮ More 
ase studies.More information: http://www.
ryptoverif.ens.fr/B. Blan
het. A 
omputationally sound me
hanized prover forse
urity proto
ols. In IEEE Symposium on Se
urity and Priva
y,pages 140�154, Oakland, California, May 2006. Extended versionavailable as ePrint Report 2005/401. 42 / 64
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Crypto VerifAutomated Cryptographi
 Proofs for Asymmetri
 En
ryptionCon
lusion
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urity proto
ols 1st Semester 2009-2010 Link between Computational and Symboli
 Introdu
tion to Cryptoverif Le
ture 12Automated Cryptographi
 Proofs for Asymmetri
 En
ryptionExamples
◮ Bellare & Rogaway'93:f (r)||x ⊕ G (r)||H(x ||r)
◮ Zheng & Seberry'93:f (r)||G (r)⊕ (x ||H(x))
◮ OAEP'94 (Bellare & Rogaway):f (s||r ⊕ H(s))where s = x0k ⊕ G (r)
◮ OAEP+'02 (Shoup): f (s||r ⊕ H(s))where s = x ⊕ G (r)||H ′(r ||x).
◮ Fujisaki & Okamoto'99:

E((x ||r);H(x ||r))where E is IND-CPA. 44 / 64



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 Link between Computational and Symboli
 Introdu
tion to Cryptoverif Le
ture 12Automated Cryptographi
 Proofs for Asymmetri
 En
ryptionGeneri
 En
ryption S
hemeTransform a one-way trapdoor permutation into an en
ryptions
hemes, using a simple programming language:Command 
 ::= x r
← U | x := f (y) | x := f −1(y)

| x := H(y) | x := y ⊕ z
| x := y ||z | if x = y then 
1 else 
2 � | 
; 
Ora
le de
laration O ::= N (in, out) : bodyWhere N is the ora
le's name, f one-way fun
tion. 45 / 64



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 Link between Computational and Symboli
 Introdu
tion to Cryptoverif Le
ture 12Automated Cryptographi
 Proofs for Asymmetri
 En
ryptionGeneri
 En
ryption S
hemesDe�nitionA generi
 en
ryption s
heme is given by a triple
(F, E(ine , oute) : 
,D(ind , outd ) : 
′), where1. F is a trapdoor permutation generator that on input ηgenerates an η-bit string trapdoor permutation (f , f −1) and2. E(ine , oute) : 
 and D(ind , outd ) : 
′ are ora
le de
larations.
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Models and analysis of se
urity proto
ols 1st Semester 2009-2010 Link between Computational and Symboli
 Introdu
tion to Cryptoverif Le
ture 12Automated Cryptographi
 Proofs for Asymmetri
 En
ryptionExample: Bellare-Rogaway'93f (r)||ine ⊕ G (r)||H(ine ||r)En
ryption E(ine , oute) =r r
← U ;a = f (r);g := G (r);b := ine ⊕ g ;t := ine ||r
 := H(t);oute := a||b||


De
ryption D(ind , outd )mat
h ind with a∗||b∗||
∗;r∗ := f −1(a∗);g∗ := G (r∗);m∗ := b∗ ⊕ g∗;t∗ := m∗||r∗;h∗ := H(t∗);if h∗ = 
∗ then outd := m∗else outd := error 47 / 64



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 Link between Computational and Symboli
 Introdu
tion to Cryptoverif Le
ture 12Automated Cryptographi
 Proofs for Asymmetri
 En
ryptionOverview of the method for proving IND-CPALet GE = (F, E(ine , oute) : 
,D(ind , outd ) : 
′) be a generi
en
ryption s
heme.
◮ Prove that oute is indistinguishable from a randomly 
hosenvalue. (⇒ IND-CPA)
◮ Assertion language:

ψ ::= Indis(νx ;V1;V2) | WS(x ;V ) | H(H, e)
ϕ ; ; = true | ψ | ϕ ∧ ϕ

◮ Develop an analysis that automati
ally 
omputes invariants:
ϕ



−→ ϕ′ 48 / 64



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 Link between Computational and Symboli
 Introdu
tion to Cryptoverif Le
ture 12Automated Cryptographi
 Proofs for Asymmetri
 En
ryptionThree 
ornerstones: (1) Indis...Two distributions X and X ′ are indistinguishable (X ∼ X ′), if anyadversary has a negligible advantage in distinguishing whether he isgiven a sample from X or X ′.
◮ Indistinguishability, expressed by predi
ate Indis :X |= Indis(νx ,V1,V2)X ∼V1;V2 [u r

← U ;S r
← X : S{x 7→ u}]

◮ the adversary sees V1 and f (V2) to help him 
hoose.
[S r
← X : S(V1), f (S(V2))] ∼

[S r
← X ; u r

← U ;S ′ := S{x 7→ u} : (S ′(V1), f (S ′(V2))] 49 / 64



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 Link between Computational and Symboli
 Introdu
tion to Cryptoverif Le
ture 12Automated Cryptographi
 Proofs for Asymmetri
 En
ryptionIndistinguishability - ExampleExemple X = [x r
← {0, 1}n ; y r

← H(x))] (1)X ′ = [x r
← {0, 1}n ; x ′ r

← {0, 1}n ; y r
← H(x ′))] (2)Then, we have X ∼{y};{x} X ′ but we do not have X ∼{y ,x} X ′.X |= Indis(νy ; y ; x) but not X |= Indis(νy ; {x , y}; ∅).Why? 50 / 64



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 Link between Computational and Symboli
 Introdu
tion to Cryptoverif Le
ture 12Automated Cryptographi
 Proofs for Asymmetri
 En
ryptionIndistinguishability - ExampleExemple X = [x r
← {0, 1}n ; y r

← H(x))] (1)X ′ = [x r
← {0, 1}n ; x ′ r

← {0, 1}n ; y r
← H(x ′))] (2)Then, we have X ∼{y};{x} X ′ but we do not have X ∼{y ,x} X ′.X |= Indis(νy ; y ; x) but not X |= Indis(νy ; {x , y}; ∅).Why?Be
ause the adversary 
an query H on x and 
ompare it to y ! 50 / 64



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 Link between Computational and Symboli
 Introdu
tion to Cryptoverif Le
ture 12Automated Cryptographi
 Proofs for Asymmetri
 En
ryptionThree 
ornerstones: (2) H(H,e)...
◮ ROM hypothesis: Hash values must be asked for.
◮ Idea: the adversary 
annot query hash ora
les on randomizedvalues.
◮ Not-Hashed-Yet, expressed by predi
ate H(H, e):X |= H(H, e) i�Pr[S r

← X : S(e) ∈ Arg(H)] is negligible,where Arg(H) are arguments on whi
h the hash ora
le wasqueried.
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Models and analysis of se
urity proto
ols 1st Semester 2009-2010 Link between Computational and Symboli
 Introdu
tion to Cryptoverif Le
ture 12Automated Cryptographi
 Proofs for Asymmetri
 En
ryptionThree 
ornerstones : (3) WS...
◮ Many systems' se
urity rely on the inability of an adversary to
ompute the right argument on whi
h the ora
le should bequeried!
◮ Weak Se
re
y, expressed by predi
ate WS:X |= WS(x ;V ) i� for any adversary A,Pr[S r

← X : A(S(V )) = S(x)] is negligible.
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Models and analysis of se
urity proto
ols 1st Semester 2009-2010 Link between Computational and Symboli
 Introdu
tion to Cryptoverif Le
ture 12Automated Cryptographi
 Proofs for Asymmetri
 En
ryptionSummary of the Assertion language
ψ ::= Indis(νx ;V1;V2) | WS(x ;V ) | H(H, e)
ϕ ; ; = true | ψ | ϕ ∧ ϕ

◮ X |= Indis(νx : U ;V1;V2) i�X ∼V1;V2 [u r
← U ;S r

← X : S{x 7→ u}].
◮ X |= WS(x ;V ) i� Pr[S r

← X : A(S) = S(x)] is negligible, forany adversary A.
◮ X |= H(H, e) i� Pr[S r

← X : S(e) ∈ Arg(H)] is negligible. 53 / 64
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ols 1st Semester 2009-2010 Link between Computational and Symboli
 Introdu
tion to Cryptoverif Le
ture 12Automated Cryptographi
 Proofs for Asymmetri
 En
ryption...And A Few Rules...
◮ {true} x r

← U {H(H, x)},
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 Introdu
tion to Cryptoverif Le
ture 12Automated Cryptographi
 Proofs for Asymmetri
 En
ryption...And A Few Rules...
◮ {true} x r

← U {H(H, x)},
◮ {Indis(νy ;V ∪ {y}; ∅)} x := f (y) {WS(y ;V ∪ {x})}if y /∈ V ∪ {x}
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 Introdu
tion to Cryptoverif Le
ture 12Automated Cryptographi
 Proofs for Asymmetri
 En
ryption...And A Few Rules...
◮ {true} x r

← U {H(H, x)},
◮ {Indis(νy ;V ∪ {y}; ∅)} x := f (y) {WS(y ;V ∪ {x})}if y /∈ V ∪ {x}
◮ {WS(y ;V ) ∧ H(H, y)} x := H(y) {Indis(νx ;V ∪ {x}; ∅)}et
...
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Models and analysis of se
urity proto
ols 1st Semester 2009-2010 Link between Computational and Symboli
 Introdu
tion to Cryptoverif Le
ture 12Automated Cryptographi
 Proofs for Asymmetri
 En
ryptionTrapdoor permutation x := f (y)Preservation rules:Indis(νy ;V ; y) −→ WS(y ;V , x) (y 6∈ V ∪ {x})Indis(νy ;V1;V2, y) −→ Indis(νx ;V1, x ;V2)} provided y 6∈ V1 ∪ V2Preservation rules: In the following rules, we assume z 6= x .Indis(νz ;V1, z ;V2, y) −→ Indis(νz ;V1, z , x ;V2)) provided z 6= yH(H, e) −→ H(H, e) provided x 6∈ var(e)WS(z ;V ) ∧ Indis(νy ;V , z ; y) −→WS(z ;V , x)
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urity proto
ols 1st Semester 2009-2010 Link between Computational and Symboli
 Introdu
tion to Cryptoverif Le
ture 12Automated Cryptographi
 Proofs for Asymmetri
 En
ryptionHash Fun
tion x := H(y)

Basi
 rules:WS(y ;V ) ∧ H(H, y) −→ Indis(νx ;V , x ; )WS(y ;V ) ∧ H(H, y) −→ H(H, e)) provided x ∈ var(e)Indis(νy ;V , y ;V ′) ∧ H(H, y)} −→ Indis(νx ;V , x ;V ′, y)For both rules, we require y 6∈ V .
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 Introdu
tion to Cryptoverif Le
ture 12Automated Cryptographi
 Proofs for Asymmetri
 En
ryptionHash Fun
tion x := H(y)Preservation rules: In the following rule, we assume x 6= y andz 6= x .WS(y ;V ) ∧WS(z ;V ) ∧ H(H, y) −→WS(z ;V , x)H(H ′, e) −→ H(H ′, e) provided H 6= H ′H(H, e) ∧WS(z ; y) −→ H(H, e) provided z ∈ var(e)Indis(νy ;V1, y ;V2) ∧ H(H, y) −→ Indis(νy ;V1, x ;V2, y)provided y 6∈ P ∪ V1Indis(νz ;V1, z ;V2) ∧WS(y ;V , z) ∧ H(H, y) −→ Indis(νz ;V1, x ;V2)provided V1 ∪ V2 ⊆ V 57 / 64



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 Link between Computational and Symboli
 Introdu
tion to Cryptoverif Le
ture 12Automated Cryptographi
 Proofs for Asymmetri
 En
ryptionSoundness of the analysisPropFor every rule {ϕ}
{ϕ′}, we haveX |= ϕ implies [[
 ]]X |= ϕ′.TheoremLet GE = (F, E(ine , oute) : 
,D(ind , outd ) : 
′) be an asymmetri
en
ryption s
heme.If true 

−→ Indis(νoute ; ine , oute ; ∅) then E is IND-CPA. 58 / 64



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 Link between Computational and Symboli
 Introdu
tion to Cryptoverif Le
ture 12Automated Cryptographi
 Proofs for Asymmetri
 En
ryptionExampleBellare & Rogaway's 1993 generi
 
onstru
tion.r r
← {0, 1}n0 − Indis(νr) ∧ H(G , r) ∧ H(H, h||r)a := f (r) − Indis(νa;Var − r) ∧WS(r ;Var − r)∧

− H(H, h||r)g := G (r) − Indis(νa;Var − r) ∧ Indis(νg ;Var − r)∧
− WS(r ;Var − r) ∧ H(H, h||r)e := h ⊕ g − Indis(νa;Var − r) ∧ Indis(νe)∧
− ∧WS(r ;Var − r) ∧ H(H, h||r)d := h||r − Indis(νa) ∧ Indis(νe)∧
− WS(r ;Var − r)∧
− H(H, d) ∧WS(d)
 := H(d) − Indis(νa) ∧ Indis(νe)
− ∧Indis(ν
)oute := a||e||
 − Indis(νoute; {ine , ind , oute , outd}) 59 / 64
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 En
ryptionCon
lusion
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Models and analysis of se
urity proto
ols 1st Semester 2009-2010 Link between Computational and Symboli
 Introdu
tion to Cryptoverif Le
ture 12Con
lusionSummaryToday
◮ Link Symboli
 and Computational
◮ Pattern
◮ Key 
y
les
◮ Crypto Verif
◮ Automati
 Veri�
ation for Generi
 Asymmetri
 S
hemes(CCS 08 Courant Daubignard Ene Lafour
ade La
kne
h)
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