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ture 11Non-Interferen
eMotivationMotivationMali
ious and/or buggy 
ode is a threat:
◮ 
ode from untrusted sour
e (applet, javas
ript, ...)
◮ 
ode intera
ts with your 
on�dential data and with the outsideworldProblem: does program p leak information?Information �ow analysis: Cohen, Denning in the 70's.Non-interferen
e (Goguen & Meseger) : semanti
 de�nition ofabsen
e of information leakage.
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◮ Publi
 variables ℓ, ℓ1, . . .
◮ Se
ret variables h, h1, h2, . . .Expli
it leakProgram ℓ := h1 leaks: the value of h is 
opied into ℓ.Impli
it leakProgram if h1 = h2 then ℓ := 0 else ℓ := 1 � leaks: the �nalvalue of ℓ depends on the value of h1 and h2. 6 / 61
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eMotivationNon-interferen
eNon-interferen
eThe formal de�nition of Non-interferen
e depends on the type ofthe 
onsidered system:
◮ Deterministi
.
◮ Non-deterministi
.
◮ Probabilisti
.
◮ Cryptographi
.
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eMotivationNon-interferen
e de�nitionsHen
eforth, let L (resp. H) be a set of low (resp. high) variables.Deterministi
 
ase.The denotation of a program is a mapping f : Σ→ Σ. Then, f isnon-interfering, if
∀S ,S ′ ∈ Σ · SL = S ′L ⇒ f (S)L = f (S ′)LNon-deterministi
 
ase (Possibilisti
 non-interferen
e).The denotation of a program is a mapping f : Σ→ 2Σ. Now, f issaid non-interfering, if

∀S ,S ′ ∈ Σ · SL = S ′L ⇒ f (S)L = f (S ′)L, whereAL = {aL | a ∈ A}, i.e. ∀S1 ∈ f (S)∃S2 ∈ f (S ′) · S1L = S2L andvi
e versa. 8 / 61
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e de�nitions (
ntd.)Probabilisti
 
ase.Let D(Σ) be the set of distributions on Σ. The denotation of aprogram is a mapping f : D(Σ)→ D(Σ).For a distribution D ∈ D(Σ), de�ne DL ∈ D(ΣL) withDL(SL) =
∑S ′∈Σ,S ′L=SL D(S ′).f is non-interfering, if

∀D,D ′ ∈ D(Σ) · DL = D ′L ⇒ f (D)L = f (D ′)L 9 / 61
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 NI does not imply probabilisti
 NI:
(ℓ := (h1 = h2)) ⊕ 12 (ℓ := 0⊕ 12 ℓ := 1)Possibilisti
 NI

◮ h1 = h2 then ℓ = 0 and ℓ = 1
◮ h1 6= h2 then ℓ = 0 and ℓ = 1No Probabilisti
 NI
◮ h1 = h2 then P [ℓ = 0] = 12 + 14 = 34 and P [ℓ = 1] = 14
◮ h1 6= h2 then P [ℓ = 0] = 14 and P [ℓ = 1] = 12 + 14 = 34 10 / 61



Advan
ed Cryptography 1st Semester 2008-2009 Non Interferen
e and others Le
ture 11Non-Interferen
eMotivationCryptographi
 non-interferen
eThe denotation of a program is a fun
tion f : Σ→ D(Σ) whi
h 
anbe 
anoni
ally lifted to a fun
tion f : D(Σ)→ D(Σ).1. if DL ∼ D′L then f (D)L ∼ f (D′)L.2. [x ← D : (f (x)L, xH)] ∼ [x , y ← D : (f (x)L, yH)] [Laud℄3. |Pr[f (S [h := 1])(ℓ) = 1]− Pr[f (S [h := 0])(ℓ) = 1]| isnegligible [SA'06℄.4. Semanti
 se
urity.5. Possibilisti
-symboli
 [AHS'06℄:A symboli
 semanti
s à la Dolev-Yao 
ombined with thePossibilisti
 non-interferen
e notion:
ℓ := En
(k , 0); if h then ℓ1 := En
(k , 0) else ℓ1 := ℓ �

⇒ distinguish en
ryption o

urren
es. 11 / 61
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ture 11Non-Interferen
eMotivationProblem statementOur aim is to automati
ally 
he
k 
ryptographi
 non-interferen
e ofprograms that use random assignments and deterministi
en
ryption: if DL ∼ D′L then f (D)L ∼ f (D′)LMethods to ensure Non-Interferen
e
◮ At Compile time:

◮ Stati
 Analysis
◮ Type Che
king (Volpano & Smith)

◮ At run-time : monitoring 12 / 61
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eMotivationMotivating Example (
f. [Volpano'00℄)En
ryption does not guarantee absen
e of leakage per se:l := 0η;m := 0η−11;for i := η to 1 do ℓ1 := En
(k , h|m);
ℓ2 := En
(k , h);if (ℓ1 = ℓ2) then l := l |m else skip � ;m := m≪ 1 od(m, ℓ, ℓ1, ℓ2 low-se
urity variables, k , h high-se
urity variables,parameter η size of blo
ks) 14 / 61
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l := 0η;m := 0η−11;for i := η to 1 do l1 := En
(k , νlr · (h|m) + lr );l2 := En
(k , h + lr);if (l1 = l2) then l := l |m else skip � ;m := m≪ 1 od
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eApproa
h using Type SystemObje
tives
◮ Develop a type system for non-interferen
e for programs thatuse deterministi
 en
ryption
◮ Establish soundness in the exa
t (
on
rete) se
urity modelComputationally Sound Typing for Non-interferen
e: The Case ofDeterministi
 En
ryption, by Judi
aël Courant and Cristian Ene andYassine Lakhne
h, at FSTTCS 2007: Foundations of SoftwareTe
hnology and Theoreti
al Computer S
ien
e, 27th InternationalConferen
e, New Delhi, India, De
ember 12-14, 2007. 17 / 61
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ture 11Non-Interferen
eApproa
h using Type SystemA type system for a simple imperative languageExpressions:
(x , τ) ∈ Γ

Γ ⊢ x : τ

Γ ⊢ e1 : τ Γ ⊢ e2 : τ

Γ ⊢ f (e1, e2) : τSub-typing: L ⊑ H Γ ⊢ e : τ τ ⊑ τ ′

Γ ⊢ e : τ ′

Γ ⊢ S : τ ′ τ ⊑ τ ′

Γ ⊢ S : τCommands:
(x , τ) ∈ Γ Γ ⊢ e : τ

Γ ⊢ x := e Γ ⊢ e : τ Γ ⊢ S1 : τ Γ ⊢ S2 : τ

Γ ⊢ if e then S1 else S2 � : τ

Γ ⊢ S1 : τ Γ ⊢ S2 : τ

Γ ⊢ S1;S2 : τ

Γ ⊢ e : τ Γ ⊢ S : τ

Γ ⊢ while e do S od : τ 18 / 61
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ture 11Non-Interferen
eApproa
h using Type SystemUsing the same type system but something more isneeded.
Sound but what about ℓ1 := h1 ⊕ random()?

◮ Ill-typed for usual type systems.
◮ Does not leak information (equivalent to ℓ1 := random()).
◮ We want to a

ept su
h a program (one-time pad).
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ture 11Non-Interferen
eApproa
h using Type SystemQuizzShould we type
he
k/What kind of type should we introdu
e totype
he
k
◮ ℓ1 := νh2 · h2 ⊕ h1?
◮ ℓ1 := νℓ2 · ℓ2 ⊕ h1?
◮ ℓ1 := π(h1)? (π random permutation)
◮ ℓ1 := π(νℓ2 · ℓ2 ⊕ h1)?Types: (τ, θ) where
◮ τ ∈ {L,H}
◮ θ ∈ {Lr ,Hr ,⊤} 20 / 61
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eApproa
h using Type SystemType systems for non-interferen
e
◮ Introdu
e type L for low-sensitive data/variables and Hhigh-sensitive data/variables.
◮ Arithmeti
 operator/assignment apply to and return data ofthe same type.
◮ Subtyping: expressions in L also belong to H.Examples: h1 := h2 (x ,τ)∈Γ Γ⊢e:τ

Γ⊢x :=e:τh1 := ℓ1 Γ⊢e:τ τ⊑τ
′

Γ⊢e:τ ′ L ⊑ Hh1 := ℓ1 ⊕ h2 Γ⊢e1 :τ Γ⊢e2 :τ
Γ⊢e1⊕e2:τ

ℓ1 := h1 ⊕ h2 ? 21 / 61
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eApproa
h using Type SystemNon-interferen
e with random permutationDo these programs leak:
◮ ℓ1 := π(h1 ⊕ νℓ2 · ℓ2)
◮ ℓ1 := π(h1 ⊕ νℓ2 · ℓ2); ℓ3 := π(ℓ2)Problem: on
e used to randomize argument of a permutation, ℓ2must not appear under a permutation.
→ We need to introdu
e a set of forbidden variables (not reuserandom variable in π), and add this set to the premises of ourtyping judgments.
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eApproa
h using Type SystemAn example CBC
νl0;l1 := En
(k , l0 ⊕ h1); · · · ; li := En
(k , li−1 ⊕ hi ), · · · ,ln := En
(k , ln−1 ⊕ hn)

◮ l0 is typed (L, Lr ).
◮ li ⊕ hi+1 is typed (H, Lr ).
◮ En
(k , li ⊕ hi ) is typed (L, Lr ).
◮ li is added to G . 23 / 61
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eApproa
h using Type SystemType system for non-interferen
e of randomized programsNew typing rules for expressions:
Γ ⊢ e1 : (τ1, θ1) Γ ⊢ e2 : (τ2, θ2)
Γ ⊢ e1 ⊕ e2 : (τ1 ⊔ τ2, θ1 ⊓ θ1)

Γ(x) = τ

Γ ⊢ νx · x : (τ, τ r )
Γ(x) = τ

Γ ⊢ x : (τ,⊤)For programs without random permutationSoundness result: well-typedness implies non-interferen
e. 24 / 61
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h using Type SystemProof of non-interferen
e for random permutationResult: soundness of typing for random permutation.The resultFor any type environment Γ, 
ommand 
 and pairs of distributionensembles in D(Σ) su
h that
◮ Γ, ∅, ∅ ⊢ 
 : τ , for some type τ ∈ {H, L}, and
◮ X|L ∼(t,ǫ) Y|L,we have

[[
 ]](X )|L ∼(t−T(
),ǫ′) [[
 ]](Y )|L where ǫ′ =
2T (
)2
|U|

+ ǫ.

◮ T (
) the number of 
alls of π

◮ T(
) the running time of 
 25 / 61
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h using Type SystemMain ideas of the proofIdeas:
◮ Redu
tion to programs without permutation
◮ Distinguishing o

uren
es of permutation applied to randomexpressions (πr ) and to low se
urity expressions (π⊤)
◮ Simulate π⊤ by an unknown fun
tion and πr (e) by randomsampling (independent of its argument).Simulation might fail, but with quanti�able low risk.

[[
p]](X )|L ∼sim [[
 ]](X )|L ∼1st [[
 ]](Y )|L ∼sim [[
p ]](Y )|L 26 / 61
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h using Type SystemNon-interferen
e with en
ryption
Now, we repla
e the permutation π by en
ryption.CipherA 
ipher blo
k is a family of permutations Π : Keys(Π)×D → D,where Keys(Π) is the key spa
e of Π, and for any k ∈ Keys(Π),
Π(k , ·) is a permutation onto U .
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eApproa
h using Type SystemSe
urity assumptionThe usual se
urity notion for 
iphers is Pseudo-randomness.Experiment PRPηb(A) :k r
← Keys(Π); P

r
← SP;

O0 = P;O1 = En
(k , ·);b′ ← AOb()The PRP advantage of A is de�ned asAdvprpΠ (A) = Pr[PRPη1(A) = 1]− Pr[PRPη0(A) = 1].An en
ryption s
heme Π is said to be a (t, ǫ)-pseudo-randompermutation, denoted (t, ǫ)-PRP, if for any PRP adversary A, thatruns in time t, AdvprpΠ (A) ≤ ǫ. 28 / 61
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ture 11Non-Interferen
eJifJif (Java + information flow)
◮ Jif is an extension of the Java language by Andrew C. Myers.

◮ for 
on�dentiality and integrity enfor
ement
◮ stati
 IF analysis with possible runtime 
he
ks

.jif .java .class

Jif library
Jif runtime

library

Jif compiler Java compiler

◮ Jif relies on a sparse se
urity poli
y in the 
ode
◮ de�ned by labels
◮ build upon prin
ipals 29 / 61
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eJifJif prin
ipals
⊤

Admin1 Admin2

Admins

User1 . . . Usern

⊥

◮ A prin
ipal is a role in the system
◮ Hierar
hi
al (latti
e) organisation ofprin
ipals

◮ a prin
ipal 
an a
t for another (→)
◮ Two 
onstant prin
ipals

◮ top (⊤ or *) 
an a
t for every prin
ipal
◮ every prin
ipal 
an a
t for bottom (⊥ or _)

◮ User de�ned prin
ipal = a 
lass implementingthe jif.lang.Prin
ipal interfa
e 30 / 61
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eJifJif labels I
◮ A label des
ribes dual aspe
ts of a se
urity poli
y

◮ 
on�dentiality poli
yOwner → readerAllowed
◮ integrity rule poli
yOwner ← writerAllowedExample int {X->X,Y; X<-X,Y\} a;int {X->X; X<-X} b;a = b; / 
onfidentiality problemb = a; / integrity problem 31 / 61
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eJifCon�dentiality poli
ypoli
yOwner → readerAllowedConjun
tion (; or ⊔)
 ⊔ d permits a prin
ipal to read i� both 
 and d allow it.Disjun
tion (meet or ⊓)
 ⊓ d permits a prin
ipal to read i� either 
 or d allows it.Ordering relation ⊑C�
 is no more restri
tive than d �(
 ⊑C d) i� for every owner othe set of readers allowed by 
 is in
luded in the set of readersin
luded by d . 32 / 61
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eJifIntegrity poli
y poli
yOwner ← writerAllowedDisjun
tion (; or ⊔)
 ⊔ d permits a prin
ipal to write if either 
 or d allows it.Conjun
tion (meet or ⊓)
 ⊓ d permits a prin
ipal to write i� both 
 and d allow it.Ordering relation ⊑I�
 is no more restri
tive than d �(
 ⊑I d) i� for every owner othe set of writers allowed by 
 is in
luded in the set of writersin
luded by d . 33 / 61
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eMotivationApproa
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tion to Zero Knowledge ProofPrin
ipleFunny example: Rubik's CubeExample: Graph ColoringCon
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ret SharingShamir 1979Initial ProblemEleven s
ientists are working on a se
ret proje
t. They wish to lo
kup the do
uments in a 
abinet so that the 
abinet 
an be opened ifand only if six or more of the s
ientists are present.
◮ What is the smallest number of lo
ks needed?
◮ What is the smallest number of keys to the lo
ks ea
h s
ientistmust 
arry?
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ret SharingShamir 1979The minimal solution uses 462 lo
ks and 252 keys per s
ientist.IntegrityThe lo
k 
an be opened with m = 6 parts over n = 11.Con�dentialityNo way to open the lo
k with less than m = 6 parts over n = 11.
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ientists, there must be at least onelo
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ks.What is the smallest number of keys to the lo
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ture 11Se
ret SharingShamir 1979What is the smallest number of lo
ks needed?Idea : For ea
h group of �ve s
ientists, there must be at least onelo
k for whi
h they do not have the key, but for whi
h every others
ientist does have the key.There are (115 )

= 462 groups of �ve s
ientists, there must be atleast 462 lo
ks.What is the smallest number of keys to the lo
ks ea
h s
ientistmust 
arry?Similarly, ea
h s
ientist must hold at least one key for every groupof �ve s
ientists of whi
h they are not a member, and there are
(105 )

= 252 su
h groupIf we generalize we get ( nm−1) and (n−1m−1). 37 / 61
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◮ How keep nu
lear 
ode se
ret in British Army?
◮ Burn it, but do not preserve integrity
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It takes n + 1, points to de�ne a polynomial of degree n.Using Lagrange interpolation to re
over the se
ret
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ret SharingLagrange InterpolationThe Lagrange interpolating polynomial is the polynomial L(x) ofdegree ≤ (n − 1) that passes through the n points
(x1, y1 = f (x1)), (x2, y2 = f (x2)), ..., (xn , yn = f (xn)), and isL(x) :=

k
∑j=0 yjℓj(x)

ℓj(x) :=

k
∏i=0, i 6=j x − xixj − xi =

(x − x0)
(xj − x0) · · · (x − xj−1)

(xj − xj−1) (x − xj+1)
(xj − xj+1) · · · (x − xk )

(xj − xk)
.
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ture 11Se
ret SharingShamir 1979InitializationDealer 
hooses his se
ret k ∈ ZpDistributionDealer generates P(X ) = k +

m1
∑i=1 aiX iSend si = (i ,P(i)) to ea
h parti
ipant iRe
onstru
tionUsing Lagrange interpolation, with m distin
t parts we 
omputeP(x) 46 / 61
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◮ In Shamir Se
ret Sharing there is no me
hanism to identify if ashare is valid or not.
◮ A total 
on�den
e is done to the dealer.
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ret SharingWeakness of Shamir
◮ In Shamir Se
ret Sharing there is no me
hanism to identify if ashare is valid or not.
◮ A total 
on�den
e is done to the dealer.Veri�able Se
ret Sharing introdu
ed by Feldman 1987, based onDis
rete Logarithm.
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ture 11Se
ret SharingVeri�able Se
ret SharingDistribution like ShamirDealer generates P(X ) = k +

m1
∑i=1 aiX iSend si = (i ,P(i)) to ea
h parti
ipant iPlusEa
h server re
eived : gk , ga1 , . . . , gam1Veri�
ation gk m1

∏j=1((gaj )i )j = g si 48 / 61
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e and others Le
ture 11Funny Introdu
tion to Zero Knowledge ProofPrin
ipleIntera
tive Zero Knowledge ProofsIn an intera
tive zero knowledge proof, a prover P intera
ts with averi�er V to demonstrate the validity of an assertion withoutrevealing anything about the assertion to the veri�er.An Example: The Cave Story (1)
◮ a 
ave shaped a 
ir
le
◮ a magi
 door at one side
◮ an entran
e at the other side
◮ Vi
tor will pay Peggy only if she knows the se
ret
◮ Peggy won't tell the se
ret until she would have been paid. 50 / 61
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ture 11Funny Introdu
tion to Zero Knowledge ProofPrin
ipleIntera
tive Zero Knowledge ProofsAn Example: The Cave Story (2)
First, Vi
tor waits outside while Peggy 
hooses a path. 51 / 61
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ture 11Funny Introdu
tion to Zero Knowledge ProofPrin
ipleIntera
tive Zero Knowledge ProofsAn Example: The Cave Story (3)
Then Vi
tor enters and shouts the name of a path. 52 / 61
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ture 11Funny Introdu
tion to Zero Knowledge ProofPrin
ipleIntera
tive Zero Knowledge ProofsAn Example: The Cave Story (4)
At last, Peggy returns along the desired path (using the se
ret ifne
essary). 53 / 61
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ture 11Funny Introdu
tion to Zero Knowledge ProofFunny example: Rubik's CubeRubik's CubeAssume Ali
e knows how to solve the Rubik's Cube.
Question ?She wants to prove to Bob she has the skill to solved a givens
rambled Rubik's 
ube without revealing it. How 
an she do it? 54 / 61
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e and others Le
ture 11Funny Introdu
tion to Zero Knowledge ProofFunny example: Rubik's CubeRubik's CubeAli
e s
rambles the 
ube and proposed a new 
ube to Bob
1 2 3Bob asks Ali
e from the 
urrent position (2) to go ba
k to theinitial position (1) or to solve it (3).Repeating this pro
ess k times Bob is 
onvin
ed that Ali
e knowsthe se
ret with a probability 1/2k . 55 / 61
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ture 11Funny Introdu
tion to Zero Knowledge ProofExample: Graph ColoringGraph 3-
oloringDe�nition3-
oloring A 3-
oloring of a graph is an assignment of 3 
olors toverti
es su
h that no pair of adja
ent verti
es are assigned to thesame 
olor.3-
oloring ProblemGiven a graph G , the problem of de
iding if the graph G is3-
olorable is an NP problem. (
f Garey and Johnson Book)Problem: Ali
e wants to prove to Bob she knows a 3-
oloring 
 of agiven graph G . 56 / 61
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ture 11Funny Introdu
tion to Zero Knowledge ProofExample: Graph ColoringGraph 3-
oloring1. Ali
e 
hooses a permutation π of the 3 
olors ( πo
 is still a3-
oloring of the graph G ). And she transmits to Bobeu = H(π(
(u))||ru) for u ∈ V and ru random value.2. Bob asks 
olors for u and v in V .3. Ali
e answers ru, rv , π(
(u)), π(
(v)) whi
h allows Bob to
on�rm messages send by Ali
e.Given a permutation πA→ B : ∀u ∈ V , eu = H(π(
(u))||ru)B → A : u, vA→ B : ru, rv , π(
(u)), π(
(v)) 57 / 61
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ture 11Funny Introdu
tion to Zero Knowledge ProofExample: Graph ColoringGraph 3-
oloringPlaying several time this pro
edure Bob is 
onvin
ed that Ali
e hasa 3-
oloring of G .CompletenessIf Ali
e knows the 
oloring then Bob will a

ept her proof.SoundnessIf Ali
e does not know the 
oloring then Bob will dete
t it withprobability 1
#edgesZero-knowledgeBob just sees two random 
olors. Hen
e he learns nothing aboutthe 3-
oloring of G .RK : ZKP are sensible to Man in the middle atta
k. 58 / 61
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Today

◮ Non-Interferen
e
◮ Se
ret Sharing
◮ Zero-Knowledge
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