
Models and analysis of se
urity proto
ols 1st Semester 2009-2010 A

es Control Le
ture 10Models and analysis of se
urity proto
ols1st Semester 2009-2010A

es ControlLe
ture 10Pas
al Lafour
adeUniversité Joseph Fourier, VerimagMaster: November 12th 2009 thanks to David Basin andYassine Lahkne
h 1 / 60



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 A

es Control Le
ture 10Last Time (I)
Le
ture

◮ Tools
2 / 60



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 A

es Control Le
ture 10Outline of TodayMotivationsDACMACSide ChannelA

es Control Matrix ModelRBACCon
lusion 3 / 60



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 A

es Control Le
ture 10MotivationsOutlineMotivationsDACMACSide ChannelA

es Control Matrix ModelRBACCon
lusion 4 / 60



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 A

es Control Le
ture 10MotivationsExample: Se
urity poli
y for university 
omputing
◮ A student has full a

ess to information that she 
reated.
◮ Students have no a

ess to other students' information unlessexpli
itly given.
◮ Students may a

ess and exe
ute a pre-de�ned sele
tion of�les and/or appli
ations. ...Des
ribes a

ess restri
tions between subje
ts and obje
ts.
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Models and analysis of se
urity proto
ols 1st Semester 2009-2010 A

es Control Le
ture 10Motivationsexample: Se
urity poli
y for e-banking
◮ A bank 
ustomer may list his a

ount balan
es and re
enttransa
tions.
◮ He may transfer funds from his a

ounts provided his totaloverdraws are under 10,000 Euros.
◮ Transfers resulting in larger overdraws must be approved by hisa

ount manager. ...Des
ribes restri
tions on obje
ts representing data and pro
esses.
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Models and analysis of se
urity proto
ols 1st Semester 2009-2010 A

es Control Le
ture 10MotivationsQuestions
◮ How do we formalize su
h poli
ies?
◮ What me
hanisms 
an we use to enfor
e them?
◮ Can we generalize and abstra
t?

◮ Rather than studying individual poli
ies and me
hanisms, 
anwe de�ne and study general 
lasses of them whi
h abstra
taway from 
on
rete 
hara
teristi
s of spe
i�
 domains?
◮ These 
lasses are 
alled se
urity models.

◮ S
ope limitations: We will not handle se
urity engineeringaspe
ts like requirements analysis, poli
y re�nement, et
. 7 / 60



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 A

es Control Le
ture 10MotivationsIdentity and AAAIdenti�
ation: The pro
ess of asso
iating an identity with a subje
t.Authenti
ation: The pro
ess of verifying the validity of something
laimed by a system entity (default assumption: theidentity).Authorization: An authorization is a right or a permission that is grantedto a system entity to a

ess a system resour
e.A

ess Control: Prote
tion of system resour
es against unauthorizeda

ess; a pro
ess by whi
h use of system resour
es isregulated a

ording to a se
urity poli
y and is permittedby only authorized entities (users, programs, pro
esses, orother systems) a

ording to that poli
y.Con
epts independent.Exer
i
eGive examples of Authenti
ation without Identi�
ation.Give examples of Authorization without Authenti
ation. 8 / 60
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ture 10MotivationsAuthorization and A

ess Control
◮ Typi
al a

ess 
ontrol models fo
us on authorization, i.e.,spe
ifying who may do what, and 
ontrolling how thesepermissions may 
hange.
◮ Authorization spe
i�ed using matri
es, latti
es, or othermathemati
al stru
tures, whi
h spe
ify whi
h rights subje
tshave on obje
ts.

◮ Simplest 
ase amounts to a mathemati
al relation S × O × R .
◮ Stru
ture 
onstitutes state. Changes 
onstitute transitionsbetween states.
◮ Setup quite 
omplex in pra
ti
e. A

ess rights may depend onthe environment and even entail obligations for the future

◮ A

ess 
ontrol also is 
on
erned with enfor
ement me
hanisms. 9 / 60
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urity proto
ols 1st Semester 2009-2010 A

es Control Le
ture 10MotivationsTwo main models: MAC & DACMandatory A

ess Control
◮ Prin
iple: system owner 
ontrol users a

es to the ressour
es.
◮ Mandatory be
ause subje
ts may not transfer their a

essrights.
◮ Example: Military Top Se
ret information.Dis
retionary A

ess Control
◮ Prin
iple: users own resour
es and 
ontrol their a

ess.
◮ Dis
retionary be
ause subje
ts may transfer their a

ess rights.
◮ Example: Unix �le systemMAC is more rigid than DAC, but also more se
ure. 10 / 60
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urity proto
ols 1st Semester 2009-2010 A

es Control Le
ture 10MotivationsExample of AAA via 
entralized referen
e monitor(Manditory A

ess Control)

System designed so that a

ess requests pass through a gatekeeper.Other 
omponents in
lude those for setup, auditing, and re
overy. 11 / 60
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es Control Le
ture 10DACDis
retionary A

ess Control
◮ Prin
iple: users own resour
es and 
ontrol their a

ess.

◮ Owner may 
hange obje
t's permissions at his dis
retion.
◮ This allows dire
t or even transitive delegation of rights.
◮ Owners may even be able to transfer ownership to other users.

◮ Flexible, but open to mistakes, negligen
e, or abuse.
◮ Requires that all users understand me
hanisms and understandand respe
t the se
urity poli
y.
◮ No 
ontrol of information dissemination. 13 / 60



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 A

es Control Le
ture 10DACDAC example: Unix
◮ Subje
ts are users (plus root) and obje
ts are �les anddire
tories.
◮ Ea
h �le has an owner and a group.
◮ Operations are: read (r), write (w), exe
ute (x).For dire
tories, r = �list� and x = �usable in 
onstru
tingpaths�.
◮ ACLs typi
ally limited to 9 bits: rwx for user, group, andothers.-rw-r--r-- 1 plafour
 users 4158 2007-11-09 12:37 Intro.texdrwxr-xr-x 5 plafour
 users 4096 2007-11-02 14:07 Tools/
◮ Dis
retionary AC: only �le's owner (and root) 
an 
hange its ACL.This allows dire
t delegation of rights (rwx) to group or others.
◮ Open to abuse and sour
e of many se
urity holes.
◮ Not all poli
ies 
an be dire
tly mapped onto this me
hanism.How would we express that a patient 
an read but not write hismedi
al re
ords at a hospital? 14 / 60
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ture 10DACDAC example: Unix
◮ Subje
ts are users (plus root) and obje
ts are �les anddire
tories.
◮ Ea
h �le has an owner and a group.
◮ Operations are: read (r), write (w), exe
ute (x).For dire
tories, r = �list� and x = �usable in 
onstru
tingpaths�.
◮ ACLs typi
ally limited to 9 bits: rwx for user, group, andothers.-rw-r--r-- 1 plafour
 users 4158 2007-11-09 12:37 Intro.texdrwxr-xr-x 5 plafour
 users 4096 2007-11-02 14:07 Tools/
◮ Dis
retionary AC: only �le's owner (and root) 
an 
hange its ACL.This allows dire
t delegation of rights (rwx) to group or others.
◮ Open to abuse and sour
e of many se
urity holes.
◮ Not all poli
ies 
an be dire
tly mapped onto this me
hanism.How would we express that a patient 
an read but not write hismedi
al re
ords at a hospital? Who owns the re
ords? 14 / 60
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es Control Le
ture 10MACMandatory A

ess Control
◮ AC de
isions formalized (and 
ontrolled) by 
omparingse
urity labels indi
ating sensitivity/
riti
ality of obje
ts, withformal authorization, i.e. se
urity 
learan
es, of subje
ts.MAC poli
ies often identi�ed with multilevel se
urity poli
ies.
◮ Spe
i�es system-wide a

ess restri
tion to obje
ts.

◮ Mandatory be
ause subje
ts may nottransfer their a

ess rights.
◮ Shifts power from users to system owner.

◮ Required by US DOD for developing �trusted systems�.
◮ More rigid than DAC, but also more se
ure. 16 / 60



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 A

es Control Le
ture 10MACLabels
◮ Formalism (+ terminology) 
omes from US DOD �OrangeBook�.
◮ Formalism 
ombines

◮ a linearly ordered ranks or sensitivity levels, and
◮ a latti
e of 
ompartments. 17 / 60
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urity proto
ols 1st Semester 2009-2010 A

es Control Le
ture 10MACLabels (
ont.)
◮ Histori
ally labels 
ombine 
lassi�
ations on personal anddata. Class = 〈rank , 
ompartment〉
◮ Dominan
e relation de�ned 
omponent-wise.

(r1, 
1) ≤ (r2, 
2) :⇔ r1 ≤ r2 ∧ 
1 ⊆ 
2Example: (se
ret, Iraq) ≤ (top se
ret,Middle East)
◮ Authorization based on 
omparing labels. For example, asubje
t with top se
ret 
learan
e for the Middle East maya

ess (read) 
on�dential data on Iraq.
◮ Well-suited for implementing mandatory need-to-know poli
ies,where ea
h subje
t is assigned a label re�e
ting least privilegerequired for his fun
tion. 18 / 60



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 A

es Control Le
ture 10MACWhy latti
es?Def: a latti
e (L,≤) 
onsists of a set of L and a partial ordering ≤,so that for every 2 elements a, b ∈ L there exists a least upperbound u ∈ L and a greatest lower bound l ∈ L, i.e.a ≤ u, b ≤ u and (a ≤ v & b ≤ v) → (u ≤ v) for all v ∈ Ll ≤ a, l ≤ b and (k ≤ a & k ≤ b) → (k ≤ l) for all k ∈ LIf se
urity labels form a latti
e, we 
an uniquely answer questionslike:
◮ Given two obje
ts with di�erent labels, what is the minimallabel a subje
t requires to be allowed to read both obje
ts?
◮ Given two subje
ts with di�erent labels, what is the maximallabel an obje
t 
an have that 
an still be read by bothsubje
ts? 19 / 60



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 A

es Control Le
ture 10MACThe Bell-LaPadula (BLP) Model (1975)
◮ Models se
urity poli
ies for 
on�dentiality.Con
erns authorization for subje
ts reading and writingobje
ts.
◮ Combines state-transition systems with partial-orders on labels.
◮ A

ess de
isions satisfy following properties:No Read-Up (also 
alled Simple Se
urity Property).A subje
t with label xs 
an only read informationin an obje
t with label xo if xs dominates xo .No Write-Down (also 
alled *-Property).A subje
t with label xs 
an only writeinformation to an obje
t with se
urity label xo ifxo dominates xs .

⇒ You may only read below your 
lassi�
ation and writeabove it. 20 / 60
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ture 10MACBLP � (dis)allowed operations
Write

Write

Read

ReadWrite 21 / 60
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es Control Le
ture 10MACBLP (
ont.)
◮ MAC: labels 
annot be 
hanged. No information leakagepossible!No-read-up and no-write-down prevent untrusted subje
tsfrom simultaneously having read a

ess to information at onelevel and write a

ess to information at a lower level.
◮ But also prevents �legitimate� 
ommuni
ation from high-levelsubje
ts to low-level ones. Possible solutions:

22 / 60
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es Control Le
ture 10MACBLP (
ont.)
◮ MAC: labels 
annot be 
hanged. No information leakagepossible!No-read-up and no-write-down prevent untrusted subje
tsfrom simultaneously having read a

ess to information at onelevel and write a

ess to information at a lower level.
◮ But also prevents �legitimate� 
ommuni
ation from high-levelsubje
ts to low-level ones. Possible solutions:

◮ Temporarily downgrade the subje
t's se
urity level.
◮ Identify a set of trusted subje
ts that may violate the

∗-property.
◮ Me
hanism support provided by some systems, e.g., BLPmodule for NSA's SELinux. 22 / 60



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 A

es Control Le
ture 10MACBiba Integrity Model (1977)
◮ Dual to BLPNo Write-up: The writer's label must dominate the obje
t's.No Read-down: The obje
t's label must dominate the reader's.

⇒ you may only write below your 
lassi�
ation and read aboveit.
◮ Examples:

◮ A manager 
an overwrite subordinate's data.
◮ A monk may write a prayer book read by 
ommoners, but notby a high-priest (whose purer thoughts should not be soiled).

◮ But what if you want both 
on�dentiality and integrity?
◮ Use BLP for 
lassifying some data, and Biba for others.
◮ Alternatively, only read and write at same 
lassi�
ation. 23 / 60



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 A

es Control Le
ture 10MACLimitations of A

ess Control Models
◮ AC models restri
t operations like read and write. Butinformation may be revealed in other ways.
◮ Examples of information leaks.

◮ Error messages to user, e.g., ��le not found�.
◮ CPU usage: timing behavior, power 
onsumption, noise, ...
◮ Lo
king and unlo
king �les.
◮ Sending and delaying messages.
◮ En
ode information in the invoi
e sent for servi
es rendered.

24 / 60
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Models and analysis of se
urity proto
ols 1st Semester 2009-2010 A

es Control Le
ture 10Side ChannelDi�erent Kind of Side Channel
How to determine a se
ret or a key by observing:

◮ Time : it is linked to the se
ret
◮ Power Analysis Atta
k: mesure the power used by the
ryptosystem
◮ SPA (Simple), DPA (di�erential)
◮ Ca
he Atta
k: analysing the 
a
he default 
an leak information
◮ FaultAtta
k: atta
k by inje
ting some faults
◮ Ele
tromagneti
 atta
k ... 26 / 60



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 A

es Control Le
ture 10Side ChannelFirst paper
Timing Atta
ks on Implementations of Di�e�Hellman, RSA, DSS,and Other System... Paul Ko
her - CRYPTO - 1996
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urity proto
ols 1st Semester 2009-2010 A

es Control Le
ture 10Side ChannelNaive Example Side Channel
◮ A

es Control with 10 digit (0..9)
◮ Code 
omposed of 4 digits
◮ At ea
h mistake a red light is turn on, otherwise it is the greenone
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es Control Le
ture 10Side ChannelNaive Example Side Channel
◮ A

es Control with 10 digit (0..9)
◮ Code 
omposed of 4 digits
◮ At ea
h mistake a red light is turn on, otherwise it is the greenoneWith at most 40 tries we 
an dedu
e he se
ret 
ode.
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Models and analysis of se
urity proto
ols 1st Semester 2009-2010 A

es Control Le
ture 10Side ChannelTiming atta
k on Pin CodeFor an 8 bytes pin 
ode, we have (28)8 = 2568 possibilities forBrute For
e atta
k.
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ols 1st Semester 2009-2010 A

es Control Le
ture 10Side ChannelTiming atta
k on Pin CodeFor an 8 bytes pin 
ode, we have (28)8 = 2568 possibilities forBrute For
e atta
k.Programfor ( i = 0 ; i <= 7; i++)if ( pinCarte[i℄ != pinPresente[i℄ ) return false;return true ;
◮ Present n : 0, . . . , 256 for the �rst byte (n, 0, 0, 0, 0, 0, 0, 0)
◮ Measure the exe
ution time, the maximun give the �rst part ofthe key.
◮ Reapeat itWe have only 8 ∗ 256 = 2048 possibilities. 29 / 60



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 A

es Control Le
ture 10Side ChannelTiming atta
k on Pin Code: Corre
tionProgramboolean test = true ;for ( i = 0 ; i <= 7; i++)test = test && ( pinCarte[i℄ == pinPresente[i℄);return test ;
30 / 60



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 A

es Control Le
ture 10Side ChannelA
ousti
 
ryptanalysis IIn his book Spy
at
her, former MI5 operative Peter Wrightdis
usses use of an a
ousti
 atta
k against Egyptian Hagelin 
ipherma
hines in 1956. The atta
k was 
odenamed "ENGULF".
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Models and analysis of se
urity proto
ols 1st Semester 2009-2010 A

es Control Le
ture 10Side ChannelA
ousti
 
ryptanalysis IIIn 2004, Dmitri Asonov and Rakesh Agrawal of the IBM AlmadenResear
h Center announ
ed that 
omputer keyboards and keypadsare vulnerable to atta
ks based on di�erentiating the soundprodu
ed by di�erent keys.
32 / 60
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urity proto
ols 1st Semester 2009-2010 A

es Control Le
ture 10Side ChannelCa
he Miss Atta
k Prin
ipleFor a text p and a key k , we will put data in the 
a
he, en
rypt pwith k and look if our data are still in the 
a
he or not.
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Models and analysis of se
urity proto
ols 1st Semester 2009-2010 A

es Control Le
ture 10Side Channel1st round of Optimized AESThe system (E ) shows us the equations of the �rst round :
(E) =

8

>

>

>

>

<

>

>

>

>

:

(x(1)0 , x(1)1 , x(1)2 , x(1)3 )← T0[x(0)0 ]⊕ T1[x(0)5 ]⊕ T2[x(0)10 ] ⊕ T3[x(0)15 ] ⊕ K (1)0 ,

(x(1)4 , x(1)5 , x(1)6 , x(1)7 )← T0[x(0)4 ]⊕ T1[x(0)9 ]⊕ T2[x(0)14 ] ⊕ T3[x(0)3 ] ⊕ K (1)1 ,

(x(1)8 , x(1)9 , x(1)10 , x(1)11 )← T0[x(0)8 ]⊕ T1[x(0)13 ]⊕ T2[x(0)2 ] ⊕ T3[x(0)7 ] ⊕ K (1)2 ,

(x(1)12 , x(1)13 , x(1)14 , x(1)15 )← T0[x(0)12 ]⊕ T1[x(0)1 ]⊕ T2[x(0)6 ] ⊕ T3[x(0)11 ] ⊕ K (1)3 .The initial intermediate state x(0) is 
al
ulated a

ording to thekey k and the plain text p :
∀i ∈ [0, 15], x(0)i = pi ⊕ ki
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Models and analysis of se
urity proto
ols 1st Semester 2009-2010 A

es Control Le
ture 10Side ChannelCountermeasures
◮ Avoiding or desa
tivating the 
a
he.
◮ hardware implementations
◮ AES standard algorithm:You 
an modify the en
ryption software to make it use theAES standard algorithm whi
h does not look up the tables.Thus our atta
k does not work. However the standardalgorithm is less powerful than the optimized algorithm, whi
hwe are atta
king, on 
omputers 32 bits or mu
h.
◮ Playing with the look up tables:You 
an play with the look up tables. For that you 
an putrandomly the tables in memory, put ea
h tables more than onetime in memory or you 
an 
a
he all the 4 tables before (orafter) ea
h en
ryption. By that our atta
k 
an't work anymore but the en
ryption pro
ess is slower. 35 / 60
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es Control Le
ture 10Side ChannelSetup for Power Analysis Atta
k
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ols 1st Semester 2009-2010 A

es Control Le
ture 10Side ChannelSimple Power Atta
k on RSA SignatureSignature si yamodn, where y is the message, n publi
 and is these
ret key.Programs = 1 ;for ( i = L-1 ; i >= 0; i --) {s = s*s mod n ;if ( a [ i ℄ == 1)s = s*y mod n ;}
37 / 60
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ols 1st Semester 2009-2010 A

es Control Le
ture 10A

es Control Matrix ModelA

ess Control Matrix Model
◮ Simple framework for des
ribing a prote
tion system bydes
ribing the privileges of subje
ts on obje
ts.Subje
ts: users, pro
esses, agents, groups, ...Obje
ts: data, memory banks, other pro
esses, ...Privileges (or permissions/rights): read, write, modify, ...
◮ A referen
e monitor de
ides on requests.
◮ Constitutes a model and, when implemented, a me
hanism. 39 / 60
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ols 1st Semester 2009-2010 A

es Control Le
ture 10A

es Control Matrix ModelProte
tion state
◮ A prote
tion state (relative to a set of privileges P) is a triple

(S ,O,M).
◮ A set of 
urrent subje
ts S .
◮ A set of 
urrent obje
ts O.
◮ A matrix M de�ning the privileges for ea
h (s, o) ∈ S ×O, i.e.,a relation S ×O×P or equivalently a fun
tion S ×O → P(P).

◮ Example
40 / 60



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 A

es Control Le
ture 10A

es Control Matrix ModelTransitions
◮ State transitions are modeled by a set of 
ommands.
◮ Commands expressed in terms of 6 primitive operations.1. enter p into M(s, o) (for p ∈ P)2. delete p from M(s, o) (for p ∈ P)3. 
reate subje
t s4. destroy subje
t s5. 
reate obje
t o6. destroy obje
t o
◮ Operation semanti
s as expe
ted, e.g., enter p into M(s, o).Pre
ondition: s ∈ S and o ∈ ONew state: S ′ = S , O ′ = O, M ′(s, o) = M(s, o) ∪ {p},and M ′(si , oi ) = M(si , oi ), for (s ′i , o ′i ) 6= (s, o) 41 / 60



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 A

es Control Le
ture 10A

es Control Matrix ModelExamples of 
ommands
◮ Consider a system where users own �les and 
an delegatepermissions dire
tly (e.g., ConferRead) or transitively (e.g.,DelegateRead) for reading and writing them.
◮ Privileges: ownership (own), read (R), and write (W).
◮ Commands might in
lude:
ommand CreateFile(s, f )
reate obje
t fenter Own into M(s, f )enter R into M(s, f )enter W into M(s, f )end 
ommand ConferRead s1 s2 fif Own M s1 fthen enter R into M s2 fend


ommand RevokeRead s1 s2 fif Own M s1 fand R M s2 fthen delete R from M s2 fend 
ommand DelegateRead s1 s2 fif R M s1 fthen enter R in M s2 fend
42 / 60
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urity proto
ols 1st Semester 2009-2010 A

es Control Le
ture 10A

es Control Matrix ModelTransition system semanti
s
◮ Write (S ,O,M) ⊢
 (S ′

,O ′
,M ′) to denote a transitionasso
iated with the 
ommand 
 . For example:

◮ A starting state st0 = (S0,O0,M0) and a set of
ommands C determines a state-transition system.
◮ So a model des
ribes a set of system tra
es, namely thosetra
es st0, st1, st2, st3, . . .where sti ⊢
i sti+1, for 
i ∈ C . 43 / 60
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urity proto
ols 1st Semester 2009-2010 A

es Control Le
ture 10A

es Control Matrix ModelA

ess matrix: data stru
turesMatri
es de�ne a

ess rights and provide a basis for di�erentpossible enfor
ement me
hanism.
Own

R
W

Own
R
W

R
W

Inquiry
Credit

Inquiry
Debit

Inquiry
Credit

Inquiry
Debit

File 1 File 2 File 3 File 4 Account 1 Account 2

Alice

Bob

Charlie
Own

R
X

W
X

R

RR W

A

ess Matrix AC List (ACL) Capabilities List
Represent as 2 dimensional obje
ts or set of 1-dimensional obje
ts. 44 / 60
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es Control Le
ture 10A

es Control Matrix ModelA

ess-
ontrol (authorization) list
◮ ACL: use lists to express view of ea
h obje
t o:ith entry in the list gives the name of a subje
t siand the rights ri in M(si , o) of the a

ess-matrix.
◮ Standard example: AC for �les.

45 / 60
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es Control Le
ture 10A

es Control Matrix ModelA

ess-
ontrol lists (
ont.)
◮ Implementation:

◮ Asso
iate ACL with ea
h obje
t, typi
ally maintained by OS,middleware, server, ...
◮ Che
k user (group, ...) against list.
◮ Relies on authenti
ation: need to know user.

◮ Usually used for dis
retionary a

ess 
ontrol.Owners have the (usually sole) authority to grant or revokerights to the obje
ts they own to other users.
◮ ACLs are found, for example in the DEC VMS operatingsystem, Linux, and Windows NT. 46 / 60
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urity proto
ols 1st Semester 2009-2010 A

es Control Le
ture 10A

es Control Matrix ModelCapability list
◮ Subje
t view of AC matrix.A 
apability is essentially a pair: an obje
t and an operation.
◮ Users should not be able to forge 
apabilities.Centralized systems:OS manages 
apabilities in prote
ted addressspa
e.Distributed systems:

◮ Pair prote
ted using 
ryptography, e.g.,signatures.
◮ Referen
e monitor 
he
ks ti
ket.
◮ Need not know identity of user or pro
ess (atleast if transitive delegation is allowed).

◮ Capabilities not often used, but gaining popularity indistributed (e.g., mobile agent) setting. 47 / 60



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 A

es Control Le
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es Control Matrix ModelACLs versus 
apabilities Own
R
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Own
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Inquiry
Debit

Inquiry
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File 1 File 2 File 3 File 4 Account 1 Account 2

Alice

Bob

Charlie
Own

R
X

W
X
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RR WACLs
◮ ACLs are 
ompa
t and easy to review.
◮ Deleting an obje
t is simple.
◮ Deleting a subje
t more di�
ult.
◮ Delegation possible in dis
retionary a

ess
ontrol setting: Owners have the (usually sole)authority to grant or revoke rights to the obje
tsthey own to other users.Capabilities (in parti
ular, when distributed)
◮ Not so 
ompatible with obje
t-oriented view ofthe world.
◮ Delegation easy, revo
ation di�
ult.
◮ In general, di�
ult to know who has permissionson an obje
t. 48 / 60



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 A

es Control Le
ture 10RBACOutlineMotivationsDACMACSide ChannelA

es Control Matrix ModelRBACCon
lusion 49 / 60



Models and analysis of se
urity proto
ols 1st Semester 2009-2010 A

es Control Le
ture 10RBACS
alable se
urity poli
ies
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y when there are 103 − 106subje
ts and obje
ts? An example?
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es Control Le
ture 10RBACS
alable se
urity poli
ies
◮ How do we formalize a poli
y when there are 103 − 106subje
ts and obje
ts? An example? Your typi
al bank!

◮ AC matri
es (whether ACLs or CLs) s
ale poorly.
◮ They are di�
ult (or impossible) to maintain.

◮ Over
ome using standard tri
ks: abstra
tion and hierar
hy.Abstra
tion: Many subje
ts (or obje
ts) have identi
alattributes, and poli
y is based on theseattributes.Hierar
hy: Often fun
tional/organizational hierar
hies thatdetermine a

ess rights. 50 / 60
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es Control Le
ture 10RBACFirst, a slight reformulationto set the stage for Role-Based A

ess Control
◮ Re
all AC-Matrix: M de�nes a relation S ×O × P , where P isa privilege like �read� or �write�.
◮ We now re
ast matrix M as relation, M ⊆ Users× Permissions
◮ A permission represents authorization to perform an operationon an obje
t.In matrix-model terminology: a pair (obje
t, privilege) ∈ O×P .
◮ De
larative a

ess 
ontrol: authorization spe
i�ed by arelation.A user is granted a

ess i� he has the required permission.u ∈ Users has p ∈ Permissions :⇐⇒ (u, p) ∈ AC. 51 / 60
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ture 10RBACA

ess Control � A Simple ExampleUserAli
eBobJohn User PermissionAli
e read �le aAli
e write �le aAli
e start appli
ation xAli
e start appli
ation yBob read �le aBob write �le aBob start appli
ation xJohn read �le aJohn write �le aJohn start appli
ation x
Permissionread �le awrite �le astart appli
ation xstart appli
ation y
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ture 10RBACRole-Based A

ess Control
◮ Role-Based A

ess Control de
ouples users and permissions byintrodu
ing roles.
◮ Formalized by a set Roles and the relations UA ⊆ Users× Roles andPA ⊆ Roles× Permissions, whereAC:=PA ◦ UAAC := {(u, p) ∈ Users× Permissions |

∃r ∈ Roles : (u, r) ∈ UA ∧ (r , p) ∈ PA} .

◮ Example:User RoleAli
e UserAli
e SuperuserBob UserJohn User RoleUserSuperuser Role PermissionUser read �le aUser write �le aUser start appli
ation xSuperuser start appli
ation y53 / 60
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ture 10RBACRBAC � advantages over matrix
◮ Roles are abstra
tion of jobs or fun
tions in an organization.

◮ Distin
t from notion of user groups, whi
h names 
olle
tions ofusers.
◮ Emphasis is on responsibility and asso
iated permissions.

◮ In
reases abstra
tion in poli
ies. Poli
ies be
ome moremanageable.
◮ Less information must usually be maintained when number ofroles is small (relative to number of users and permissions).

|PA| + |UA| ≤ |AC| 54 / 60
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ture 10RBACRBAC � Extensions1. Fa
torization idea 
an be further extendedby introdu
ing a partial order ≥ on roles.AC := PA ◦ ≥ ◦ UASemanti
s: larger roles inherit permissions from all smallerroles.E.g., Cardiologist ≥ Physi
ian, so 
ardiologists have physi
ians'rights.2. Hierar
hies on users (UA) and permissions (PA) also possible.3. RBAC standard introdu
es additional extensions.E.g., introdu
es notion of sessions, representing users' a
tiveroles. 55 / 60
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E.g., User 9 
an 
arry out operation 2. 56 / 60
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◮ A

ess Control
◮ Matrix Model
◮ MAC
◮ DAC
◮ Side Channel Atta
ks
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◮ Non Interferen
e
◮ Se
ret Sharing
◮ Funny introdu
tion to Zero Knowledge.
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