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Active Intruder: Security Problem

The Intruder is the Network (Worst Case)

Listen

Passive: Intruder deduction problem
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Active Intruder: Security Problem

The Intruder is the Network (Worst Case)

Listen

Passive: Intruder deduction problem

Active Intruder Security problem

> intercept messages (add messages to his knowledge)
» Play messages from his knowledge

» Start new sessions

Execution tree has:
» infinite branching (size of messages is not bounded)

» infinite depth (number of sessions is not bounded)
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Active Intruder: Security Problem

Active Intruder with bounded number of sessions

» Theoriticaly: decidable
» Interesting practically:

» Find flaws
» Usually attacks use few sessions !
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Active Intruder: Security Problem

Dolev-Yao Deduction System

Deduction System : Ty’ s

UGTO TO'_<U7V>
(A) Tol—Ll (UL) To}—u
Tolu TokFv To F (u,v)
Ryt = I Y UR) oY)
(P) To F {u,v) (UR) Totv
Tolu TokFv To - {u}v Tolv
C L0 Y ‘0l v D
( ) To}—{u}v ( ) To}—u

7/42



Models and analysis of security protocols 1st Semester 2009-2010 Active Intruder Lecture 8
Active Intruder: Security Problem

Model: actions, roles and protocol

Definition (Action)

An action is a couple (recv(u), send(v)) such that
ueT(F,X)U{init}, ve T(F,X)U{stop}. Denoted (v — v).
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Active Intruder: Security Problem

Model: actions, roles and protocol

Definition (Action)

An action is a couple (recv(u), send(v)) such that
ueT(F,X)U{init}, v e T(F,X)U/{stop}. Denoted (u — v).

Definition (Role)
A role is a finite sequence of actions:
(11 = v1), ..o, (up — vp)

such that vars(v;) C U vars(uj).
1<)<i
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Active Intruder: Security Problem

Model: actions, roles and protocol

Definition (Action)

An action is a couple (recv(u), send(v)) such that
ueT(F,X)U{init}, v e T(F,X)U/{stop}. Denoted (u — v).

Definition (Role)
A role is a finite sequence of actions:
(11 = v1), ..o, (up — vp)

such that vars(v;) C U vars(uj).
1<)<i
Definition (Protocol)

A protocol P is a finite set of roles: P = {Ry,..., Rk} 8/ 42
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Active Intruder: Security Problem

1st Example:

Example (Needham-schroeder)

1. A —- B : {Na7A}pk(B)

2. B — A : {Na, Nb}pk(A)

3. A - B : {Nb}pk(B)
Write down each agent's role description, this A talks with
anybody.

Ra = (init,Xb — {N37A}pk(Xb))7
({NSH XNb}Pk(A) - {XNb}pk(Xb))a

Re = ({xn,,xa}pok(8) = {XN,s Nb}pk(xa))
({Nb}pk(B)y — stop)
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Active Intruder: Security Problem

Scyther Notation

A: const Na: Nonce;
var Nb: Nonce;

send(A,B, {Na,A}pk(B));
recv(B,A, {Na,Nb}pk(A));
send (A,B, {Nb}pk(B));

B: const Nb: Nonce;
var Na: Nonce;

recv(A,B,{Na,A}pk(B));

send (B,A,{Na,Nb}pk(A));
recv(A,B,{Nb}pk(B));
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Active Intruder: Security Problem

Exercise

Denning-Sacco Protocol

A—S: (AB)

S—A: {<<BvNAB>7<NS>{<NABv<A7 NS>>}KBS>>}KAS
A—B: {<NAB> <A> N5>>}K35

B— A: {SAB}NAB

> B

Pps = {Ra, Rg, Rs} models one session of A, B and S.
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Active Intruder: Security Problem

Exercise

Denning-Sacco Protocol

A—S: (AB)

S—A: {<<BvNAB>7<NS>{<NABv<A7 NS>>}KBS>>}KAS
A—B: {<NAB> <A> N5>>}K35

B— A: {SAB}NAB

> B

Pps = {Ra, Rg, Rs} models one session of A, B and S.

Rp = (init,XB — <A,XB>),
({<<XB7XNAB>7 <XN57 ZA>>}KAS = ZA),
({walsy,, — stop)

Rg = ({yNAB7 <XA7}’N5>>}K55 - {SAB}YNAB)

11/ 42
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Active Intruder: Security Problem

Semantic

Definition (States and Transitions)

A state is a couple (T, P) where T is a set of ground terms
(intruder knowledge) and P a protocol.

We define a transition relation between states (T, P) — (T', P’)
by:

» Rie P,Ri=(u—v)

» T+ uo (dom(o)= vars(u))
» T'=TU{vo}

» Rle PRl =(P\{R})URjo
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Active Intruder: Security Problem

Example

Example
Let T ={a, b, k} and P = {R} where
R=((x,y) = {y}t: %)), (z = (x,{y,2))).
> (T, P) = (T U{{{b}x; )}, {(z = (a,(b,2)))})
T, P) = (TUi{atk}x a)} {(z — (a8, ({a}k, 2)))}
(

> (
> (T, P) A (T U{{{{atk}, @)} {(z = (a, {a}x, 2)))})
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Active Intruder: Security Problem

Example

Example

Let T ={a, b, k} and P = {R} where

R=((x,y) = {y}t: %)), (z = (x,{y,2))).
> (T, P) = (T U{{{b}x; )}, {(z = (a,(b,2)))})
> (T, P) = (TU{{{{atx o )}, {(z = (a, ({a}k > 20)}
> (T, P) A (T U{{{atk}k, a)}: {(z = (a, ({atk, 2)))})

Each branch has a finite depth, but possibly a infinite branching.
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Active Intruder: Security Problem

Preservation of the secrecy

Definition (Secrecy)

Let 77 be a ground set of terms (Initial knowledge of the intruder).
A protocol P does not preserve the secrecy of a ground term s for
T if there does not exist a state (T’, P"), such that

» T'Fs
> (T1>P) —* (Tlvpl)
where —* is the reflexive and transitive closure of —.

If there does not exist a such state (7', P') we say that P
preserves the secrecy of s for the initial intruder knowledge T7.
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Active Intruder: Security Problem

Interleaving

Definition (Partial Order <,)

A protocol P define a partial order <p on actions of P, s.t
(ui = vi) <p (uj = vj)

fReP,R=(ui—wv)...(uy = vi)...(uj = vj)...(up —
va) (1 <i<j<n).
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Active Intruder: Security Problem

Interleaving

Definition (Partial Order <,)

A protocol P define a partial order <p on actions of P, s.t
(ui = vi) <p (uj = vj)

fReP,R=(ui—wv)...(uy = vi)...(uj = vj)...(up —
va) (1 <i<j<n).

Definition (Execution Order <g)

An execution order <g of P is a total order on the subset A of
actions of P, compatible with <p and stable by predecessor, i.e.

ifbecAeta<pbthenac Aand a<gb

. . 15 / 42
It corresponds to an interleaving of roles.



Models and analysis of security protocols 1st Semester 2009-2010 Active Intruder Lecture 8
Active Intruder: Security Problem

Secrecy

Definition (Secrecy over <)

Let an execution order <g of P. We assume that
(Ul — Vl) <g...<E (U,7 — V,,)

< g does not preserve the secrecy of s, given Tj if there exists
01,...,0p such that

(P, Tl) — (Pl, T U {vlal}) — ... — (Pn, T U {V10'1,. RN VnO'n})

and Ty U{vio1,...,vpon} F s.
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Bounded Number of Sessions

Outline

Bounded Number of Sessions
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Bounded Number of Sessions

Constraints System

Symbolic representation of execution tree by constraints system.
Definition (Constraints System)

A constraint is an expression T I u where T is a set of terms and
u a term.

A constraints system C is a finite set of constraints Ui<j<, T; IF u;
such that

> T;CTitn  (1<i<n)
» if T;IFu; € C and x € vars(T;) then
Ti=min{T" | T'l- v € C,x € vars(v)} exists and j < i
A substitution ¢ is a solution of C if To - wuo for all TIFu e C.
We denote by | a constraints system unsatisfiable.
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Bounded Number of S

From Protocols to Constraints system

Let P a protocol, <g an execution order of P and s a secret term.
(Ul — Vl) <E (U2 — V2) <g...<E (Un — Vn)

We associate C:

T1 I+ up
T2:T1U{V1} IF w

T, = n_1U{Vn_1} - u,
Tor1=ThU{v,} Ik s

We show that C has a solution iff <g does not preserve the secret

of the term s.
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Bounded Number of Sessions

Exercises

Exercise 1

A— B:
B— A:
A— B:
B— A:
A— B:

<A7 NA>

{<NA> NB>}Kab
Ng

{<K> NB>}Kab
{stk

Intruder knows only identities of A and B.

» Give role specification of this protocol of an instance of

execution between A and B.

» Give a constraint system associated to this protocol between

A and B.
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Bounded Number of Sessi

Solution
A= B: (A Na)
B— A: {(Na,Ng)}k,
A— B: NB
B—A: {(K,Ng)}k,
A— B: {S}K
T =
{A,B,(A,Na),{(Na, Ng)}k,,, N, {(K, Ng) } k., {S} k., init, stop}
Roles

Ra= (init — (A Na)),
({<NA7XNB>}K(A,XB) - XNB)7
({<XK7XNB>}K(A,XB) - {S}XK)

Re = ({(Xa: Xny) — {(Xn,s NB>}K(XA,B))
(N — {(K, NB>}K(XA,B))7
({X:}x — stop) 21/ 42
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R ded Number of Sessi

Solution
A— B:
B— A:
A— B:
B— A:
A— B:
T =

<A> NA>

{{Na, Ng) } k.,
Ng

{(K, Ng)}k,,
{s}tk

{A7 B, <A7 NA>7 {<NA7 NB>}Kab7 Ng, {<K7 NB>}Kab7 {S}Ka init, StOP}

Constraint System

T
T, =T1U {(A, NA>}

IFinit
I (Xa, Xn,)

T3 =T U {{<X’VA7 NB>}K(XA,B)} = {<NA7XNB>}K(A,XB)

Ty = T3 U {XNB}

- Ng

Ts = TaU{{(K,Ne) ki, 5 F IF LXK Xivg) o

Te = Ts U {{s}x.}
T7 = Te U {stop}

IF {Xs}k
- s 22 /42
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Bounded Number of Sessions

Resolution of Constraints systems

Definition (Rules of simplification: C ~~, C’)

R
R>
R3
Ry

Rs
Rs

CU{TIFu}
CU{T IFu}
CU{T IFu}
CU{T IF{u}}

CU{T I+ (u,v)}
CU{T IF u}

o

$ 48

C

CoU{To IFuc}
CoU{To IFuc}
CU{TIFu,TIFv}

CU{TIFu, TIFv}
i

if TU{x|

T'FxeC, T"CT}ru
o =mgu(t,u),t € st(T),
t, u no variables
o = mgu(ty, ), t1, tr € st(T),
t1, to no variables

if T=0or
var(T)=var(u)=0and T /u
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Bounded Number of Sessions

Properties of simplification rules

Lemma (Preservation)

Simplification rules transform a constraints system into a
constraints system.
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Bounded Number of Sessions

Properties of simplification rules

Lemma (Preservation)

Simplification rules transform a constraints system into a
constraints system.

Lemma (Correctness)

If C ~~, C' then if 0 is a solution of C', o0 is also a solution of C.
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Bounded Number of Sessions

Properties of simplification rules

Lemma (Preservation)

Simplification rules transform a constraints system into a
constraints system.

Lemma (Correctness)

If C ~~, C' then if 0 is a solution of C', o0 is also a solution of C.

Lemma (Termination)

Simplification rules always terminate: There does not exist infinite
chain C ~5, Ci ~=g, G ~ogy ...

24 /42



Models and analysis of security protocols 1st Semester 2009-2010 Active Intruder Lecture 8
Bounded Number of Sessions

Properties

Definition (Solved Form)

A constraints system C is in solved form if C = L or if each
constraint is of the following form T I x where x is a variable

T #90.

Lemma

All constraints systems in solved form different of 1 has at least
one solution.

25 / 42
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Bounded Number of Sessions

Properties

Definition (Solved Form)

A constraints system C is in solved form if C = L or if each
constraint is of the following form T I x where x is a variable

T #0.
Lemma

All constraints systems in solved form different of 1 has at least
one solution.

Lemma (Completeness)

If C is a constraint system not in solved form and if o is a solution
of C then there exists 0,7 such that C ~y C', 0 =071 and 7 is a
solution of C'.

25 / 42
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Bounded Number of Sessions

Decidability

Theorem

Preservation of the secrecy for protocol with bounded number of
sessions is decidable.

» Guess an interleaving and build constraints system associated.

» Using previous lemma C has a solution iff there exists C’ in
solved form such that C" # L and C ~, C’

» Using termination lemma to conclude.

We also can show that the problem is in co-NP.
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Bounded Number of Sessions

Exercises

Exercise 1
A— B: (A Np)
B — A: {(Na,Ng)}k,,

A—B: Ng
B—>A: {<K7 NB>}Kab
A— B: {stk

Intruder knows only identities of A and B.

» Use simplification rules to transform the system in solved
form.

» There exists an easy attack, can you find it ?
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Bounded Number of Sessi

Solution
Ty = {A7 B, <A7 NA>7 {<NA7 NB>}Kab7 Ng, {<K7 NB>}Kab7 {S}Kv init, stop}
G T - init
G T,=T1 U {<A, /VA>} I+ <XA, XNA>
G T3=Tyu {{<XNA7 NB>}K(XA,BJ} I {<NA7XNB>}K(A,XB)
C T4=T3U {XNB} I+ Ng
G Ts=T4U {{<Ka NB>}K(XA.B)} I {<XKv XNB>}K(A,XB)
Co To=TsU{{stx} - {Xs}x
G T7 = Te U {stop} - s
Road book

Interleaving: (uf, v{)(uB, vB)(uf, v8')(uB, vE)(uf), v§) (LB, vE)

R, CU{TIlFu} ~, CoU{Tolkuc} o= mgu(t,u),test(T),
t, u no variables
» Apply nothing on i, already in resolved form.

» Apply R; on G give o1 = {Xn, — Na, Xa — A} and Ry 28 / 42
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R ded Number of Sessi

Solution

Ty = {Av B, <A, NA>a {<NA7 NB>}Kab7 Ng, {<K7 NB>}Kab7 {5}K7 init, StOp}

Gor Tz3=TU {{<NA7 NB>}K(A,Bj} I

Gor Ta=T3U{Xn,}

Csor Ts = T U{{(K,Ng)} ket
Goor To= TsU{{s}tx}

Goy  T7 = Te U {stop}

Road book a1 = {Xn, < Na, Xa — A}

» Apply R on G5 gives 02 = {Xn, < Ng, Xg < B} (or Ny) and Ry

I+
I+
I+
I+

{<NA7 XNB>}K(A,XBj
Ng

{<XKa XNB>}K(A,XB)
{XS}K

S

29 / 42
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Bounded Number of Sessi

Solution

Tl - {A7 Ba <A7 NA>7 {<NA7 NB>}Kab7 N37 {<K7 NB>}Kab7 {S}K7 inita StOp}

Gsoroa Ts = Ta U{{(K, Ng)}rpt & {(Xk:Ng)trps
C60'10'2 T6 = T5 U {{S}XK} I+ {Xs}K
Cror02  T7 = Te U {stop} - s

Road book g1 = {XNA — NA,XA — A} gy = {XNB — NB,XB — B}

> App|y R> on C50'10'2 give 03 = {XK “— NA}

» Apply Rz, on 010203 give o4 = {Xs «— s}
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R ded Number of Sessi

Solution

A wWw N =

A— B:
B—A:
A— B:
B—A:
A— B:

<A> NA>
{{Na, Ng) } k.,
Ng

{(K, Ng)}k,,
{s}tk

The resolution of constraint system gives the following attack:
Send 2nd message {(Na, Ng)}k,, instead of the 4th message
{(K,Ng)}k,,- Hence A will replay {s}y, because intruder knows

Na
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Bounded Number of Sessions

Exercises

Exercise 2

A—B: {(AK) ks
B— A: {S}Kab

Intruder knows only identities of A and B. Show that the secret
data s is preserved by one single session between A and B.
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Bounded Number of Sessions

Solution

A—B: {{AK)lk,
B— A: {S}Kab

T, = {A, B, {<A7 K>}Kab7 {S}Kab}

Constraint System

G Ty I+ {<A7 XK>}Kab
G T,=T1U {<A7XK>}Kab I {S}XKab
G Tz3=TU {S}XKab I s
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Bounded Number of Sessions

Solution
G T I {<A7 XK>}XKab
G To=TiU{{(AX)}tx, F {stx,
G T3=TU {S}XKab I s

T = {A> B, {<A> K>}Kab7 {S}Kab}
Road book

» Apply nothing or R4 or Rs and R, on (; give
o) — {XK — K’XKab — ab}

» Apply Rs or nothing and Ry, on 0o C give 01 = { Xy, < Ng}
(or Na)

Each time you meet a solved form of the form L with Rs.
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NP-Hardness for B ded Number of S

Outline

NP-Hardness for Bounded Number of Sessions
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NP-Hardness for B ded Number of Sessi

NP-hardness

Theorem

Decide if a protocol P does not preserve the secrecy of a ground
term s from an initial knowledge Ty is NP-difficult.

36 / 42
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NP-Hardness for B ded Number of S

Recall 3-SAT Problem

Definition

Input: set of propositional variables {xi,...,x,} and a conjunction
of clauses with 3 literals.

2\ — €i1 €i,2 €3
f(x) = /\ (x1 VX3 VX3
1<i</

where €;; € {+,—} and xT = x,x~ = —x.
Question : Does exist a valuation V of {xi,...,x,}, such that
V(f(X)=T.

Theorem

3-SAT problem is NP-complete.

37 /42



Models and analysis of security protocols 1st Semester 2009-2010 Active Intruder Lecture 8
NP-Hardness for B ded Number of Sessi

NP-difficulty

We build a protocol such that an intruder can deduce s iff f(X) is

satisfaisable.

xj ife=+
KEy — oo e
glx) { Dajhe ifej=— .
Vi<i<lI: fi(X)= <g(xi,lil)7 (g(xi7'2’2),g(x,-7'3”3)>>

We suppose Initial intruder knowledge is { L, T}.

A O (o)) — LAR), (B(R), . (%), end)
vi<i</:

Ei {<<T7 <X>y> >Z>}P - {Z}P

Bi: {{{Lik. (¥, 2)}p — {z}p

_Ci : {<<X> <T>y>>>z>}P - {Z}P

Ci: {{({L oy )t — {2}p

Bi : {<<X> <Y7T>>>Z>}P - {Z}P

D;: i( X7<y7{J-}K>>7Z>}P_>{Z}P

e

m

-~ N}e
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Conclusion

Outline

Conclusion
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Conclusion

Summary

Today

» Active Intruder

» Bounded Number of Sessions
» NP-Hardness

» Tools
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Conclusion

Next Time

» Playing with Tools:

» Scyther
» Avispa: OFMC, Cl-Atse, SATMC, TA4SP
» Proverif
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Conclusion

Thank you for your attention

Questions ?
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