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1 Context

Sensors, cell phones, cars and many modern applications use wireless communi-
cation. This allows more freedom and flexibility to users. Many designers have
proposed protocols to guarantee the security of such communications. Most of
these protocols use timestamps and cryptographic primitives. In this area, new
properties appear, such as the concept of neighborhood. Neighborhood is the
property to communicate directly with one of your actual neighbors (it means
without replay). In wireless communications one well-known attack is the worm-
hole attack. It consists in an intruder catching a signal emitted by a player A
and forwarding it to some instance B which is not his neighbor. By this way,
the intruder misleads the instance B receiving the forwarded signal, making it
believe that he is the player A. One concrete application of this attack is that
an intruder can enter into a building faking a control access RFID reader. Many
new protocols try different ways to avoid this kind of attack [6l [l O 8, 2, [7]

In the last few years, formal analysis of cryptographic protocols has become
classical. Many formal methods exist or are still being designed for automatic
verification of properties like secrecy or authentication [T0, B, [, [T, B, 2]. This
area of research is very active and it aims at eventually prove security of concrete
protocols used in modern communications. The aim of this work is to analyze,
using a formal approach, different properties of wireless networks.

2 Goals

The first goal of this work is to list and understand what are new properties
that wireless communications have to guarantee. We also want to analyze what
are the intruder capabilities in this context, and propose a formalization, which
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try to catch the mobility of the agents. For this purpose, we can try to extend
our first draft of model of neighborhood property.

After this analysis and formalization, the last task would be to perform an

automatic formal analysis for the selected properties.
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