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1 Context

With internet and electronic devices recent explosion, cryptography is every-
where around us. The aim of this area is to secure different applications us-
ing mathematical problems that are proven hard according to complexity the-
ory. Computational analysis tries to classify the security level of these en-
cryption schemes, by testing the robustness of the scheme w.r.t. keeping in-
formation secret (OneWayness, Indistinguishability Non-Malleability) against
different adversaries (CPA, CCA1, CCA2) modeled by Probabilistics Turing
Machines (see [I] for a clear overview).

Among all existing encryption schemes we focus on encryption schemes called
homomorphic [3] 6l [T} 00, 9, &, [, 2], for they have the following property:

H{Uz}k = {Z Uz‘}k

The product of encrypted messages with the same key is equal to the en-
cryption of the sum of the messages. This kind of encryption schemes are for
instance used in voting protocols [ HI.

2 Goals

The first task is to list all encryption schemes with the homomorphic property
and to look at the level of security they achieve according to the literature.
According to various existing results, the student will try to propose attacks
or security proofs for homomorphic encryption schemes to refine the analysis of
their security level.
The second phase of this work consists in proposing generic computational
analysis for a homomorphic scheme independently of the way it is designed. The
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goal is to find a kind of class of encryption scheme with the same security level
based on the homomorphic property.
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