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t1 ContextWith internet and ele
troni
 devi
es re
ent explosion, 
ryptography is every-where around us. The aim of this area is to se
ure di�erent appli
ations us-ing mathemati
al problems that are proven hard a

ording to 
omplexity the-ory. Computational analysis tries to 
lassify the se
urity level of these en-
ryption s
hemes, by testing the robustness of the s
heme w.r.t. keeping in-formation se
ret (OneWayness, Indistinguishability Non-Malleability) againstdi�erent adversaries (CPA, CCA1, CCA2) modeled by Probabilisti
s TuringMa
hines (see [1℄ for a 
lear overview).Among all existing en
ryption s
hemes we fo
us on en
ryption s
hemes 
alledhomomorphi
 [3, 6, 11, 10, 9, 4, 7, 2℄, for they have the following property:
∏

{vi}k = {
∑

vi}kThe produ
t of en
rypted messages with the same key is equal to the en-
ryption of the sum of the messages. This kind of en
ryption s
hemes are forinstan
e used in voting proto
ols [8, 5℄.2 GoalsThe �rst task is to list all en
ryption s
hemes with the homomorphi
 propertyand to look at the level of se
urity they a
hieve a

ording to the literature.A

ording to various existing results, the student will try to propose atta
ksor se
urity proofs for homomorphi
 en
ryption s
hemes to re�ne the analysis oftheir se
urity level.The se
ond phase of this work 
onsists in proposing generi
 
omputationalanalysis for a homomorphi
 s
heme independently of the way it is designed. The
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goal is to �nd a kind of 
lass of en
ryption s
heme with the same se
urity levelbased on the homomorphi
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