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t1 ContextIn the last few years, formal analysis of 
ryptographi
 proto
ols has be
ome
lassi
al. Many formal methods exist or are still being designed for automati
veri�
ation of se
urity properties su
h as se
re
y or authenti
ation [11, 3, 1,12, 4, 2℄, aiming in the end at proving 
on
rete proto
ols a
tually are se
ure.Here, we fo
us our analysis more spe
i�
ally on voting proto
ols [9, 6℄. In su
hproto
ols, a kind of se
re
y and authenti
ation is required to guarantee these
ret of one vote and authenti
ation of the voter. But some more 
omplexproperties have to be a
hieved by voting proto
ols like for instan
e the propertythat nobody, ex
ept the voter himself, 
an link one vote to his voter. Oneusual method developed in voting proto
ols is to use a homomorphi
 en
ryption(see [5℄ for a survey). A homomorphi
 en
ryption s
heme has the followingproperty:
∏

{vi}k = {
∑

vi}kThe produ
t of en
rypted messages with the same key is equal to the en-
ryption of the sum of the messages.2 GoalsThe �rst goal of this work is to list existing e-voting proto
ols using homomor-phi
 en
ryption from the state of the art. From this list, the student shouldunderstand whi
h properties are 
onsequen
es of this homomorphi
 property.The se
ond phase of this study is to perform an automati
 formal analysisfor homomorphi
 en
ryptions. We strongly expe
t that existing methods basedon 
onstraints and resolution of equations systems 
an be extended to analyzethis spe
i�
 property [8℄.
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The last phase of this work 
onsists in proposing a �rst draft of formalde�nition of these properties for voting proto
ols. Some re
ent results have beenobtained in this dire
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