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Résumeé

L'étude de programmes probabilistes intéresse plusieurs domaines de l'infor-
matique : les réseaux, 'embarqué, ou encore la compilation optimisée. C’est tache
malaisée, en raison de I'indécidabilité des propriétés sur les programmes détermi-
nistes a états infinis, en plus des difficultés provenant des aspects probabilistes.

Dans cette these, nous proposons un langage de formules permettant de spéci-
fier des propriétés de traces de systemes de transition probabilistes et non-déter-
ministes, englobant celles spécifiables par des automates de Biichi déterministes.
Ces propriétés sont en général indécidables sur des processus infinis.

Ce langage a a la fois une sémantique concrete en termes d’ensembles de
traces et une sémantique abstraite en termes de fonctions mesurables. Nous appli-
qguons ensuite des techniques d’interprétation abstraite pour calculer un majorant
de la probabilité dans le pire cas de la propriété étudiée et donnons une amé-
lioration de cette technique lorsque I'espace d’états est partitionné, par exemple
selon les points de programme. Nous proposons deux domaines abstraits conve-
nant pour cette analyse, I'un paramétré par un domaine abstrait non probabiliste,
I'autre modeélisant les gaussiennes étendues.

Il est également possible d’obtenir de tels majorants par des calculs propageant
les mesures de probabilité en avant. Nous donnons une méthode d’interprétation
abstraite pour analyser une classe de formules de cette facon et proposons deux
domaines abstraits adaptés a ce type d’analyse, I'un paramétré par un domaine
abstrait non probabiliste, I'autre modélisant les queues sous-exponentielles. Ce
dernier permet de prouver la terminaison probabiliste de programmes.

Les méthodes décrites ci-dessus sont symboliques et ne tirent pas parti des
propriétés statistiques des probabilités. Nous proposons d’autre part une méthode
de Monte-Carlo abstrait, utilisant des interpréteurs abstraits randomisés.






Abstract

The study of probabilistic programs is of considerable interest for the valida-
tion of networking protocols, embedded systems, or simply for compiling opti-
mizations. It is also a difficult matter, due to the undecidability of properties on
infinite-state deterministic programs, as well as the difficulties arising from prob-
abilistic aspects.

In this thesis, we propose a formulaic language for the specification of trace
properties of probabilistic, nondeterministic transition systems, encompassing
those that can be specified using deterministic Blchi automata. Those properties
are in general undecidable on infinite processes.

This language has both a concrete semantics in terms of sets of traces, as well
as an abstract semantics in terms of measurable functions. We then apply abstract
interpretation-based techniques to give upper bounds on the worst-case probabil-
ity of the studied property. We propose an enhancement of this technique when
the state space is partitioned — for instance along the program points —, allowing
the use of faster iteration methods. We propose two abstract domains suitable for
this analysis, one parameterized by an abstract domain suitable for nondetermin-
istic (but not probabilistic) abstract interpretation, one modeling extended normal
distributions.

An alternative method to get such upper bounds works is to apply forward
abstract interpretation on measures. We propose two abstract domains suitable
for this analysis, one parameterized by an abstract domain suitable for nondeter-
ministic abstract interpretation, one modeling sub-exponential queues. This latter
domain allows proving probabilistic termination of programs.

The methods described so far are symbolic and do not make use of the statis-
tical properties of probabilities. On the other hand, a well-known way to obtain
informations on probabilistic distributions is the Monte-Carlo method. We pro-
pose an abstract Monte-Carlo method featuring randomized abstract interpreters.
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Chapter 1

Cadre des recherches
développees

Introduction

L'informatique, au cours de ses quelques dizaines d’années d’existence, est passée
du stade de technologie expérimentale réservée a quelques grands projets, le plus
souvent militaires, au stade de technologie courante, présente a la fois dans les
centres de calculs et autres bases de données et dans tous les bureaux mod-
ernes, mais aussi dans un grand nombre d’appareils, du plus petit appareil pho-
tographique jusqu’aux avions gros porteurs et aux centrales nucléaires. Dans ces
derniers cas, ou des vies humaines sont en jeu, on attend des systemes un fonc-
tionnement sdr.

Dans le cas de systemes non informatiques, il est courant d’estimer des prob-
abilités d’accident, notamment par décomposition d’'un systeme complexe en
plusieurs composants, pour autant que les comportements de pannes soient quasi-
ment indépendants d’'une piéce a l'autre. Les composants sont souvent décrits par
leur «temps moyens entre deux pannebbFBF, mean time between failures
On peut alors estimer le comportement global du systéme par une combinaison
des probabilités de panne des composants. Cette approche a notamment été pop-
ularisée par le rapport Rasmussen sur les risques d’'accident dans les centrales
nucléaires civiles aux Etats-Unigf] et a depuis été appliquée a de nombreux
systémes industriels, ce qui permet, de nos jours, d’imposer réglementairement
des probabilités maximales d’accideBi] ch. X]. Une telle approche peut méme
étre employée pour des systemes naturels: c’est ainsi que I'on estime, par exem-
ple, la probabilité qu’un glissement de terrain se produise au dessus d’une courant
pendant une période donn&38]. Lorsque les résultats de ces analyses sont con-
nus en fonction de certains parametres du systeme choisis par I'entrepreneur, on

15



16 CHAPTER 1. CADRE DES RECHERCHES DEVELOPPEES

peut éventuellement optimiser une fonction tenant compte a la fois de la probabil-
ité d’accident et des codts.

Il est tentant de vouloir étendre de telles analyses a des systémes com-
prenant un composant informatique. Prenons un objet courant: une impri-
mante laser. Celle-ci comprend plusieurs dispositifs électromécaniques et des
senseurs, qui permettent de détecter la présence ou I'absence de papier dans les
différentes étapes du chemin de papier. Le systéme est contrdlé par un petit micro-
ordinateur. 1l est bien connu que ce type d’imprimante a parfois des ratés logi-
ciels: I'informatique de contrble peut par exemple se persuader que le papier est
coincé alors gu'’il ne I'est pas. On peut alors vouloir obtenir des données fiables sur
la fréquence d’apparition de ce type de pannes, exaspérantes pour les utilisateurs.
Dans ce cas, il est possible de conduire des expériences pratiques sur le systeme
complet; on imagine par contre moins de telles expériences pour des avions de
ligne ! 1l semble donc souhaitable de pouvoir fournir des données sdres sur le
comportement d’'un systeme informatique embarqué, moyennant la connaissance
de données sur son environnement. C’est dans ce but que les techniques présen-
tées dans cette thése ont été développées.

L'expression « probabilité qu’un logiciel soit fiable » peut avoir plusieurs sens
trés différents. Nous nous intéressons dans cette thése a un de ces sens, a savoir
celui qui étudie le comportement d’'un systeme informatique donné en présence
de composants probabilistes, éventuellement incomplétement spécifiés. Nous ver-
rons ici qu'’il existe d’autres définitions possibles, comme I'étude de la fiabilité du
processus de conception du logiciel lui-méme. Nous ne nous intéresserons pas a
ces aspects.

1.1 Techniques statistiques d’'analyse de logi-
ciels

De nombreuses techniques statistigues ou probabilistes ont été proposées pour
mesurer la fiabilité des logiciels, notamment dans le cas des logiciels critiques.
Dans ces circonstances, une question naturelle est le rapport qu’il y a entre les
techniques présentées dans cette these et d’autres familles de techniques qui peu-
vent paraitre proches.

Bien que ces techniques aient en apparence le méme but (obtenir des données
guantitatives sur la fiabilité des logiciels), nous verrons qu’elles analysent souvent
des phénomenes différents et que la solidité de leurs bases mathématiques est tres
variable.
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1.1.1 Ingéniérie logicielle statistique

Dans de nombreux domaines d’ingénierie, la fiabilité d’'un systéme est estimée en
se basant sur des données statistiques provenant d’essais, de versions similaires
ou de projets du méme type (historique). Des modéeles établissent alors des cor-
rélations statistiques entre différentes données sur le développement du logiciel
(nombre de lignes de codes au total, nombres de lignes de codes modifiées depuis
la derniére livraison, nombre de travailleurs sur le projet....) et le nombre d’erreurs
trouvéesl§2]. De la méme fagon, de tels modeéles sont censés permettre d’estimer
le temps de développement des logiciels en fonction de différents parameétres de
complexité du code. De telles techniques peuvent fournir des indices comme “le
nombre estimé d’erreurs pour 100 lignes de code”.

Il est important de noter que ce type de technique vise essentiellement a es-
timer la probabilité d’échec d’'un processus social et technique, la programmation,
en fonction de différents facteurs, et non pas la probabilité de dysfonctionnement
d’un logiciel donné face a un jeu de données de distribution connue. L'estimation
de la probabilité gu’un logiciel contienne plus debogues est ainsi de méme
nature que I'estimation de la probabilité gu’'une opération chirurgicale réussisse.

Une telle analyse est forcément de nature empirique. Selon une approche
courante en sciences expérimentales, on rassemble des données statistiques perti-
nentes, on construit un modéle paramétrique et on ajuste les parameétres jusqu’a
ce que les données et le modéle s’ajustent bien (utilisation de tests statistiques tels
que le test duyy?, estimant quantitativement I'ajustement entre une distribution
expérimentale et un modele). On essaye alors le modele sur d’autres jeux de don-
nées, a des fins de contréle. Dans le but de mieux adapter de telles estimations
au cas particulier d’'un logiciel donné, on peut ajuster de nombreux parametres
du modele, parfois a I'aide de données obtenues par une analyse automatique du
code source, le plus souvent essentiellement syntaxiques.

Pour résumer, ces méthodesstigtistical software engineerirau demétrique
statistique du logicie’intéressent a établir des statistiques répondant plutét a des
questions comme « Si nous mettons un grand nombre d’équipes de programmeurs
dans ces conditions de développements, quel sera le nombre moyen de bugs dans
le logiciel ? », par opposition a notre approche qui répond a des questions comme
« Si nous considérons ce programme dans un environnement possédant ces pro-
priétés statistiques, quelles seront les propriétés statistiques des sorties du pro-
gramme ? ».

Les techniques proposées dans cette thése ne sont pas basées sur une analyse
du processus de développement du logiciel, mais sur le logiciel lui-méme. De
plus, nous nous basons sur le fonctionnement du logiciel (exprimé mathématique-
ment dans uneémantiquiet non sur des critéres syntaxiques.
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1.1.2 Test probabiliste

Considérons un systeme stochastique quelconque, dont le comportement est mod-
elisé par une variable aléatove On classe les comportements du systeme en un
nombre fini de cas par une foncti@ Prenons un exempl&: est la sémantique
dénotationnelle d’un programnig laquelle associe a une entrée (ici aléatoire) la
sortie correspondante du programmesi le programme ne termine pas sur cette
entrée eterr si le programme termine sur une erreur d’exécution (division par
zéro...).C pourra alors étre la fonction définie p&¢.L) =C(err) =1,C(x) =0

ou x est toute valeur de retour du programn@» V est donc la valeur aléatoire

qui vautl si et seulement si le comportement du programme est indésirable (non
terminaison ou erreur d’exécution) @tsinon. La probabilité de comportement
indésirable du programme est alors I'espéraB(@oV) de la variable aléatoire
CoV.

Il est alors parfaitement loisible d’'un point de vue mathématique d’effectuer
des statistiques s@oV; des techniques bien maitrisée permettent d’obtenir alors
desintervalles de confiance lesquels donnent des informations telles que «II
y a 99,9% de chances qu&CoV) soit compris entre 0,25 et 0,3», que I'on
va souvent résumer par « Avec une bonne assurance, la probabilité d’erreur du
systéme est d’environ 0,28 ».

De tels résultats s’obtiennent par exemple par des méthodestdgatistique
ou I'on essaye le programme sur un grand nombre de cas d’entrées statistiquement
distribués [61,[77); il s’agit donc d’'uneméthode de Monte-CarloOn améliore
souvent ces méthodes par des techniqugmd#ion testing dans lequel I'espace
de test est partitionné selon certains criteres. Le programme est alors essayé sur
un ou plusieurs éléments tirés au hasard dans chaque élément de la partition. Le
choix de la partition se fait souvent sur des critéres de couverture du code source
ou des chemins d’exécutions possibles dans le flot de contrdle. Le choix du nom-
bre d’essais pour chaque élément de la partition peut se faire selon des estimations
de la probabilité d’erreur du systeme relativement a I'élément de la partition con-
sidéréB]]. Il s’agit alors destratified sampling70, 4.3.4].

Il'y a en fait deux utilisations possibles de ces méthodes pour fournir des don-
nées quantitatives sur la fiabilité d’'un programme. La premiéere est d’appliquer ces
méthodes a un programme dont la distribution probabiliste d’entrée est connue,
en utilisant cette distribution pour I'échantillonnage. Il s’agit alors d’'une méthode
mathématiquement bien établie ; c’est la base de notre méthodlente-Carlo
abstrait (chapitrelld). La seconde est d’appliquer cette méthode lorsqu’on ne
connait pas, ou seulement partiellement, la distribution d’entrée ; on utilise alors
souvent des distributions uniformes ou d’autres plus ou moins arbitraires (lorsque
la distribution uniforme ne s’applique pas, dans le cas d’ensembles infinis). |l
faut bien reconnaitre que dans ce cas les données numériques de fiabilité obtenues
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n'ont pas de valeur mathématique ; quant a leur valeur heuristique, elle dépend
beaucoup du programme et des choix plus ou moins arbitraires qui sont faits sur
les distributions.

1.2 Meéthodes formelles d'analyse de pro-
grammes probabilistes

L'analyse de logiciels probabilistes a partir de leur sémantique a fait naitre dif-
férentes approches.

1.2.1 Methodes analytiques

Une question que I'on se pose rapidement au vu d’un algorithme est celui de sa
complexité. 1l y a en fait plusieurs notions de complexité, parmi lesquelles la
complexité dans le pire cas et la complexité moyenne. C’est en fait souvent la
complexité moyenne qui nous intéresse, car les pires cas arrivent peu en pratique
dans bon nombre de problemes. Qui plus est, une bonne complexité en moyenne
suggere l'utilisation dalgorithmes randomiseés

Les algorithmes probabilistes ont donc fait I'objet d’études approfondies;
citons notamment les travaux de KnuiB9], Sedgewick et Flajolet7q3]. |l
s’agit souvent de démonstrations mathématiques combinatoires et probabilistes
assez subtiles, établies manuellement. Cependant, certaines techniques permet-
tent d’obtenir automatiquement des données probabilistes en moyenne lorsque les
algorithmes opérent régulierement sur des structures de données régulieres; des
techniques combinatoires automatiques, s’appuyant sur des séries génératrices et
des calculs formels sur des fonctions analytiques permettent d’obtenir les résul-
tats escomptés — citons notamment les travaux de Flajolet (une introduction a ce
genre d’analyses d’algorithms se trouve daf})[

Dans cette these, nous ne supposons pas que les structures de données et les
algorithmes sont « réguliers »; nous considérons des programmes quelconques.

1.2.2 Model-checking probabiliste

Les techniques deodel-checking10] permettent de vérifier des propriétés de
systémes de transitions déterministes ou non-déterministes a nombre d’états finis,
notamment de propriétés adecurité(le fait que certains états représentatifs de
pannes soient inaccessibles). Ces techniques procedent par calculs exacts; par
exemple, dans le cas de propriétés de sécurité, 'ensemble des états accessibles est
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exactement calculé. Bien entendu, dans le cas de systémes avec de grands nom-
bres d'états, les ensembles d’états considérés sont représentés symboliquement,
notamment par des BDIbihary decision diagram)q[10, ch. 5]. Des propriétés

plus complexes peuvent étre exprimées par des formules de logiques adaptées
(LTL, CTL, CTL* [[2Q)).

Il est assez naturel d’étendre cette approche fructueuse aux processus prob-
abilistes, voire aux processus a la fois non déterministes et probabilistes, c’est-
a-dire auxprocessus de décision Markoviej@l]. Bien que ceux-ci aient été
bien étudiés en recherche opérationnelle et en mathématiques financieres, on s’est
intéressé relativement réecemment a leurs applications informati@uig$]50).

Nous citerons en particulier les remarquables travaux de these de Luca de Al-
faro [1] et Roberto Segald7H], ainsi que les travaux de I'équipe de Marta
Kwiatkowska [7,13,4,34,34,143).

Le point délicat dans cette extension est la sémantique assez particuliére des
systemes de transitions lorsqu’on permet a la fois des transitions non déterministes
(un choix parmi un certain ensemble sans notion de probabilité) et des transitions
probabilistes. Ainsi, I'extension des logiques temporelles habituél@schap-
ter 3] n'est pas facile. De plus, la résolution des points fixes demande I'utilisation
d’algorithmes plus complexes que les algorithmes habituels.

De méme que l'analyse statique par interprétation abstraite non probabiliste
permet de dépasser I'obligation de finitude model-checkinghon probabiliste,
les approches décrites dans cette thése permettent de dépasser I'obligation de fini-
tude dumodel-checkingrobabiliste.

1.3 Interprétation abstraite probabiliste

Dans cette thése, nous avons développé deux grandes familles de techniques.
La premiére est celle de I'interprétation abstraite sur les processus de décision
markoviens. Au chapitr®, nous verrons comment ceux-ci sont une extension
naturelle a la fois des systémes de transitions, usuels en informatique, et des
chaines de Markov. Nous verrons ensuite, au chdfjttomment analyser ces
systémes de transition par rapport a des formules logiques exprimant des pro-
priétés sur les traces; nous développons alors deux méthodes “duales” d’analyse,
I'une représentant des ensembles de mesures de probabilité, 'autre des ensembles
de fonctions mesurables selon la théorie de I'interprétation absit&iteg)15] et
Nous proposons ainsi une véritable notiomt#rprétation abstraite probabiliste
Au chapitrdl3, nous verrons une approche dénotationnelle de cette méme notion.
Nous fournissons au chapiti@ deux treillis abstraits duaux, permettant
d’adapter a ces analyses probabilistes des treillis d’interprétation abstraite non
probabiliste et aux chapitrés et[12 deux treillis spécifiques visant a représen-
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ter exactement des distributions, I'exponentielle et la gaussienne, trés utiles pour
analyser certains phénomenes. Nous verrons par ailleurs au cidpive cer-
tains formalismes proposés pour I'analyse de systemes probabilistes reviennent
en fait a des cas particuliers de notre notion d’interprétation abstraite.

L'autre famille de méthodes est Monte-Carloabstrait, que nous dévelop-
pons au chapitrd4d. Cette méthode offre I'avantage de pouvoir étre implantée
facilement sur un interpréteur abstrait préexistant.

La majeure partie des propositions de cette these ont été décrites dans diverses
conférences internationales a comité de lectbi®36,54,55). Par ailleurs, cer-
tains des techniques proposées ont été implantées dans un petit analyseur.
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CHAPTER 1. CADRE DES RECHERCHES DEVELOPPEES



Chapter 2

Sémantique et analyse

2.1 Sémantique des systemes de transitions

2.1.1 Systéemes de transitions probabilistes

Dans cette partie, nous expliquerons progressivement notre notion de systémes
de transitions a la fois non-déterministes et probabilistes, en partant des cas les
plus simples jusqu’aux cas les plus complexes. Nous introduirons notamment des
sémantiques de trac@®ur ces systemes.

Dans le cas de programmes déterministes on non-déterministes, sans notion de
probabilités, on peut formaliser le comportement pas-a-pas du programme par un
systéme de transitiorl s’agit d’'un graphe orienté dont les sommets représentent
les difféerents états possibles du programme et les arétes les transitions possibles
d’un état a 'autre. Etant donné un état initial, il est possible de calculer 'ensemble
des états accessibles par un simple parcours de graphe.

Dans le cas de programmes probabilistes, on se donngrababilité de tran-
sition. Si 'ensemble des éta@ est fini ou dénombrable, cette probabilité est
simplement une fonctiof : Q x Q — [0, 1] telle que pour toux, 3, T(X,y) = 1.

T(x,y) est alors la probabilité lorsque le systeme est dans bé&gate le systéme
passe dans I'état Un systéme défini par une probabilité de transition toujours
constante, owtationnaire au cours de son exécution, est appelé cimgne de
Markov.

Considérons maintenant des propriétés que nous voulons analyser sur ces sys-
temes. Dans le cas de la sécurité, on voudra obtenir la probabilité de panne, c’est-
a-dire la probabilité d’atteindre tel ou tel ensemble d’états non désirés. Cette
propriété, comme d’autres, par exemple impliquant des contraintes d’équité, est
une propriété de traceet la probabilité de la propriété est en fait la mesure de
probabilité de 'ensemble de traces qu’elle délimite.

Nous construisons donc une mesure de probabilité sur 'ensemble des traces,

23
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c’est a dire 'ensembl®! des suites infinies d’états, a I'aide du théoréme de
lonescu TulceadQ, proposition V-I-1]: étant donné un état initig) et une prob-
abilité de transitio, nous définissons la mesure désirée@r

2.1.2 Systemes de transitions non-déterministes et
probabilistes

Le cas de programmes a la fois probabilistes et non-déterministes est plus com-
plexe. Nous considérons alors plusieurs probabilités de transition, entre lesquelles
un choix est fait a chaque itération. On parle alors non plus de chaines de Markov,
mais desystemes décisionnels de Mar§é4]. Ce vocabulaire s’explique par la
vision, utile pour la compréhension, d’un individu qui ferait ce choix entre les
différentes probabilités en suivant upelitique ou stratégie par exemple d’'un
adversairehostile voulant maximiser la probabilité de panne.

Cette notion de décision n’est pas aussi simple qu’il ny parait. Nous pouvons
tout d’abord distinguer différentes classes de politiques:

e L'adversaire prend sa décision a chaque étape d’exécution au vu du dernier
état atteint par le systeme.

e L'adversaire prend sa décision a chaque étape d’exécution au vu de
I'historique des états atteints par le systéme.

e L'adversaire prend ses décisions une fois que tous les choix aléatoires ont
été faits et au vu de ceux-ci.

Décision non-déterministe par rapport au passé et au présent

La encore, nous utiliserons le théoréme de lonescu Tuk@foposition V-1-1].

Ce théoréme dit que si pour tominous définissons une probabilité de transition
Un entre lesn premiers états et le+ 1-ieme état, nous obtenons une probabilité
sur I'espace de traces.

Supposons que le systeme est défini par une probabilité de transitidn e
versQ, ouY est ledomaine des choix non-déterministés décision de l'intrus
est alors faite selon une probabilité de transition efXfeversY. La transition
probabiliste exécutée par le systéme est alors la composition

Id
Th=To {Un} , (2.1)

une transition de probabilité d@" a Q; nous entendons par cette notation la
transition définie par:

Ta(Xg > X _1:%n) = T(X,_1,Un(Xgs - - -3 Xq_1) s %n)- (2.2)
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Le théoreme de lonescu Tulcea construit alors & partiiTgleune probabilité de
transitionG(T, (Un), o) deQ (I'état initial) versQY. Notons alors

St (. (Unper) =tor= [ATHGD AT Une) )] 23)

(on noteraS s'il N’y a pas d’ambiguité) etR(f) I'ensemble des fonctions
S(T, (Un)nen)r (Un)nen Parcourant l'ensemble des suites de probabilités de tran-
sitions,U,, étant une probabilité de transition @8 versY (chacune de ces suites
constitue une politique).

SoitE, (f) =supR(f) lasémantique supérieustE_(f) =infR(f) laséman-
tique supérieurelntuitivement, sif est la fonction caractéristique d’'un ensemble
de traces produisant une panig, est une analyse dans le pire cas, avec un ad-
versaire poussant a la panne, tandis fueest une analyse dans le meilleur cas,
avec un adversaire voulant éviter les paniies.f) est souvent appelée Valeur
du processus décisionnel de Markov par rapport a la fonction de récompense
(notons toutefois que nous utilisons un cadre théorique quelque peu différent de
celui donné dan]).

Décision non-déterministe par rapport au présent

Nous considérons ici des politigustationnaireset sans mémoirec’est-a-dire
celles qui restent les mémes a chaque pas et ne prennent en compte que |'état
actuel du systeme pour prendre une décision. Il s’agit ainsi d’une restriction du
modele décrit auR1.2au cas oWy (X,, ..., X)) ne dépend que de.

Ce modeéle est particulierement important, parce que tout en étant consid-
érablement plus simple que le modeéle non stationnairé2dliZ il lui est équiv-
alent pour certaines classes de propriétés (Eefhd.

2.1.3 Discussion

Le point de vue le plus naturel sur les processus non-déterministes et proba-
bilistes est que les décision non-déterministes sont prises au fur et a mesure de
I'exécution du programme en prenant en compte a la fois I'état actuel du systeme
et I'historique des états passés. C’est de cette facon que I'on étudie habituellement
les processus décisionnels de Mark6d][ Au 82.2, nous verrons des méthodes
effectives d’analyse pour ce modele.

On peut considérer que ce modele est excessivement pessimiste, en ce que
le non-déterminisme, qui simule le comportement d’'un environnement inconnu,
dépend de I'historique dedtat internedu systeme ; cela est excessif, il faudrait
gue seule la partie de I'historique observable depuis I'environnement soit prise
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en compte. Nous arrivons ainsi a I'étudeptecessus décisionnels de Markov a
observation partielle

Les travaux de Cleaveland]] s’intéressent plutét au modele ou les choix
non-déterministes sont prigprés les choix probabilistes. Cela simplifie la
théorie, dans une certaine mesure, puisque le produit du processus a analyser
et d’'un processus d’observation tel qu'un automate de Bichi non-déterministe
est alors facilement analysable (voR.8.2 pour une discussion sur la difficulté
d’utilisation d’automates non-déterministes pour I'analyse dans le modele ou les
choix sont faits au fur et a mesure de I'exécution). Nous verrons comment appli-
guer une méthode de Monte-Carlo pour analyser cette sémantiq@e au §

Nous pouvons également envisager I'étude de processus probabilistes a temps
continu. Comme d’habitude pour les systemes a temps continu, il convient de
réduire le systéme vers un systeme a temps dists46].
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2.2 Analyse abstraite arriere et avant

Comme nous l'avons vu auZ8la sémantique que nous considérons pour les
systémes de transitions probabilistes prend en argument une fonction mesurable
définie sur I'ensemble des traces d’exécution (possibles ou impossibles). Cette
fonction exprime la propriété que nous voulons tester sur les traces (c’est-a-dire
les suites infinies d’états) ; il pourra s’agir, par exemple, de la fonction caractéris-
tique de I'ensemble des traces passant par un certain état (ou ensemble d’états) au
moins une fois, ou 'ensemble des traces restant dans un certain ensemble d’états.
L'intégrale qui est alors calculée est la probabilité d’atteindre cet état (ou ensem-
ble d’états) ou de rester dans I'ensemble d’états. Nous pouvons par ailleurs choisir
la fonction qui a une trace associe le nombre de fois ou elle passe par un état (ou
ensemble d’états). L'intégrale calculée est alors le temps passé (un pas d’itération
comptant pour une unité de temps) passé dans I'état (ou ensemble d’états). Nous
verrons ici des généralisations de ces propriétés et comment les analyser.

2.2.1 Les propriétés a analyser

Nous considérons une propriété a analyser sur les traces. A chaque état initial nous
associons sopotentie] c’est-a-dire l'intégrale de cette propriété sur les traces
partant de cet état (ou I'ensemble des intégrales possibles, si'on prend en compte
le non-déterminisme). Les propriétés a analyser sont exprimées sous la forme
de fonctions mesurables positives définies sur I'ensemble des traces d’exécution;
nous appelons ces fonctionaluateurs de tracesNous considérerons en fait une
classe de valuateurs de traces définie syntaxiquement par certaines formules.

Fonctions de potentiel

Soitl =[0,1] ou [0, 4]. SoitX un ensemble d’états fini ou dénombrable — nous
imposons cette contrainte de cardinalité pour éviter des complexités théoriques.
P(X) est 'ensemble des parties ¥e c’est uneg-algébre.

Soit XN — | 'ensemble des fonctions mesurables X{¢ dansl, muni de
I'ordre produit. Nous appellerons ces fonctions « valuateurs ».

Fonctions booléennes  Prenong = [0, 1], voire mémd = {0, 1}. Nous nous
intéressons a

RIV) = {Ato- [Alty IV (Gt ) (@Tk) 0) | (Thpery € m}
k=1

(2.4)
Nous considérons des formules écrites dans le langage suivant:
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formulal::=
name
constant
name+geiformulal
constant}-geiformulal
[fp(name— formulal)
gfp(hame— formulal)
shift(formulal)
let name= formulalin formulal

Soit shift: XM — XN: (shiftt), =t,_ ;.

Soiteny I'ensemble des environnements de valuateurs (un environnement de
valuateurs associe a chaqueemeun valuateur), muni de I'ordre produit.

[formuld); : eny — (X® — 1) est définie par récurrence :

[namé; .env= enyname (2.5)

[constanf; .env= constant (2.6)

[f1+s Tl env=At.xg(to). ([ fo], env + X (to)-([ o] env) (2.7)
[ifp(name— f)]; .env=Ifp(A @.[f]; .enjname— ¢|) (2.8)
lofp(name— f)], .env= gfp(A @.[ f]; .enfname— ¢J) (2.9)
[shift(f)]; .env= ([ f]; .enV) o shift (2.10)
[letname= f, in f,], .env= [f,], .enname— [f,], .eny (2.11)

Nous considérerons en particulier les valuateurs suivants :

Sécurité Soit A un ensemble (mesurable) d’états. La propriétedessibilitéde
A définit 'ensemble des traces passantAata sécuritéest son contraire.

Ifp(f — 14, shiftf) (2.12)
Ce point fixe est atteint en temps dénombrable :

Ifp( 9 [[1+Ash|ftf]]t [f (p |_|LIJn
M

Comme toutes les fonctiot8"(0) sont mesurables (composition de fonc-
tions mesurables), la limit@ifp(f — 1+, shiftf)], est mesurable.

Vivacité Soit A un ensemble (mesurable) d’états. La propriét&idaciteé de A
définit 'ensemble des traces restant indéfiniment dar@'est le dual de la
propriété d’accessibilité. Elle correspond a la formule

gfp(f — shiftf +,0) (2.13)
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Comme précédemmer{[[gfp(f — shiftf 4+, O)]]t est mesurable.

Acceptation de Bichi Soit A un ensemble (mesurable) d’états. La propriété
d’acceptation de Blchassociée & définit 'ensemble des traces passant
parA infiniment souvent. Nous verrons ici comment définir cet ensemble a
I'aide de points fixes.

Considérond\,, 'ensemble des traces passant pau moinsn fois. W, est
la propriété d'accessibilitglfp(f — 1+, shiftf)] ; W(2) est la propriété
d'accessibilité imbriquéglfp(f — shiftifp(f — 1+, shiftf) +, shiftf)],;
et, plus généralement, notat(¢) = Ifp(f — [[n+Ashiftf]]t).[n — Q@)
Wh = W(1). Clairement, (Wh),.y €St décroissante, et la propriété
d’acceptation de BiuchiV,, est la limite de la suite. De plud), est un
point fixe deW: considérons la trac8; si S passe paA un nombre infini
de fois A, alorsWi,(S) = W(Ww(S)) = 1, sinonWe(S) = W(Ww(S)) = 0.
W,, est alors le plus grand point fixe di& si nous prenons un point fixe
F de W, alorsF < 1; par récurrence sur, F = W"(F) < WN(1) =W, et
doncF <W,. La propriété d’acceptation de Bulchi correspond donc a la
formule:

gfp(C + Ifp (R~ shift(C) +, shift(R))) (2.14)

Si @ est mesurable, alokB( ) est mesurable, puisque le plus petit point fixe
est atteint en temps dénombrable ; tous(W&), ., Sont donc mesurables.
Leur limite dénombrable est donc mesurable.

Valuateur de sommation Nous verrons maintenant une autre famille de val-
uateurs, lewvaluateurs de sommatiorLe valuateur de sommation associé a une
fonction f : X — [0, +oo] est la fonction

X® =10, 4]

[ A ) 320 £ (2.15)

Cette fonctions peut évidemment étre formulée comme un plus petit point fixe :
[Zf]; =lfp(@ — f + @oshift) (2.16)

Cette construction a deux applications évidentes::

e compter le nombre moyen de fois qu’un programme passe par un ensemble
d’étatsA — f est alors la fonction caractéristique Ale

e compter le temps moyen utilisé par le processud -est alors une fonc-
tion qui a chaque état associe le temps passé dans ced gtair(les états
finaux).
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2.2.2 Logiques temporelles

Les logiques temporelled @, chapitre 3] permettent de spécifier des propriétés
des systémes de transition.

Automates de Bichi déterministes

La logique temporelle linéairéL.TL) exprime des propriétés définissant des en-
sembles de traces. Comme les systemes de transitions probabilistes induisent des
probabilités non pas sur les états mais sur les ensembles de traces, LTL semble fort
bien convenir pour les analyses probabilistes. Rappelons brievement la syntaxe de
cette logique:

LTL_formula::= state_formula
LTL_formulg ALTL_formula,
LTL_formulg v LTL_formula,
=LTL_formula
LTL_formulg until LTL_formula
LTL_formulg releaseLTL_formulg
eventually LTL_formula
alwaysLTL_formula

et sa sémantiqua(= (bn),,. € S):

B |= state_formula<=- b, |= state_formula
B = —-LTL_formula<=- B}~ LTL_formula
B = %textitf, Af, <= (B=f))A(B=f,)
B=fvf, < (BEf)V(BET)

. j <kshift!(B) =f
B =1, until f, <= k>0 { grj]iffk(s) ):f(z)> =1
. i < j shift(B) [~ f
B = f, releasef, <= Vj >0 { Ezhif<tjj(B) - $2)> #1)
ou shiff(B) est le suffixe de la suitB & partir de I'indicek.

Nous allons maintenant rappeler quelques propriétés des automates de Blichi
[10, ch. 9] [76, 8l.1]. Les automates de Bichi sont une extension aux mots in-
finis des classiques automates finis sur les mots finis. Un automate de Buchi
non-déterministe sur I'alphab&test défini par un ensemble (fini) d’étads une
relation de transitiol C Q x Z x Q, un ensemble d’états initiau@, € Q et un
ensemble d’états acceptats- Q. (s,,l,s;) € A veut dire que 'automate peut
passer de I'état, a I'états; lorsqu'il lit la lettre | ; nous imposons que pour tout
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{a,b}

(a) Equité pour (b) Equité poua etb

(b,?)

(c) Equité poura etb et accessibilité pour

Figure 2.1: Automates de Buichi pour diverses conditions. L'alphabef@di} x
{c,d}. L'état initial est encadré; les états acceptants sont entourés en gras.

états; et lettrel il y ait au moins un étad, tel que(s,,|,s;) € A. Considérons alors
une suite de lettrés= (In), .y € Z. On dit qu'une suite d’étalR= (ry), . € R"
est uneexécutionpourL sir, € Qg et si pour toun, (rn,In,r, 1) € A. Une exé-
cution est diteacceptantesi elle passe un nombre infini de fois par Une trace
(suite d’états) esdicceptées’il existe pour elle une exécution acceptante.

Les automates de Biichi, et c’est Ia un de leurs grands intéréts, fournissent une
méthode élégante pour I'analyse des propriétés de la logique temporelle linéaire
(LTL) [[10, 83.2]. Considérons une formule LTE. AppelonsZ I'ensemble des
formules atomiques sur les états a l'intérieurFdell existe un algorithmeQG,

89.4] qui construit un automate de Bichi sur l'alphabet®(Z) tel qu'une
trace (suite d’états]s,) € S est un modéle d€ si et seulement si7 accepte

(bn) € {0, 1}2)N ol z € by si et seulement s, =z Vérifier la formuleF sur
un systeme de transitions non-déterminiSesst alors équivalent a vérifier la con-
dition d’acceptation de Bichi (voir [&2.]) sur le produit synchrone dget de
o .

Le non-déterminisme du produit synchrone provient de deux sources: le non-
déterminisme d& et celui deA. Malheureusement, lorsque I'on rajoute les prob-
abilités, nous ne pouvons plus considérer ces deux non-déterminismes ensemble.
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En effet, ce que nous voulons calculer est un majorant de:

1 siexécution acceptant
sup E sup 0 s
nondéterminisme nondéterminisme sinon
du systéme de I'automate

et nous constatons que I'automate prend ses choix non-déterministes au vu de la
suite compléte des choix probabilistes. Les méthodes d’analyse expliguées dans
ce chapitre ne s'appliquent pas a de tels systeme (mais la méthode de Monte-Carlo
du ChHs’applique).

D’un autre c6té, nous pouvons éviter ce probléeme en nous restreignant aux
automates de BuchiéterministesUn automate de Bichi déterministe est un au-
tomate de Buchi dont la relation de transitiRrest en fait une fonction (pour tout
étatqy, il existe exactement un étgj tel que(d,,q,) € R). Nous considérerons
alors une fonction de transitioh: Q x Z — Q.

L'ensemble des automates de Bichi déterministes est clos par produit fini
(mais pas par complémeiitd, example 4.2]). Ceci est intéressant, puisque I'on
peut ainsi exprimer desontraintes d’équité On spécifie souvent les systemes
concurrents sans préciser I'ordonnanceur, mais on suppose souvent que celui-Ci
estequitable aucun processus ne devrait rester infiniment bloqué (d’une fagon
équivalente, pour tout processus a tout instant, il existe un instant dans le futur ou
ce processus pourra progresser). Ce que nous voulons mesurer est la probabilité
de mauvais fonctionnement du systeme sous hypothese d’équit2 [Fig.

Etant donné un automate de Biichi déterminigtéespace d’état®, fonction
de transitionf) et un processus décisionnel de Marl(espace d’étaX, espace
d’entrées non-déterminist&§ probabilité de transitiom de X x Y a X), nous
définissions leur produit synchrone comme le processus décisionnel de Markov
P/, d’espace d'étaX x Q et probabilité de transitio’ de (X x Q) x Y dans
X x Q définie par:

T (%, G0), Y)s (%, Gp)) = T ((%1,¥), %) (2.17)

Logiques en temps arborescent

La logique en temps arborescent CT10] 83.2] est trés utilisée pour I'analyse

de systémes non-déterministes (mais néanmoins non probabilistes). Il est donc
naturel d’envisager de I'étendre aux systemes probabilistes. Malheureusement,
I'extension Lextension pCTL3(], est malheureusement a la fois plutot tech-
nique et en fait peu utile. Il est toutefois possible d’approximer certains ensembles
d’états définis par ces formules par interprétation abstraite.
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2.2.3 Analyse supérieure en arriere

Une solution bien connue au probleme de la valeur optimale d’un processus dé-
cisionnel de Markov est itération de valeur[64, §7.2.4]. Cette méthode est
d’un intérét principalement théorique pour I'analyse de processus décisionnels de
Markov a ensembles d’états finis, puisque I'on ne contrdle pas sa vitesse de con-
vergence alors que de bien meilleurs algorithmes existent. 1l s’agit en fait d’une
généralisation aux processus décisionnels de Markov de I'analyse d’accessibilité
en arriére pour les systemes non-déterministes ; nous appliquerons donc similaire-
ment des techniques d’interprétation abstraite, donnant effectivement des majo-
rants des probabilités des propriétés a analyser.

Sémantique supérieure en arriere

Soiteny I'ensemble des environnements de fonctions de potentiels (un environ-
nement de fonctions de potentiels associe a chagogeune fonction de poten-
tiel), muni de I'ordre produit.

[formuld]g, : (X — 1) — (X —|) est définie par induction:

[namg, .env=enynamg (2.18)

[constant,, .env= Ax.constant (2.19)
[f1+sfole, -env=Xs([f1]s €M) + X ([fo] o, €Y (2.20)
[Ifp(name— f)],, .env=Ifp(A @.[f]., .enyname— ¢]) (2.21)
[gfp(name— f)],, .env=gfp(A @.[f].. .enfname— ¢]) (2.22)
[shift()],, .env= Tseug(ﬂ[[f]]e+ env) (2.23)
[letname= f,in f,] .env= [f,] ., .envname— [f,] . .eny (2.24)

Quant au valuateur de sommation,

[2f]e, = Ifp (goH fr sup(‘?.(p)) (2.25)
TeT

Calcul approximé effectif

Notre but est, étant donné une formdilede fournir un majorant (pour I'ordre pro-

duit) de[f]g, , ce qui, comme nous le verrons aux [BI2.3et2.2.6 nous donnera

un majorant dee_ ([f];). Notre méthode est un cas particulieindrprétation
abstraite[18,[16,[15,[14] : nous désirons utiliser demajorants symboliquesur
lesquels appliquer les opérations. Nous supposons avoir a notre disposition un
domaine abstrait tel que ceux décrits adxIou #.2
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e On approxime les plus petits points fixes a laideomBrateurs
d'élargissement Il existe par ailleurs dans certains domained. 18
d’autres méthodes pour certaines classes de formules, comme par exem-
ple I'accessibilité ou le plus petit point fixe imbriqué dans la formule
d’acceptation de Biichi.

e On approxime les plus grands points fixes en s’arrétant & un nombre
d’itérations déterminé heuristiguement. Comme toutes les itérations sont
des majorants du plus grand point fixe, cette approche est sdre. Les heuris-
tiqgues peuvent par exemple utiliser une distance comparant les itérations :
les itérations s’arrétent lorsque la distance passe en dessous d’un certain
seuil.

Adversaire basé sur le présent

Dans la définition des adversaires ou des politiques, il est nécessaire de choisir si
I'adversaire considere uniquement le dernier état du systeme ou toute I'histoire de
I'exécution. Nous verrons ici les adversaires qui ne regardent que I'état actuel du

systéme, également appefiitiques sans mémoirési nous fixons la politique,

le systéme devient une chaine de Markov.

Sémantique concréte  Notons XN l'espace des suites dénombrables
d’éléments deX muni de lag-algébre produitP(X)®N. Soit T une probabilité
de transition entrX x Y et X. Considérons I'ensemble des transitions de proba-
bilité

T ={To(x— (X, f(x)))r | feX =Y},
en notanty; la probabilité de transition associée a I'opération détermimjste

o la composition des transitions de probabilité. Remarquons que I'opérateur (en
arriere) associé sur les fonctions mesurables est

T ={f (T.f)o(x— (x,9(X)) |ge X = Y}.

La relation d’abstraction entre les sémantiques

Theoréme 2.2.1.Soit f une formule ne contenant tip ni gfp et ou pour toute
constructionf; +, f,, f; est une constante. Soit env un environnement de valu-
ateurs. Notan€__ (env) l'application deE_ a env coordonnée par coordonneée,

[fle. -(Er(env) =E ([f];.env (2.26)
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Corollaire 2.2.2. Soit f une formule ne contenant Hp ni gfp et ou pour toute
constructionf, +, f,, f; est une constante. Soit env un environnement de valu-
ateurs. Notan€, (env) I'application deE_, & env coordonnée par coordonnée,

[Ifp f]e, .(E, (envy) = E, ([ifp f];.eny (2.27)

Theorem 2.2.3.Soit f une formule. Soit env un environnement de valuateurs.
Supposons quid > E_ (eny) coordonnée par coordonnée. Alors

[fle.-(H) > E, ([f];.env (2.28)

Adversaire connaissant le présent et le passé

Une autre facon de considérer les adversaires est de leur permettre de prendre
leurs décisions en fonction de toute I'historique du calcul. Cela semble en fait
mieux modéliser les réactions d’'un environnement inconnu.

Theoreme 2.2.4.Soit f une formule ne contenant pg#p. Soit env un environ-
nement de valuateurs. Notat (enV) I'application deE, a env coordonnée par
coordonnée,

[fle -(E(envy) =E ([f];.env (2.29)
Theoreme 2.2.5.Les sémantiques vérifient :
E ([Zf]y) = [Zf]e, - (2.30)

Theoreme 2.2.6.Soit f une formule. Soit env un environnement de valuateurs.
Supposons qud > E, (eny) coordonnée par coordonnée ; alors

[fle, .(H) > E, ([f],.env. (2.31)

Remarque.2.7. Les résultats ci-dessus restent valables méme si nous n’utilisons
que des politiques déterministes dans la définitioi de

Ce fait est remarquable ; en effet, dans des cadres théoriques plus larges, tels
que les jeux a deux personnes, cette propriété n’est plus vraie. Prenons par exem-
ple le jeu bien connu rocher—papier—cise#au point de vue du premier joueur :

il va chercher une stratégie qui maximise le gain minimal pour une pertel

pour une victoire) qu'’il puisse obtenir selon la stratégie de I'adversaire (point de
vueminimax tres utilisé dans la programmation de jeux tels que les échecs). Il est
évident que toute stratégie déterministe est mauvaise de ce point de vue, puisque

1l s’agit d’un jeu pour deux personnes, qui jouent des parties successives. A chaque partie,
les deux joueurs font simultanément un geste «rocher», « papier» ou « ciseaux» ; «rocher» bat
« ciseaux », « papier » bat « rocher » et « ciseaux » bat « papier ».
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l'autre joueur a alors a sa disposition une stratégie déterministe qui fait perdre le
premier joueur a tout coup, le résultat du minimax sur les stratégies déterministes
est—1. Toutefois, une stratégie stationnaire faisant un choix aléatoire uniforme-
ment distribué donne un résultat de minimaxQde

Remarque2.2.8 Pour les propriétés d’accessibilité (un seul point fixe, un plus
petit point fixe), les politiques stationnaires et sans mémoire sont équivalentes aux
politiques avec mémoire.

Nous avons constaté qie ([Ifp(f — 1+, f)]]t) ne changeait pas selon que
I'on se restreigne aux politiques stationnaires sans mémoireElan€ette pro-
priété n’est malheureusement pas vrai pour la plupart des formules. Prenons
d’abord un exemple simple:

@ w®

et la formulelfp (¢ — Ifp (¢ — 1+gshift(y)) +, shift(p)) (passage pah puis

par B). Toute stratégie probabiliste stationnaire peut étre exprimée comme la

probabilité o d’aller deS a A (ainsi, la probabilité d’aller d& a B est1— a).

En tout cas, la probabilité de la formule ci-dessus est strictement inférieure a

D’autre part, il est évident que la stratégie déterministe non stationnaire de passer

parA au premier pas, puis p& donne une probabilité a la formule étudiée.
Considérons maintenant une formule avec un plus grand point fixe :

while (random() < ndt [0,1]) { }:

ndt_[0,1[() retourne de fagon non-déterministe un reelans|0,1[ (nous
pouvons également choisir un entier positét prendrex=1—1/n). Nous nous
intéressons a la propriété de vivacité de rester indéfiniment dans la boucle. Le
choix d’'une politique stationnaire est le choix xleet pour toute valeur fixée de

x la probabilité de rester indéfiniment dans la boucle est évidem@néhest par
contre possible de fournk;, x,, ..., changeant a chaque tour de boucle, telle que
la probabilite[]; x. soit arbitrairement proche de

Non-déterminisme et plus grands points fixes Pourquoi semblons-nous
perdre de la précision si la formule contient des plus grands points fixes ? Nous
verrons ici qu’il s’agit d'un probleme fondamental avec le non-déterminisme et
les traces infinies.
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Start

A

Figure 2.2: Un systéme de transition pour leqi! ([gfp(f — shiftf +,0)],) <
[[gfp(f — shiftf +, O)]]H. Tandis que pour tout il existe une trace passant par
A nfois, il n’existe aucune trace passant un nombre infini de foishpdour ce
systéme, I'analyse de plus grands points fixes est intrinsequement imprécise.

Pas de non-déterminisme Dans ce cas, il 'y absolument pas de perte
de précision. Un fait essentiel est gig est alors non seulement continue
supérieurement, mais aussi continue inférieurement.

Theoréme 2.2.9.Considérons un systéme sans non-déterminisme. fSaie
formule. Soit env un environnement de valuateurs. NdEaiteny) I'application
deE, aenv coordonnée par coordonnée,

[fle; -(Ei(env) = E. ([f];-eny. (2.32)

Non-déterminisme  Nous avons vu que, lorsqu’on ajoute le non-détermi-
nisme, E, reste continue supérieurement mais non plus inférieurement. Nous
n‘avons pu prouver qui, ([gfp®];).env= [gfp®]., .E, (eny), mais seulement
linégalité E, ([gfp@];).env< [gfp®],, .E, (eny. Malheureusement, I'égalité
est fausse, et nous donnerons ici un contre-exemple. Il n'y a d’ailleurs pas be-
soin de probabilités, le probleme se pose sur les systemes non-déterministes.
Voyons maintenant le contre-exemple (Hi&g2). Considérons la formule =
shift(gfp(f — shift(f)+,0)) etles itérations powgfp, a la fois pour{¢], et[¢], .

[¢]; estI'ensemble des traces passant infinimenfpém’existe évidemment pas
de telle trace, donk, ([@];) = 0. D’autre part,[¢],, estla fonctionA,n) — 1.
Il s’agit donc d’'une sur-approximation stricte.

Analyse abstraite

Nous verrons ici comment calculer des approximations supérieurgf de par
interprétation abstraite.
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Cas général Nous introduisons une sémantique abstr@ft%, approxima-
tion supérieure dé:

e le treillis utilisé fournit une approximation pree la fonction “shift”;

e les plus petits points fixes sont approximés supérieurement par la limite
stationnaire des itérations accélérées par un opérateur d’élargiss@@ent [
84.3];

e les plus grands points fixes sont approximés supérieurement par itération
finie: gfpf < f"(T) pour toutn.

Partionnement  Dans le cas de programmes informatiques, I'espace des états
est généralememm x M, ou P est 'ensemble des points de programmes, ou, plus
généralement, un quelcongpartitionnementini du programme — par exemple,
suivant le context d’appel des procédures.

Nous prenons ici un modeéle ou chaque instruction du programme peut se dé-
composer en:

e un choix nondéterministe ;

e un choix aléatoire ;

e une opération déterministe ;

e un saut conditionnel déterministe selon I'état du programme.

L'équation de transition peut alors s’écrire :

F(h) = choice) o randortg, o F; < S G (h(l’,o))) (2.33)
I'eP

en utilisant les opérateurs suivants :

choicg (h) = m+— suph(m,y) (2.34)
yeY

randonﬁ(h) =M /h(m,r) duyl(r) (2.35)

Ri(h) =hoF, (2.36)

@a(h) =h.x, (2.37)
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Considérons maintenant les itérationsFdeour atteindre un plus petit point
fixe. Nous pouvons écrire I'itération coordonnée par coordonnée sous la forme::

ey =R, 1)
: : (2.38)
(1) — (M . £
fo =Ry (F{, 1)

Nous pouvons alors appliquer des techniquetdtions chaotiques et asyn-
chrones[16, 82.9], qui permettent une implémentation plus efficace de la
recherche de tels points fixes.

2.2.4 Analyse en avant

Nous nous intéresserons ici a des formules closes

e ne contenant pas de lieutet» ;

e pour lesquels les liaisons établies Haret gfp ne traversent rip ni gfp.

Nous utiliserons la sémantique abstraite suivante :

[[namqﬁFwd(nam%) = p¥ — p* siname= name, (2.39)
[[constan]ﬁzwd(nam%) = {0} (2.40)

f i ,
[fitsf] Fwd(namg) — [f.] Fwd(namg) || NAM& € Ty (2.41)

; i ,
[[fl ts fzﬂ Fwd(namg) — [[f?j] Fwd(name,) if name; ¢ f, (2.42)

[shift(f)] ?:wd(nam%) = [[f]]jlizwd(nam%) oT* (2.43)
[P (@~ f)Ewg(namg) = O (2.44)

(2.46)
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[namds,, = {0} (2.47)
[constanf,,,.u* = 1#(constanty?) (2.48)
[+ fal bt = [fulou{@HIK € i+ (2.49)

[fa]5u- {@g-HIH € p}
[shift( f) -1 = [Tl 7% (1) (2.50)
[ifp(name, — f)ﬂj(:)ut'uj = <uﬁ = [[ﬂ]ﬁOuto [“ﬂiliiwd(namg) 'uﬁ) (2.51)

[afp(name, — f)]5,,-1* = down([ 5,0 (VF — pf +F [[f]]f;wd(nam%) (vE))No(-4)
_Hj(ﬂfﬂFwd(namg{))No(f#’)a“ﬁ))
(2.52)

Dans cette derniére définitiolN, est un entier quelconque déterminé par
'analyseur au cours de l'analysedownX) est la cl6ture inférieure dé:
{yeR, | IxeXy<x}.

Nous avons alors la propriété suivante :

Theorem 2.2.10.Pour toute formulef, mesureu et politique non-déterministe
(Un)neN’

[ 11 der. e v ) (253)

2.2.5 Discussion

La méthode d’analyse en arriére que nous avons décrite est une généralisation de
la méthode d’itération de valeur utilisée en recherche opérationnelle pour cal-
culer la valeur optimale de processus décisionnels de Markov. Notre analyse
d’accessibilité est reliée a I'étude de modeles positifs bo®4s[7.2], ou la ré-
compensd est donnée la premiére fois que le processus passe a travers I'ensemble
d’états considéré. L'analyse de vivacité est reliée a I'étudenddéles négat-
ifs [64, 87.3], ou la récompensel est donnée la premiére fois que le processus
quitte 'ensemble d’états considéré. Nos remarquedlthe§etrouvent d’ailleurs
sous une autre forme dans I'analyse des modeéles négatifs. Notre point de vue est
toutefois plus général, puisque nous permettons des spécifications de propriétés
de traces complexes, avec une sémantique intuitive et une sémantique effective,
ces deux sémantiques étant liées par des égalités et des inégalités.

Une extension possible de cet ensemble de propriétés esvtdes atténués
dans lesquels I'importance des actions lointaines est atténuée par un facteur mul-
tiplicatif A €]0,1[ & chaque itération. Il s'agit alors d’étudier des points fixes
d’opérateurs contractants dans des espaces de Banach. Lintérét de telles formules
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pour I'analyse de programmes informatiques n’est pas évident. Une autre exten-
sion possible est I'étude de moyennes non seulement dans I'espace, mais aussi
dans le temps — le calcul de la moyenne d’une fonction le long de I'exécution
d’'un processus. Comme la propriété a évaluer est le quotient de deux propriétés
de sommation, il n’y a pas de maniere évidente de la calculer par itérations.

Nous avons mentionné brievemenP(&3 la différence entre les processus
décisionnels de Markov et les jeux a deux joueurs. Ces jeux peuvent modéliser des
questions tels que le choix d’'une stratégie optimale par le programme pour min-
imiser la probabilité d’'une panne pour tous les environnements possibles. L'étude
de méthodes effectives pour ces modeles est tres@Pfe [
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Chapter 3

Treillis abstraits pour I'analyse
en avant

3.1 Sommes finies de mesures localisées

Nous avons propos®&4l] un treillis permettant de réutiliser a la fois dans sa théorie
et dans son implémentation des treillis d’interprétation abstraite non probabiliste.

3.1.1 Définition

Une suite finieA; de sous-ensembles mesurables<deleux a deux disjoints, et
des coefficients associés € R, représentent 'ensemble des mesyretelles
que:

e U estconcentrée sUyA,
e pour touti, u(A) < a;.

En termes d’'implantation, le% sont des concrétisations d’éléments abstraits, par
exemple des polyedres (F§.J).

Cette abstraction est intuitive, mais elle est malheureusement difficilement
utilisable. En effet, la contrainte de disjonction des ensembles est difficile a con-
server avec des sémantigue$ non injectives. Nous utiliserons donc plutét la
définition suivante : une suite fink® de sous-ensembles mesurables<det des
coefficients associ&s, € R représentent 'ensemble des mesyrdslles que:

o U=73
e pour touti, i est concentrée su;

e pour touti, u(A) < a;.

43
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Figure 3.1:Une valeur abstraite représentant les mesuredles queu(A) < 0.5,
u(B) <0.4andu(C) <04.

y <= 6-X

Figure 3.2:La valeur abstraite de la Fi§.l apres étre passée dans la premiere
branche d’'un test y<=6-x...
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Chacun des sous-ensemblesest la concrétisation d’'un élement d’'un treil-
lis abstraitX*, muni d’une fonction monotone de concrétisatipn (X*,C) —
(P(X), <)

3.1.2 Opérations abstraites
Voyons maintenant les opérations abstraites correspondant a ce domaine:

Constructions déterministes Soit f : X — Y une opération d’abstractioff :
Xf — Y% Lopération correspondante sur les mesures abstraites est

fE (A, a)ciom = (FH(AY), 0) 1o (3.1)

Générateurs non-déterministesConsidérons I'opération de choix non déter-
ministe dans un ensembYe Nous utilisons I'abstraction :

(Z,\aW)\))\e/\ = (Hﬁ(ZA)7W)\))\E/\ (3.2)
oUH? est une abstraction @&f— Ax Y.

Choix aléatoires Considérons un générateur de données aléatoamedom
suivant une distributiopz. Nous désirons une abstractionge- u® p'.
Supposons qug’ =3, pj ol yj est concentree sm(B%) et de poids3;

au maximum. Prenons maintenand’abstractior(A?, ;) 1<icm- AlOrs

pu U = Z Ui®l1]( (3.3)
1<=m
1<j<n

et u® u' peut étre représenté p(aﬁi? ®F Bﬁ,aiﬁj)lgigmggn.

Tests Rappelons quey, (u) est la restriction dg a W. Supposons que nous
disposons d’'une abstracticﬁ{ﬁ/ deX — XNW. L'opération correspondante
(voir Fig.3.2) sur les mesures abstraites est

f;ﬁ) : (Aﬁ> ai)lgigm = (F&,(Aﬁ), ai)lgigm' (3.4)

3.1.3 Elargissement
Un opérateur d’élargissement simpliste est

suivi d'un rassemblement de certaines zones afin de borner la taille de la structure.
Nous proposons des variantes heuristiques autour de cette technique.
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1.4 | | | |

1.2 —“\\ “:tﬁ_Hj ua ______

1k _
0.8 -
0.6
0.4}

0.2

0
0 2 4 6 8 10

Figure 3.3: Addition abstraite de mesureC, = (1,0.3), ax = 3, by = +o,
W' =0.7,C, =none, & =0, b = 2.

3.2 Queues sous-exponentielles

Nous proposons ici un domaine spécialisé exprimant la décroissance sous-
exponentielles des queues de distributions des variables entiéres. Ce domaine

3.2.1 Domaine de base

Nous définissons ici un domaine représentant des ensembles de mesunes
ensemble symbolique de mesures est $0&0it contient d’'une part un majorant
du poids total de chaque mesure, d’autre associe a chaque variable entiere

e un intervalle entier, avec éventuellement des bornes infinies ;

e une donnéc, : soit un symbolenone, soit deux coefficient$a;, 3;), ou
O<a; <1, B eR,. (a;,B)impose la contrainte

Vne N puV|vi=n) <ap" (3.6)

Nous définissons par des majorations aisées des versions abstraites des opéra-
tions arithmétiques :

e assignement d’'une variable dans une autre ;
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1.2 | | | |

0.8

0.6

0.2F

e ______

|
|
|
|
|
|
|
|
0.4 E
|
|
|
|
|
|
|
|

0

0 2 4 6 8 10

Figure 3.4:* Addition abstraite de mesure€x =none, ay =0, by =1, W =1,
a, =2,b, =3W =0.856

¢ addition d’une constante a une variables;

e addition de deux variables vers une troisiéme;

e générateur aléatoire (simpliste).
ainsi que les opérations suivantes :

e addition de mesures;

e borne supérieure;;

e élargissement.

L'opérateur d’élargissement consiste essentiellement a appliquer un élargisse-
ment sur les réelsa et au logarithme dg. Le probleme est que l'usage de réels
approchés en virgule flottante peut provoquer des élargissements trop pessimistes.
Des heuristiques de seuil pourront étre nécessaires.

3.2.2 Sommes finies

Le domaine exposé alB®.1est encore insuffisant, notamment pour le traitement
des générateurs aléatoires. Nous appliquons donc une construction de sommes
finies semblable a celle dBEl
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Chapter 4

Treillis abstraits pour I'analyse
en arriere

4.1 Fonctions en escalier

Nous avons propos&T], d’'une facon duale dul®1, de majorer des fonctions
mesurables par des fonctions en escalier.

4.1.1 Définition

Prenons un treillis abstraX?, muni d’'une fonction monotone de concrétisation
y: (X4,C) — (P(X),C). Nous imposons de plus que les images paoient
mesurables. La suite fini iﬁ,ai)KKm représente I'ensemble des fonctiohs
inférieures point par point gﬂla?.)?y(At). Notons qu’il 'y a pas unicité de
représentation : on peut représenter le méme ensemble de fonctions de plusieurs
fagons.

Il est toutefois possible de faire un test de comparaison par décomposition des
fonctions sur une partition commune de sous-ensembles.

4.1.2 Opérations abstraites

Constructions déterministes Soit f : X — Y dont I'image inverse est abstraite

par f~1 : Yt — X!, L'opération correspondante sur les mesures abstraites
est

) —1f
fé : (Aﬁ7ai)1§i§m'_’ (f! (Aﬁ);ai)lgigm (4.1)

49
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step function——
g(x.y)

o O

(=)

= e W

o

NTTTTTTTTTI

p)
Figure 4.1: Exemple de fonction en escalierO:Z)({_1 1x[0.2] +0~3X[
0.1x

03x[1.4 T
[-3,0]x[—4,1]"

Choix non-déterministe Nous voulons une abstraction de

[choicg ], : f — (XD—) supf(x,y)) : 4.2)

yeY

Supposons que nous avons une abstrao’vﬁoo\e la fonction de projection
m deX xY aX; Alors une abstraction possible est

[[choicev]]’;ﬁ : (Xﬁ,a)\))\e,\ = (“ﬁ(xﬁ)?%)mv (4.3)

Cette abstraction n’est pas forcément tres bonne ; suivant comment la méme
fonction est décomposeée, la projection approximée peut étre bonne ou mau-
vaise (Figld.2). Nous discuterons donc maintenant d’améliorations possi-
bles. Considérons la partition d%ﬁsuivant la valeur det(X!). Consid-

érons un élément de cette partitiohC A tel que
K={A|m(X!)=2". (4.4)
Prenons
a,=  sup a (4.5)
2=  SUp AgM )

Myem YXE)#0

En regroupant leg’ et lesa,., nous avons maintenant une meilleure ap-
proximation (p.ex. pour le cas de la Fi§2). Cette meilleure approxima-
tion est bien plus simple si Ieygxﬁ) sont deux-a-deux disjoints. Cela arrive

par exemple si le treillis abstrait’ est le treillis plat généré par une partition
deX.
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y
y
1
2
3 1
4
5
by x
5 1
X X
(a) Mauvaise projection (b) Bonne projection

Figure 4.2: Projeter directement la décomposition peut donner des résultats trés
sur-approximeés, suivant la décomposition utilisée. Ici, la méme fonction est dé-
composeée soit en la fonction caractéristique d’un rectangle, soit comme la somme
de cinq fonctions caractéristiques. Dans le premier cas, le résultat est bon, dans le
second cas, c’est une tres mauvaise approximation.
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Notons gu’'un domaine abstrait particulierement intéressant est obtenu
quandXf estP(D), 'ensemble des parties d’une partiti@ de X: les
valeurs abstraites peuvent alors étre mémorisées comme des éléments de

[0,1]° (et non[0,1)2°) apres I'étape de simplification suivante :

[0,27®) —[0,1]°

SHIN HdHZWeTP(D)f(W) (4.6)
dew
Il'y a une connexion de Galoi$0,1]X % [0,1]° ou a(f)(d) =

SURq F(X).

Choix aléatoire Nous voulons obtenir ici une abstraction Besrandom ouR
est une nouvelle variable eindom suit la mesure de probabilijé.

Supposons queig = Y4 4, OU chaquep, est concentré sur un sous-
ensembleM, de R. Par exemple, pouR = R, la mesure de probabilité
uniforme surf0, 1] peut étre décomposée enmesuresy,, la mesure de
Lebesgue suik/n, (k+1)/n]. Appelonsrg, et 1T, les projections d& x R
surX etRrespectivement.

La sémantique abstraite proposée esfr:=random ]]*ﬁ(AF,ai)lgiSm
s’envoie sur (Aﬁk,ai.Biﬁk)lgigmlngn ou Aﬁk est une abstraction de
nx(y(Af) N(XxMy)) et > 1 (Tz(A)) (Fig.4.3explique comment nous
avons construit les approximations de Eg)).

Tests L'abstraction des tests est aisée, pourvu gue nous ayons des abstractions de

Ry et+:

. oSl x4 x4
[if bthen ¢ else c,f, ff = Rﬁbﬂ o e, 4 Rj[j[b]]c o [eo], £
(4.7)

OURy : f— f.xy-
L'abstraction+* est juste la concaténation des suites finies; quiR)i:a

Rﬁ/\/t = (Xﬁ,a/\))\e/\ = (Xﬁ mﬁ\/\/ﬁ7o’/\))\e/\ (4.8)

Opérateur d’élargissement Nous utilisons des heuristiques de rapprochement
semblables a celles suggérées pour les mesures.
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Figure 4.3: Construction de la valeur de sortie de Ffg4 pourn = 10. Le
domaine abstraitx+y| <1 est découpé en tranches selon I'axe Chaque
trancheS, est projetée sur l'axg et l'intégrale de la fonction de distribution
h de (centered_uniform()+centered_uniform())/2 est prise sur
cette projection, donnant un coefficiemt La tranche est alors projetée sur I'axe
desx et cette projectiofB,, associée au coefficient, est un élément de la valeur
abstraitey_; a,. XB,: Les approximations données dans Higlont été obtenues

pour plusieurs nombres de tranches.

4.1.3 Cas d'un domaine non-déterministe fini

Dans le cas d’'un domaine non-détermini¥fefini, les éléments du domaine ab-
strait pour les fonctions de potentiel s’expriment comme des suites finies dans
[0, 1]Xﬁ. L'analyse de propriétés d’accessibilité revient alors a la recherche de la
plus petite solution d’un systéeme d’inéquations linéaires, qui peut étre résolu par
programmation linéaireéd, 87.2.7]. Dans le cas d’espaces d’états de la forme
{0,1}N, il existe des algorithmes pour la programmation linéaire basés sur des
MTBDDs [2344].
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Figure 4.4:Deux abstractions de la méme fonction de potentialité

4.2 Gaussiennes

Nous proposons un domaine abstrait de gaussiennes généralisées, pouvant par
exemple aider a démontrer le peu d'influence des valeurs extrémes sur le com-
portement des programmes.

4.2.1 Définition
Nous considérons des fonctions gaussiennes généralisées, de la forme

E —- R,
V — exp(—Q(V)+L(V)+qp)

ou Q est une forme quadratique positiveLetine forme linéaire sUE telles que
kerQ C kerL, unR-espace vectoriel de dimension finie représentant le domaine
d’évolution des variables, e}, est un reel.

4.2.2 Opérations

Borne supérieure et élargissemeniNous diagonalisons les deux formes quadra-
tiques dans une base orthogonale commune, et prenons une borne inférieure
des polynémes quadratiques coordonnée par coordonnée. Dans le cas de
I'opérateur d’élargissement, au bout d’'un certain nombre d'itérations, nous
approximons inférieurement sur une des coordonnées par le polynéme nul.
Comme cela fait décroitre strictement le rang de la forme quadratique, la
convergence est assurée.
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Générateurs aléatoiresNous voulons I'opérateur abstrait associé pa=
random , ou p est une nouvelle variable.

g=[p=random[,.f =V /f(V—i— X€) du(X) (4.9)

ou & est un vecteur de base supplémentaire correspondaet &, est la
distribution dep. Nous supposons de plus qug est donné par la gaussi-
enneexp(—(Ax%+c¢,)), et f par(Q,L,c), alors

gv) = /+w exp(—(Q(V+ X&) + L(V+x8) + C+AX2 +c;)) dx

—00

L(®)?
4a

—exp| — | Q)+ %Q*(V, 8)24+L(V)+ %Q*(V, 8L(e") +ctc+

(. J/ [
e v

QW) L'(V) ¢

(4.10)

Opérations linéaires Nous considérons ici les opérations de programme telles
quevyp 1= ¥; a;V; et plus généralement toute transformation linékirasso-
ciant le vecteur de variabl&& = M.V en sortie de I'instruction au vecteur
V d’entrée. Alors(@,L’,c) = ("M QM,LM,c).

Autres opérations Lorsgu’une variable est affectée par une opération non décrite
plus haut, on met a zéro les coefficients de la forme linéaire et de la forme
quadratique affectant cette variable.



Chapter 5

Méthode de Monte-Carlo

Les méthodes exposées dans les chapitres précédents se fondent sur la représen-
tation symboliqgue d’ensembles de mesures ou de fonctions mesurables. Nous
n'avons pas encore utilisé les propriétés statistiques des probabilités, en partic-
ulier l'utilisation possible de générateurs aléatoires au sein méme de I'analyseur.
L'approche expérimentale est pourtant classique, s'agissant par exemple d’évaluer
les probabilités des différentes faces d’'un dé pipé. Nous verrons ici comment
combiner cette approche avec l'interprétation abstraite.

5.1 Fondements de la méthode de Monte-Carlo

Nous verrons d’abord les grandes lignes de la méthoddatde-Carlo abstrait
proposée.

5.1.1 La méthode de test de Monte-Carlo

«Monte-Carlo », en allusion aux célébres casinos de cette ville, est un terme
général désignant un ensemble de méthodes mettant en jeu des générateurs aléa-
toires et justifiées par la convergence statistiques. Nous considérerons ici le prob-
leme de I'estimation de la probabilité d’un certain événement.

Considérons par exemple le choix d’un pomituniformément dans le carré
[0,1]%. Nous voulons déterminer expérimentalement la probabilité de la propriété
P(M): «M appartient au quart de disque de cerftret de rayonl» (Fig.[5.1).

Nous pouvons utiliser I'algorithme suivant :
c—0
fori=1tondo
X < random
y < random

57
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/4

Figure 5.1:Calcul dert/4 par la méthode de Monte-Carlo.

if x24y? < 1then
c—c+1
end if
end for
p<c/n
Il s’agit d’approximer I'espéranckV d’une variable aléatoire a image dans
0,1] par la moyenne expérimentalé” surn essais.

Bien entendu, dans cet exemple géométriqgue simple, cette méthode est peu
efficace, car il en existe d’autres largement plus performantes. Elle devient in-
téressante lorsque l'aire a estimée est délimitée par une fonction caractéristique
compliquée. L'analyse de programmes tombe généralement dans ce dernier cas.

Combien devons-nous effectuer d'itérations ? Nous pouvons utiliser la borne
de Chernoff-Hoeffding{5, inequality A.4.4]:

Pr(EV >V 4t) <o (5.1)

Cette borne, justifiée mathématiquement, signifie que la probabilité de sous-
estimeV en utilisantv (" de plus de est inférieure & 2",
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Figure 5.2:Calcul dert/4 par une méthode de Monte-Carlo approximé.

5.1.2 Meéthode de Monte-Carlo abstrait

Nous considérons maintenant un programme dont les entrées peuvent étre sé-
parées en deux groupes, représentées chacun par une seule variable: la variable
x est prise dans I'ensemb}selon une mesure de probabilité la variabley est

dans un ensembM. Nous cherchons a majorer la probabilité

p{xe X[y eY [c](xy) e W},

ou [c] est la sémantique dénotationnelle du prograrenidotant

() = {1 sidyeY [c](x,y) eW

10 sinon,

, la probabilité recherchée est I'espérancé,ge

Malheureusement, la fonctidy, n’est pas (en géneral) calculable au sens de
Turing, et nous ne pouvons donc pas appliquer directement la méthode de Monte-
Carlo.

Imaginons maintenant que nous disposons d’'une approximation supérieure
et calculableTy,, det,: pour toutx, t,(x) < T, (x). Nous pouvons alors nous
en servir pour obtenir une approximation supérieur&gepar une méthode de
Monte-Carlo. Pour reprendre notre exemple g4, cela revient par exemple a
approcher le disque par un polygone et a faire les tests sur le polygong&.@ig.
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Figure 5.3: Majorant de la probabilité que I'estimation de probabilité calculée
excede la vraie valeur de plus gepourt = 0.01.

Puisquet{® < T, la borne de Chernoff donnée précédemment reste valide
en remplagant, parT,,. En particulier, il y a une probabilité d’au moids- ¢

. , - ;. S n _|0 £
que la vraie espéeranés,,, soit inférieure ap’ = Tv<v) + Z—r?.

5.2 Implantation

Nous randomisons un interpréteur abstrait existant en interprétant I'instruction
de choix d’'une donnée aléatoire dans le programme analysé comme le choix
d’'une constante aléatoire dans I'analyseur. Il faut donc bien prendre garde, en cas
d’analyse a passe multiples par exemple, de mémoriser les valeurs sur lesquelles
on s’est décidé.

Dans le cas de boucles, nous ne randomisons que les premiéres itérations, et
considérons les choix aléatoires ultérieurs comme purement non-déterministes.
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Chapter 6

Introduction

6.1 Probabilistic and nondeterministic pro-
grams

Let us begin with a few informal definitions.

e A deterministic programs a program whose current state uniquely deter-
mines the next state.

¢ A nondeterministigprogram is a program whose current state uniquely de-
termines a set of possible next states. Of course, computers are basically
deterministic machines. But, usually, programs are run in a software and
hardware environment that is not totally known at the time of conception
due to various factors:

input files;

user interactions;

external hardware for embedded systems;

scheduling by the operating system (a same multi-process program
may see its processes scheduled differently depending on many fac-
tors).

All these unknown factors can be accounted for by assuming nondetermin-
istic behavior. For instance, the operating system is supposed to choose
nondeterministically the process to run at each step. Of course, this means
that our model supposes that the system can do more than it can actually do;
in this sense, it is aafeapproach, since any property that has been proved
on this pessimistic abstraction of the reality will hold on the real system.
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e A probabilistic program is a program whose current state uniquely deter-
mines a probability distribution on the possible next states. Such proba-
bilistic choices may model the use of random number generators as well as
inputs from a stochastic environment. A natural model for such programs
is theMarkov chain

¢ A nondeterministi@nd probabilistic program is a program whose current
state uniquely determines a set of possible probability distributions on the
next state. This model thus encompasses both the nondeterministic and
probabilistic models. The nondeterminism may be used to model partially
unknown probability distributions. A natural model for such programs is
the Markov decision process

In chapteif, we shall describe formally the model of Markov decision pro-
cesses and the subtle interactions between probabilities and nondeterminism.

6.2 Semantics and abstract semantics

6.2.1 Semantics

Our goal is to develop ways to analyze automatically probabilistic and non-
deterministic programs and give safe results about their behaviors. Since our
goal is to provide mathematically sound facts about the possible executions of
the studied programs, we must associate a mathematical object, caiethds-
tics[80,53] to each program.

Even considering fully deterministic programs, there are several ways to mod-
elize their behavior, depending on the properties that are to be studied. Mathemat-
ical relationships ofbstractionexist between those various semantitd.] We
shall be more particularly interested in:

Small-step operational semanticsdefine the behavior of the systems as transi-
tions from a state to another state. The simplest such semantics is to con-
sider a transition system — a directed graph whose vertices represent the
possible global states of the process or set of processes (memory, program
counters) and edges represent the possible transitions. In ddapteshall
see how to extend this approach to probabilistic and nondeterministic pro-
grams, using discrete-time Markov decision processes.

Denotational semanticsdefine the behavior of a sequential program as a func-
tion mapping its input to its output. Such semantics are generally defined to
becompositionalthat is, are defined by induction on the syntactic structure
of the program when written in a structured programming language such as
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Pascal. In chaptél3 we shall see how to derive a denotational semantics
for probabilistic programs and how to apply abstract interpretation to it.

There are many issues pertaining to the semantics of Markov decision processes.
We shall see in chaptéf how to specify and analyzeace propertiesof those
systems.

There have been many proposal for semantics for probabilistic progedlins [
42,58 or, even more complex, probabilistic and nondeterministic prograsis [
31,36,49,51]. We shall note here that the goal of this thesis is to proaiaysis
methodsfor infinite-state probabilistic (and nondeterministic) programs, not to
provide domain-theoretic semantics. We hope that abstraction relation such as the
ones presented iiL8] will be provided between some of the proposed semantics.

6.2.2 Limitations of total static analysis

We shall not give excessively formal definitions of the theory of recursive func-
tions and computabilitydg]; nevertheless, we shall recall a few facts from it.

A well-known fact about computer programs is that tkadting problemis
undecidable. That is, there exists no algorithm that, given the source code of a
program written in a general-purpose programming language, says whether this
program is bound to terminate always or it can enter an infinite loop. More gen-
erally, the following theorem@8, 8§2.1], which apply to any “Turing-complete”
programming languages, assuming unbounded memory, says in effects that “any
non-trivial property of the denotational semantics of programs is undecidable”.

Theorem 6.2.1 (Rice).Let ®(x) be the recursive function associated with pro-
gramx. For any set of recursive functio® ®~*(C) is recursive if and only i€
is either the empty set either the set of all recursive functions.

A recursiveset is a set whose characteristic function is recursive. A recursive
function is a function that can be computed by an always terminating program.
This theorem means in effect that any “infinite horizon” properties on pro-
grams running on unbounded state machines cannot be decided by other pro-
grams, even with unbounded memory. It could be argued that real-life computer
systems have finite memory; nevertheless, solutions using that memory finiteness
in the studied system are likely to need exponentially more memory for the ana-
lyzer. The state of the art in the techniquesraidel checkinguch finite systems
is about10?0 to 10120 states (representing the configurations of alffuto 360
bits of memory) LG, 81.5] memory sizes of hundreds of megabytes, as it is com-
mon on today’s personal computers, are of course of of reach. It seems therefore
impossible to simulate most programs exactly.
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A solution to this problem is t@pproximatethe properties that we want to
analyze. Instead of requiring a “yes or no” answer to questions such as “can the
program reach that error state”, we shall restrict ourselves to answers like “yes,
no or maybe”® In building such analyzers, we shall have two goals:

e The analysis should bgafe that is, the analysis should not answer that a
program cannot reach a certain state whereas it can actually do so. Since
this is a formal goal, we shall establish this safety by theorems linking the
results of the analysis to properties of the semantics of the programs.

e The analysis should, as much as possible, give interesting results. It is of
course possible to make a safe analyzer that answers “maybe” to every ques-
tion; but it would have no interest to users. We therefore have the heuristic
goal that the analyzer provide reasonably precise answers on reasonable
programs and properties.

Applications of such analyses exceed the verification of programs. Compil-
ing optimizations often rely on some property of execution of the program (for
instance, that two pointers can never point to the same location) that cannot be
inferred immediately from its syntax. If the approximate analysis establishes the
desired property, the optimization may be applied; otherwise, it is not applied.
The taken action is safe in all cases.

6.2.3 Abstract interpretation

Patrick and Radhia Cousot propossuktract interpretationas a way to provide
safe and efficient analyse$9,18,16,20,15,14):

Abstract interpretation is a theory of semantics approximation which

is used for the construction of semantics-based program analysis al-
gorithms (sometimes called data-flow analysis), the comparison of
formal semantics (e.g.,construction of a denotational semantics from
an operational one), the design of proof methods,etc. Automatic pro-
gram analysers are used for determining statically conservative ap-
proximations of dynamic properties of programs.Such properties of

the run-time behavior of programs are useful for debugging (e.g.,

type inference), code optimization (e.g., compile-time garbage col-

lection, useless occur-check elimination), program transformation

(e.g.,partial evaluation, parallelization), and even program correctness
proofs (e.g., termination proof).

1The Company Polyspace Technologies markets analyzers which color the source code in
green, red and orange depending on whether the analyzer establishes that that portion of code
will, will not or maybe will elicit errors.
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The basic idea of abstract interpretation is thaapproximationin a known
direction (greater or lower than the real property). With a view to program analy-
sis, those approximations are chosen so that they can be represented symbolically
by efficient data structures. Let us take a simple exampterval analysis An
elementary way to check whether a program may try to access arrays using out-
of-bound indices is to associate to each integer variable at each program point an
interval in which it is known to stay. If that interval for an array accessing in-
struction is a subset of the permitted range, then that access is safe. Since such an
analysis does not allow array sizes that are unknown at the time of analysis of the
program (which is the case for most real-life programs), more complex analyses
have been introduced such@amvex polyhedrf2(] and other domaing]. Out-
side of array bound checking, abstract interpretation has been for instance applied
to variable aliasingd5,24] and other aspects of programs.

6.3 Mathematical prerequisites

6.3.1 Notations

e A — Bis the set of mappings frof to B (also noted3?);
e P(X) is the sets of subsets ¥f(sometimes called itgsower-se;
e Xg:A— {0,1} is the characteristic function of subdof A.

e O is the Dirac measure at(86.3.3.

6.3.2 Ordered sets and lattices

Definition 6.3.1. Let T; and T, be two ordered sets. A functioh: T, — T, is

said to bemonotonef for all x,y € T;, xEy = f(x) C f(y). The set of monotone

functions (ormonotone operatojsrom T, to T, will be notedT, = T,.

6.3.3 Measures and integrals

We shall express probabilities usingeasure$71, 81.18]. Measures express the
intuitive idea of a “repartition of weight” on the domain; probabilities are a par-
ticular case of measures. A measure on a sgaessigns a “weight” to subsets
of Q. A probability measure is a measure of total weigjht

Before entering the mathematical definitions, let us see a few familiar exam-
ples:
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¢ Inthe case wher8 is finite or countable, defining a positive measure is just
defining a functionf : Q — R, (the weight ofA C Qis theny . f(a)); it
is a a probability measure ¥ |_. f(w) = 1. Ameasure on a finite space is
said to be equidistributed ffw f(w) = ;.

¢ Inthe case of the real field, the Lebesgue measynds so that the measure
of a segmenta, b] is its length. The Lebesgue measure[@ri] formalizes
that familiar notion of a real “equidistributed [, 1]”. The Lebesgue mea-
sure can be defined @&, and the measure of an object is its area {8y
or volume (forR3).

e Theunit point masqor Dirac measurg at x is the measuréy defined by:
O(A) =1if xe A, (A) = 0 otherwise.

In the general case, for technical reasons, not all sets can be measured and
we have to restrict ourselves to some sufficiently large set of measurable subsets
of Q. While in general in computer science the state spaces to be considered are
finite or countable, at some point we shall have to consider sets of infinite traces
and compute integrals on them (see Bh.We therefore shall do our work in the
general theory of Lebesgue integrals.

Let us see now the formal definitions:

Definition 6.3.2. A o-algebrais a set of subsets of a 9€tthat contain® and is
stable by countable union and complementation (and thus coidaind is stable
by countable intersection).

In the case of the Lebesgue measure, we shall consider a suitatgbra,
such as the Borel or Lebesgue orié#]] It is sufficient to say that most sets that
one can construct are Lebesgue-measurable.

Definition 6.3.3. A setX with ac-algebrao, defined onitis called aneasurable
spaceand the elements of the-algebra are theneasurable subsets

We shall often mention measurable spaces by their name, omitting-the
algebra, if no confusion is possible.

Definition 6.3.4. If X andY are measurable spacds, X — Y is a measurable
functionif for all W measurable iy, f (W) is measurable iX.

Definition 6.3.5. A positive measurés a functionu defined on ag-algebraoy
whose range is ifD, | and which is countably additiveu is countably additive
if, taking (An),,o @ disjoint collection of elements afy, then

An :°° An). 6.1
u(r]UO ) n;u( ) (6.1)
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To avoid trivialities, we assumg(A) < o for at least onéA. Thetotal weightof
a measuret, noted|u/|, is p(X). u is said to beconcentratecbn A C X if for all
B, u(B) = u(BNA). We shall notév _(X) the positive measures of

Definition 6.3.6. A o-finite measure®n X is a measurgt such that there exists a
countable family of measurable s¢#s,) ., such thatn p(A,) < « andU,An =
X. We note byM _(X) the o-finite measures oX.

Definition 6.3.7. A probability measurés a positive measure of total weighta
sub-probability measurieas total weight less or equalioWe shall notév(_, (X)
the sub-probability measures &n -

Definition 6.3.8. Given two sub-probability measurgsand u’ (or more gener-
ally, two o-finite measures) oK andX’ respectively, we notg @ u’ the product
measurel1, definition 7.7], defined on the produgtalgebraoy x gy,. The char-
acterizing property of this product measure is thab ' (Ax A') = p(A). 1/ (A)
for all measurable sesandA.

These definitions constitute the basis of the theory of Lebesgue integfation [
ch. 1, 2].

Definition 6.3.9. Given a positive measurg on Q and a measurable function
f:Q— R, their product is the measufeu defined as:

fL(A) = [ 100 du(x (6.2)

Let us note that we shall not make use of “distributions” in the sense of
L. Schwartz’s general theory of distributions.pfobability distributionwill then
just be a probability measure. Technical theorems on integrals and measures are
given in AppendiAl
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Chapter 7

Transition systems: semantics

In this chapter, we explain gradually our notion of nondeterministic probabilistic
transition systems. We shall start from the simplest cases and go to the most com-
plex ones. Most notably, we shall introduce thace semanticef such systems.

7.1 Transition systems

Transition systems formalize the intuitive notion of a system whose state changes
with time, assuming a discrete notion of time. We shall begin by the simplest
kind, not taking probabilities into account.

Definition 7.1.1. Let Q be a set of states. Let be a binary relation oveQ.
(Q,—) constitutes gnondeterministic) transition system- is called thetransi-
tion relation

The successorstates of a statey, are the states, such thatw, — w, ; the
predecessorstates of a state, are the statee) such thatw, — w,.

If w, € Q notes annitial state, then theaccessible statesre the states € Q
such thaiw, —* w where—* notes the transitive-reflexive closure-ef.

If Q is finite, the relation relation can be given byransition matrix Let us
assimilateQ to {1,...,N}. Then the transition matriki is defined bym ; = 1if
i — j, 0 otherwise. ’

Definition 7.1.2. If for any statew € Q, then the set of successor statesudfias
at exactly one element, we say that the transition systetaterministic

FigurelZ. 1 represents the transition system associated with the following pro-
gram:

X
X

ndt_coin_flip();
X XOR ndt_coin_flip();
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Figure 7.1:A deterministic transition system

whereXORis “exclusive or” anchdt_coin_flip() nondeterministically flips
a coin between 0 and 1.

Now that we have the rules that say whether an execution may proceed from a
state to another state, we can define whole properties on executions.

Definition 7.1.3. A trace of executiofor simplytrace) is a sequenc, ), . € oN
of states.

The reader should note that our definitiontiece does not say whether the
actual trace is possible. This is taken care of by the following definition:

Definition 7.1.4. A trace of executiont, ), . € QN is calledpossibleif for all k,
[Pl ET

7.2 Probabilistic transition systems

The natural extension of transition systems to the probabilistic casehabilistic
transition systemslso known a$/larkov chainsor discrete-time Markov process

7.2.1 Discrete case

In this section, we assume that the set of statéiite or countableso as to
introduce the elementary notions of probability transitions while not drowning
the reader into the subtleties of measure theory.

The natural extension of the notion of deterministic state is the notion of prob-
ability distribution on the set of states, which introduces the probabilistic indeter-
minacy.
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Figure 7.2:A probabilistic transition system

Definition 7.2.1. Let Q be a finite or countable set of states. A functionQ —
[0,1] is called aprobability distributionif y o f(w) = 1. We shall noteD(Q)
the set of probabilistic distributions da.

Now that we have the probabilistic counterpart of the notion of state, we need
to have the counterpart of the notion of transition.

Definition 7.2.2. Let Q be a finite or countable set of states. Let us consider a
functionT : Q x Q — [0, 1] such that for alky, € Q, Z%GQT(wl; w,) =1 (Q,T)
is called aprobabilistic transition systerfor Markov chair) (Fig.[7.2).

FigurelZ.2 represents the transition system associated with the following pro-
gram:

x = coin_flip();
X = X XOR coin_flip();
where XORIis “exclusive or” andcoin_flip() probabilistically flips a coin

between 0 and 1 with probability 0.5 for each possibility.

If Q is finite, the relation can be given bypaobabilistic transition matrix
Let us assimilated to {1,...,N}. Then the transition matri¥ is defined by
m;=T(,]j)if i — j, 0otherwise.

The intuitive notion of a probabilistic transition is that it mapsiaput dis-
tribution to anoutput distribution This corresponds to the intuitive notion of a
successor state.

Definition 7.2.3. Let T be a transition probability betweed, andQ,. Let us
defineT : D(Q,) — D(Q,) as follows: T (d)(aw,) = S co, T(@, @)d(w).
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(a) Nondeterministic (b) Probabilistic (proba-
bilities a and)

Figure 7.3: Nondeterminism vs probabilities in graphical notation. Edges are
labeled by the value chosen in the probabilistic or nondeterministic choice.

Proof. We need that check thf(d) is indeed a probability distribution of2,;
that is, thatzwzegzZwleng(%7“’z)d(‘*’1) = 1. Since all terms are positive

szeQz ZwlteT(wlﬂwz)d(wl) = Zwlted(wl) ZQ T(wlﬂwz) =1 O
w,eLd,
1

Deterministic and nondeterministic transition systems have a notion of prede-
cessor state. In order to find the probabilistic counterpart to this notion, we must
think a bit more about its meaning. When we take the set of predecessors of a set
of statesA, we think of A as aconditionand we obtain the set of states that may
lead to that condition. As for probabilistic state spaces, we define the probability
that conditionA holds with respect to distributiotby y . d(w). Equivalently,
we can write it(x,,d) wherey, is the characteristic function éfand

(f.d)= Y f(wd(w). (7.1)

weQ

A natural extension of this notion of condition is to consider any function
f € P(Q) whereP(Q) = Q — [0,1]. We call such functionsondition functions
or potentiality functions Please note that while those functions look similar to
distributions, they are quite different in their meaning and will be different math-
ematical objects when treated in the general, non discrete, case.

Definition 7.2.4. Let T be a transition probability betweed, andQ,. Let us
define T : P(Q,) — P(Q,) as follows: T ()(w,) = S wen, T(01, ) f(a).
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Proof. We have to check thal (f) € P(Q). 5, co T(@, @) f(@) <1 O

<1

7.2.2 General case

The extension to non-countable systems is a bit complex. Most notably, one must
substitutdntegrals(in the sense of Lebesgue integ#&1]) for sums.

Transition probabilities

The right way to consider probabilistic transitions on possibly uncountable states
spaces is to useteansition probability[60,59, definition [11.2.1]. This definition
generalizes the intuitive notion of a probabilistic transition being a function map-
ping each state of the first state space to a probability distribution on the second
state space.

Definition 7.2.5. Let (Q,, .27, ) and(Q,, .2%,) be two measurable spacestransi-
tion probability P is an application fron®2; x <%, to [0, 1] such that:

1. for all e, € Q,, P}(w,-) is a probability on(Q,, %,);
2. for all A, € o7, P3(-,A,) is a measurable function d®,, < ).

A probability P, on a state spac®, and transition probability?} between
Q, andQ, induce a probability distribution on their produ@; x Q, [60,59,
proposition 111.2.1]. Intuitively, this product probability describes the probability
for a succession of two states),, w,) € Q; x Q, such thatw, follows P, andw,
follows P; relatively tow, .

Proposition 7.2.6. Let(Ql,MJl) and(Q,, .o%,) two measurable spaces. LRthe a
probability on(Q,,.<7;) andP; a transition probability orQ, x «7,. There exists
then one unique probability on (Q, x Q,, %7 ® 47,) such that

P(Ayx Ay) = [ P3(co.Ay)Py () (72)

foranyA, € o/ andA, € o,.

1Some people have argued that the full machinery of Lebesgue integrals is overkill. It is indeed
quite possible to build up the beginning of the theory of probabilistic transition systems on finite
or countable state spaces only using finite or infinite positive sums. However, definition of the
properties oinfinite sequence of events is difficult in any case.
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For any real random variabl&X defined o(Q; x Q,, <7} ® <7,,P) and positive
(resp. quasi-integrable), the function

V(@) = | X ()P (e, de) (73

is defined everywhere (resp,;-almost everywhere), is7;-measurable of,, is
positive (resp. quasi-integrable with respecfg. Furthermore,

/lezx P= /Q Pa(deay) /szcolwz)P%(w, day) (7.4)

Using this proposition, we can build a notiona@mpositiorof transition prob-
abilities.

Definition 7.2.7. Let (Q,,), (Q,,4,) and (Qs,2%) be three measurable
spacesP? a transition probability o2, x <7, andP? one onQ, x 7. Let us
define

P (. Ag) = [ PE(aAgPR(y,0005) = (B3 APH(@y. )i (75)

thecompositiorof both transition probabilities. Thd?éfl is a transition probability
onQ, x ;.

Proof. Let w, € Q,. Let us consider a familp, of disjoint elements of7;.
P (%I_I%)
n

2 n

v~

¥nP(w,,An)
=5 [ PH(a,,An).P3(wy, da,)

mJQ,

-

P

w

(0, An) (7.6)

I
™M

P31<(Ul, -) is thus a positive measure.

P (0, Qg) = /Q P (0, Q3) Py (00, dooy) = 1 (7.7)
2 1
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thusP3 (e, ) is a probabibility.

Let A, € o7, Let us defineX(w, w,) = PZ(w,,A;). X is a positive random
variable on(Q; x Q,, 7, ® <%,,P). Applying Prop[7.2.6to X yields thatY =
P(-,A;) is defined everywhere and is measurable. O

We similarly define a notion gfroductof two transition probabilities.

Definition 7.2.8. Let (Q,,4), (Q,,4,) and (Q,,.2%) be three measurable
spaces; IePZl be a transition probability betwee@d, and Q, and P?? a transi-
tion probability betwee, andQ,. Let us takew, € Q, andA € <7, ® o7,; then
let us define

PP = [ ([ (e PR de) ) Pl dla). (79)

P} ® PZ is then a transition probability betwe€ly andQ, x Q.

Proof. Let us takeA € o7, ® o7;. Using ProplZ.2.60n the random variablé = x,
the functionY : @, — fo Xa(G, w,)PZ(w,, dwy,) is a positive random variable on
Q,, defined everywhere. Using Pré@Z.6on the random variabl¢’ : (c,;, w,) —
Y(w,), the functionY’ : w; — [ X'(w;, w,)P§(w,, dos) = P; ® P(w,) is a de-
fined everywhere o@, and measurable.

Let w, € Q,. Let us consider a family, of disjoint elements of, ® .o7;.
Then

Py ®P§ (%U%) = /Q ( /Q XA(%7%>P§(%,d%)) P (wy, d(a))

= (U, (30 ()P ) ) P o) = 5 P PR
(7.9)

and thusA — P} @ P2(w,A) is a measure. O

Definition 7.2.9. Let (E, %, ), b€ a finite sequence of measurable spaces
and, for anjk € N, let T, be a transition probability betwed , andT,. ®i_; T,
will note the transition probabilityly © (T, ® (---Ty) ---) between(E,,.%,) and

(Mk=1Ee ®ka1F) -

The probabilistic analogue of a discrete potentiality function, which we shall
also call potentiality function, will be a measurable function. Let us now consider
the probabilistic counterparts of definitidd.3and7.2.1
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Definition 7.2.10. Let (Q,,«;) and(Q,, «7,) be two measurable spaces. Let us
—
define a linear operatd¥ from M_ (Q,) to M, (Q,) as follows:

(Ph-u)(A) = [ Py Ap () (710)

1

—
Let us also define a linear operaf® from M(Q,, R, ) toM(Q, R, ):

(P11 (o) = /f )P (e, daoy). (7.12)

Those functions are linked by the followiragljunction relation

Proposition 7.2.11.Let (Q,, /) and(Q,, <%,) be two measurable spaces. | et
be a measure o, and f be a measurable function d2,. Then

[ 1 dPdu = [(Ph0) au (7.12)

Proof. Let us apply ProgZ.2.6to the probabilityu onQ, and the transition prob-
ability P21. Equatiori/.3applied to the random variab¥(w,, w,) = f(w,) yields

/ (F’:l-f)du

Ql
-/ (e A Py dey) ()

= P
lede(wz) d

= f(w,) P(Q x dw,) (7.13)
Q, ———

whereP(A; x A,) = fA Pr(w;,A,) 1 (dw, ). ReplacingP into this equation yields

the result. n

Probability measure on traces

One essential fact on the probability of traces is that all trace may have each zero
probability; this is not contradictory with the fact that “the probability of a set is
the sum of all probabilities of the elements in that set” since that rule agmies
sefor at most countable sets, while there are uncountably infinitely many traces
(if the state space contains more than one state, of course). One must consider
thereforesets of traceso have meaningful probabilities. Let us give a simple ex-
ample. Let us consider sequences of tosses of a fair coin: the coin has probability
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0.5 of giving 0 and0.5 of giving 1. A trace is then an infinite sequence of zeroes
and ones. Let us consider the (regular) @0|1)® of sequences starting by at
leastn zeroes. It is obvious that the probability of falling into that se2i8. The
probability of the singleton containing the sequence of zeroes ofly is

The following theoremi@0, 59, proposition V-I-1] is crucial in defining the
probability on traces.

Theorem 7.2.12 (lonescu Tulcea)lLet (E;, %), be an infinite sequence of
measurable spaces and, for ang N, let Pt0+v-~l"t be a transition probability rela-

tive to the space$[1s_oEs, ®s_o-%s) et (E., ,-%,1). Then there exists for any
Xy € Eq @ unique probabilityB on

(Qvg{) = U(Etﬂ%)

whose value for all measurable cartesian prodpg# is given by:

By {l:l Ft] :XAO(XO)/X

PROGia) | PR i)

€k,

/ PO T (%, .. Xp_qidX)  (7.14)
Xr€F;

1€F

as long asT is sufficiently great such th& = E; if t > T (the second member is
then independent of the chosEh For any positive random variabMé on (Q, <)
only depending on the coordinates upltpwe have:

Y ()R (do/ :/ PO(x,; dx /PO’l X, dX

Jo (@ R(de) = || PR [ Pt )
/ Y (Xgs - s X ) PE T (%0, . X grdXp)  (7.15)
Xr€Fy

Furthermore, for any positive random variab¥eon (Q, <),

X / Y ()R (de) (7.16)

is a positive random variable ofE, 7).
This theorem induces a notion ioffinite product of transition probabilities.

Definition 7.2.13. Let (E;, %),y be an infinite sequence of measurable spaces
and, for anyt € N, let T, be a transition probability betwee#, , and.7,. We
note®)_, T, the transition probability betwedi,,.7,) and([y_1 E,, k-1 %)
defined a{®jy_1 T) (X5, A) = P, (A), applying the theorefil.2.12to (Pt(}r-i“/‘)teN

defined by’ (0, X A) = T (4, A).
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Proof. From theoreniZ.2.12 for anyx,, Py is a measure, and for amy, X, —
J XaP, is measurable. O

Lemma7.2.14.Let(E;, %), be an infinite sequence of measurable spaces and,
for anyt € N, let T, be a transition probability betweetr, ; and .%,. Then

T,® (®k2Ty) = ket Tie

Proof. Let us takex, € E.
Let us take a finite sequen¢k); 1 (t > 1) such that C E;. Let us con-
siderF; x --- K. Applying equation§.8and7.14 it follows that

<T1® <®Tk>> (X, Fy % -+ R) = <®Tk> (X, Fy % - R).

k=2 k=1
SinceA— (T, ® (Rk-2Ty)) (X5, A) is a probability measure ofj_, T, and

A~ (Qi-1Ty) (X, Fy x - - R) is the unique probability measure having such val-

ues on all those finite cartesian products, then the equality of the two measures

follows. O

7.3 Nondeterministic and probabilistic transi-
tion systems

We shall see how to combine the notionsiohdeterministic choicésets of pos-

sible choices for which we know no probabilistic properties) anobabilistic
choice(sets of possible choices for which we know probabilistic properties). This
is the notion ofdiscrete-time Markov decision procd&gl] , which has been stud-

ied more particularly in the field of operational research and finance mathematics,
as well as machine learning.

7.3.1 Different models of probabilistic nondeterminism

Let us now consider the case where the system must be able to do both nondeter-
ministic and probabilistic transitions (examples in Eigd and[/.5). The system
then has the choice between different transition probabilities, in &set

For instance, on FigZ.4, in stateQ,, the system has the choice between two
partial transition probabilities: the first goes@q with probability 1, the second
goes toQ, with probability 1.

For an easier intuition, one may think about this choice as if it were made by an
adversary willing to induce certain behaviors. The adversary is supposed to follow
a strategy ompolicy [64, 82.1.5]. We shall examine here three subtly different
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Figure 7.4:A probabilistic-nondeterministic transition system

Figure 7.5:Another probabilistic-nondeterministic transition system
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(b) Lower transitions

Figure 7.6: Two purely probabilistic transition systems that define, when com-
posed together nondeterministically, the same probabilistic-nondeterministic tran-
sition system as in Fi§l.4.
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conceptions on this notion of policy, which induce three different modelings and
different properties:

e The adversary may see only the present state.

e The adversary may see the present state and the past of the execution (the
past states). This is the most realistic model of the three, since:

— a real adversary may well record all past states of the system; if the
adversary only records some external view of the system, the model
still holds for security analyses, since the capabilities of the adversary
are over-estimated by allowing it to look at more than it would be able
to;

— the state of the physical world with which an embedded system inter-
acts depends on all the past actions that were ordered by the embedded
system.

e The adversary takes its decisions after all the random choices have been
generated, taking them into account. It is as if it could foresee the future of
random generators.

7.3.2 Nondeterministic decision based on the past and
the present

Let us recall lonescu Tulcea’s theorem (f2.13. What this theorem means, in
intuitive terms, is that if, for any, we define a transition probability taking from
the firstn states to then+ 1-th one, then we induce a probability on the whole
infinite sequence (a transition probability from the initial state to the rest of the
sequence, to be precise).

Let us now suppose that our system is defined by a transition probability
from Q xY to Q, whereY is thedomain of nondeterministic choicdsor instance,
for the systems given in Fig.4and7.5 Y is {0, 1} (choice between the upper and
lower arrows, as seen in F{@.6). The operation of the intruder for the transition
between states andn+ 1 is modeled using an unknown transition probability
Un from Q" to Y. The whole transition that is executed by the system is then the
composition

T=To ['d}, (7.17)
Un

which is a transition probability betwedd” andQ. By this notation, we mean
that, using the notation of Dé7.2.2,

Tn(Xg -+ > %13 %n) = T(X,_1,Un(Xgs - - -3 X, 1) %n)- (7.18)
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lonescu Tulcea’s theorem then constructs from(fiig a transition probability
G(T, (Un),ep) from Q (the initial state space) @". We note

Sr(f (Unher) =to = [ ATF(t,0) AIB(T, (Un) ) () (7.19)

(Sshort forS; if there is no ambiguity aboul) andR(f) the set of all functions
S(T, (Un)nen) When(Un), o is @ sequence of transition probabilitiek, being a
transition probability frorQ"to Y.

Let E, (f) = supR(f) be theupper semanticandE_(f) = infR(f) be the
lower semanticsintuitively, if f is the characteristic function of a set of “faulty”
traces,E, expresses a “worst case” analysis, modeling an adversary willing to
make the system err arktl a “best case” analysis, modeling an adversary willing
to prevent the system from erring._(f) is often called thevalueof the Markov
decision process with respect to the reward functiofeven though we use a
slightly different framework as the one given iB4]).

7.3.3 Nondeterministic decision based on the present

We focus here omemorylesspolicies: those only look at the current state of
the system to reach a decision. This model can be obtained by restricting the one
described in[Z.3.2to the case wherén(x,,...,%n) only depends om.

This model is of particular importance, since it is considerably simpler than
the memory-aware model of7&.2and nevertheless is equivalent with respect to
certain classes of properties (see renfafk1]). A particular case is when the
policy is stationary that is, it is the same at each iteration.

7.4 Discussion

The most natural point of view on the nondeterministic-probabilistic processes is
that the nondeterministic decisions are taken as the program proceeds, taking into
account the current state as well as the previous ones. This how Markov decision
processes are usually studié@dl]. Chaptei8 will provide effective methods of
analysis in this model.

It can be argued that this model is excessively pessimistic. Indeed, if nonde-
terminism is used to model the environment of an embedded system, then it is
excessive to assume that the behavior of this environment depends on the history
of theinternal stateof the system; only the part of this history observable from the
environment should be taken into account. This leads to the stualyrtélly ob-
servable Markov decision procesg€$OMDP); however, their effective analysis
is much more complex than that of fully observable proces&gs [
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Cleaveland’s work|[11] focuses on the model where the nondeterministic
choices are takeafter the probabilistic ones. This simplifies the theory to some
extent, since taking the product of the analyzed process with an nondeterministic
“observation” process such as a nondeterministic Bichi automaton is then easy
(see B.Z.1for a discussion on why it is not possible in the model where the non-
deterministic choice are taken as the execution proceeds). We shall see how to
apply a Monte-Carlo method for such semantics in chédpder

Another possible direction is the study of continuous time probabilistic sys-
tems. As usual with continuous-time systems, some kind of reduction to discrete
time processes is to be dorEs[46].
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Chapter 8

Backwards and forward abstract
analysis

As we have seen in the preceding chapter, the semantics we consider for proba-
bilistic transition systems take as a parameter a measurable function on the set of
(possible or impossible) traces of execution. This function expresses the property
we wish to test on the trace (i.e. countable sequence of states); for instance, it
may be the characteristic function of the set of sequences that reach a certain state
(or a set of states) at least once, or the set of sequences that stay in a certain set
of states. The computed integral is then the probability of reaching the state (or
the set of states) or of staying in the set of states. Alternatively, the function could
be the number of times that the sequence reaches a certain state (or set of states).
The computed integral is then the average time (one iteration step counting for one
time unit) spent in the state (or set of states). We shall see here generalizations of
these properties and how to analyze them.

8.1 The properties to analyze

We consider a property to analyze on the traces. To each initial state we attach its
potentiality, that is, the integral of the property to analyze over the traces starting
from this state (or the set of integrals, if considering nondeterminism). The prop-
erties to analyze are expressed as measurable functions from the set of (possible)
traces of execution; we call these functidnsce valuators We shall actually
consider a class of trace valuators defined syntactically by certain formulas.

87
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8.1.1 Potentiality Functions

Let| =[0,1] or [0,+c]. Let X be a finite or countable set of states — we impose
this cardinality constraint so as to avoid theoretical complexitRéX) is the set
of subsets oK; it is a o-algebra.

Let X — | be the set of functions fromX to I. These are the
potentiality functionf our system. The space — | of potentiality functions
is ordered by< point-wise; is a complete lattice

Lemma 8.1.1. Let X be a finite or countable set of states. lkete a directed
(Def.[A.2.]) subset oX — I. Then there exists an ascending sequence of elements
of K that converges point-wise taK, the point-wise upper-bound &f.

Proof. We shall assimilat&X to either the finite sef0,...,N — 1} or N (in which
caseN = «), depending on its cardinality. L& = LK.

Let us construct such a sequenda), - of elements oK that converges
point-wise toF. Letn € N. Let us construct by recurrence an ascending sequence

(gk)lgkgmin(n,m—l) of elements oK:

n=1 There exists &, € K such that, (0) > F(0) —1/nif F(0) < o0rg,(0) >n
if F(0) = +oo.

n>1 There exists @ € K such thag(k) > F(k) —1/nif F(k) < o org(k) > n
if F(0) = +oo; sinceg andg, , belong toK andK is directed, we can
therefore takg, € K such thag, > gandg, > g, ;.

Let f, begn. N
Let us now construct by recurrence an ascending sequehgg . of ele-
ments ofK:

n> 1 There exists &, € K such thafi, > f, andfy > f,_,.

Let us show that f,) converges point-wise tB. Letx € X.

neN*

e Case wheffr (x) <. If n>Xx, thenfn(x) > F(x) —1/n. ThusF(x) —1/n <
fn(X) < F(x) andlimn — oo fy(X) = F(X)

e Case whelfF (x) = 0. If n> X, thenf,(x) > nthuslimp_.., fn(x) = F(x).
0

Corollary 8.1.2. If a : (X — 1) MMy is an w-upper-continuous operator, then
it is an upper-continuous operator.
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Proof. Let F be a totally ordered subset &f — |I. F is directed, and thus
lemmal8.1.1 implies that there exists an ascending sequeXgg, . Of ele-
ments ofF such that/F = | |,X,. a(UF) = o (UpXn) = Una (%) E La(F).
a(UF) 3| a(F) follows from lemmdA.2.2 O

8.1.2 Trace valuators

Let XN — | be the set of measurable functions frof to |, ordered point-wise.
We shall call such functions “valuators”.

Boolean trace valuators

We takel = [0,1] or evenl = {0,1}. We shall consider formulas written in the
following language:

formulal::=| name

| constant

| name+g¢; formulal
wheresetC X

| constant}-ge¢ formulal

| Ifp(name— formulal)

| gfp(hame— formulal)

| shift(formulal)

| let name= formulalin formulal

Let shift: XY — XN: (shiftt), =t .

Let eny be the set of environments of valuators (an environment of valuators
maps eaclmameto a valuator), ordered point-wise.

[formuld], : eny — (XY — 1) is defined inductively as follows:

[namd, .env=enyname (8.1)

[constant, .env= constant (8.2)

[f1+s o], -env=At.xg(to)-([ 1], enV) + X (t)- ([ fo] ,env) (8.3)
[ifp(name— f)]; .env=Ifp(A @.[f]; .enjname— ¢]) (8.4)
lofp(name— f)], .env= gfp(A @.[ f]; .enname— ¢J) (8.5)
[shift(f)], .env= ([f], .enV) o shift (8.6)
[letname= f, in f,], .env= [f,], .enjname— [f,],.eny (8.7)

Xs is the characteristic function &andS® the complement 08, t, € X is the
first state of the sequence of stafesX!.
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Lemma 8.1.3. For all formula f, [ f]; is monotonic.

Lemma 8.1.4. For all formula f withoutlfp or gfp, [f]; is continuous.

Proof. By induction onf. All cases are trivial. O
Lemma8.1.5.E (T)=T andE, (L) = L.

Lemma 8.1.6.E, is monotonic and upper-continuous.

Proof. It is trivial that E, is monotonic. Let us now prove it is-upper-
continuous. Leff, be an ascending sequence of trace valuators. Then

sup, E () (t) = sup, [ A (g, ) Fn({to, by, ) A (R Ty) (to)
= [A{ty,...).sumA(ty, ... fn((to, by, . ) d (k1 T) (tg) = E+ (L fn)

From corollary8.1.2 it follows thatE__is upper-continuous. m

Some particularly interesting Boolean valuators

We shall consider in this section three very important classes of properties: reach-
ability, liveness and a combination of the two, Biichi acceptance. We shall show
that all those properties are measurable.

Reachability Let A be a (measurable) set of states. Téachabilityproperty
associated with defines the set of traces that pass throAgtt some point.

Ifp(f — 14, shiftf) (8.8)
This fixpoint is reached in countable time:

|fp(£p|—> [[1+A8hiftf]]t Jf = (p])}: |_|‘-|Jn(0)
‘qj n

Since all theW"(0) functions are measurable (composition of measurable func-
tions), the limit[Ifp (f — 1+, shiftf)], of the sequence is also measurable.

Liveness Let A be a (measurable) set of states. Tikenessproperty associ-
ated withA defines the set of traces that always remai.ift is the dual situation
of safety. It corresponds to the formula

gfp(f — shiftf +,0) (8.9)

As before,[gfp(f — shiftf -|—AO)]]t is measurable.
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Bilchi acceptance  Let A be a (measurable) set of states. Biehi accep-
tance property associated withA defines the set of traces that pass throégh
infinitely often. We shall see how to define it in terms of fixpoints.

Let us consideW, the set of traces that pass throujlat leastn times. W,
is the reachability propert{lfp(f — 1+ 4shiftf)],; W(2) is the nested reacha-
bility property [Ifp(f — shiftlfp(f — 1+, shiftf)+, shiftf)],; and, more gen-
erally, noting¥(¢) = Ifp(f — [n+44shiftf],).[n — @], Wy = W"(1). Obviously,
(Wh) ey decreases, and the Buchi acceptance propstys the limit of the se-
guence. Furthermor&\, is a fixpoint of W: let us take a trac§&, if S passes
throughA an infinite number of times, théW,(S) = W(Ww(S)) = 1, otherwise
Wa(S) = W(We(S)) = 0. But thenW, is the greatest fixpoint d¥: if we take a
fixpoint F of W, thenF < 1; by induction ovemn, F = W"(F) < Y"(1) =W, and
thusF <W,. The Buchi acceptance property is thus written as:

gfp(C — Ifp (R~ shift(C) + 5 shift(R))) (8.10)

If @is measurable, the# (@) is measurable, since the least fixpoint is reached
in countable time; thus all theAh) . are measurable. Their countable limit is
thus measurable.

Summation valuator

A related family of trace valuators are tsemmingvaluators. The summation
valuator associated with a (measurable) funcfiorX — [0, +co] is the function

XN =10, 400

Al : A 8.11
[[z ]]t (Xn)neN = 2k=0 f (Xk) ( )

Obviously, this function can be formulated as a least fixpoint:
[Zf]; = lfp(@ — f + @oshift) (8.12)

This construct has two obvious applications:

e counting the average number of times the program goes through a certain
set of stateg\; here,f is the characteristic function &

e counting the average time spent in the process; fier@ps each state to
the amount of time spent in that sta@fr states meaning “termination”).

8.2 Temporal logics

Temporal logics/10, chapter 3] are expressive means of specifying properties of
transition systems.



92 CHAPTER 8. BACKWARDS AND FORWARD ABSTRACT ANALYSIS

8.2.1 Deterministic Buchi automata

The Linear Temporal LogidLTL) expresses properties defining sets of traces.
Since probabilistic transition systems induce probabilities not on states, but on
sets of traces, LTL looks like a natural starting point for probabilistic analyses.
We shall recall briefly the syntax of LTL:

LTL_formula::= state_formula
LTL_formulg ALTL_formula,
LTL_formulg Vv LTL_formula,
—LTL_formula
LTL_formulg until LTL_formula
LTL_formulg releaseLTL_formulg
eventually LTL_formula
alwaysLTL_formula

and its semanticB(= (by),,.y € SV):

B |= state_formula<=> b, |= state_formula
B = —LTL_formula<= B}~ LTL_formula
B = %textitf, Af, <= (B=f)A(B=f,)
BEfVf <= (BEf)V(BET)

. Vj < kshift!(B) = f
Bl=f, until f, <= k>0 { Esi’“ftk(B) }=fi>) =)
. Vi < j shift (B) p~ f
B |=f, releasef, <= Vj>0 { Eshif<th(B) - $2)> ~1)
where shiff(B) is the suffix of sequend8 starting at offsek.
We shall now recall a few facts on Blchi automai&,[Ch. 9] [76, §l.1].
Bilichi automata are an extension to infinite words of the familiar finite automata
on finite words. A nondeterministic Blichi automaton on the alphaletefined
by a (finite) set of state®, a transition relatiold C Q x Z x Q, a set of initial
statesQ, C Q and a set of accepting states- Q. (s,,l,s;) € A means that the
automaton takes a transition from stgieo states, on letterl; we require that for
any states, and letterl there exists a stag such thaf(s,,|,s;) € A. Let us now
consider a sequente= (Iy), € " of letters. A sequend®= (), € R of
states is said to beran for L if ry € Qy and for alln, (rp,In,r,,,) €A. Arunis
said to beacceptingif it goes infinitely often throughA. A sequence iaccepted
if there exists an accepting run for it.
A major interest of Biichi automata is that they give an elegant way to analyze
Linear Temporal Logi€LTL) [[10, 83.2]. Let us consider a LTL formula. Let
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{a,b}

(a) Fairness for (b) Fairness for andb

(b,?)

(c) Fairness fom andb and reachability foc

Figure 8.1: Buchi automata for various conditions. The alphabefdsh} x
{c,d}. The initial state is boxed; accepting states have a thicker frame.
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us callZ the set of atomic state formulas k. There exists an algorithni(,
89.4] to construct a Buchi automata# on alphabetP(Z) such that the trace
(sequence of stategy,) € S' is a model ofF if and only if o7 accepts(b,) €

({0, 1}»2)N wherez € by if and only if s, = z. Model-checking the formul& on a
nondeterministic transition syste®is then equivalent to model-checking a Buichi
acceptance condition (se8.&8.2 on the synchronous product 8fand.o7 .

The nondeterminism of this synchronous product arises from two sources: the
nondeterminism of and the nondeterminism @f. Unfortunately, when adding
probabilities, those two nondeterminisms cannot be considered together. Indeed,
what we are trying to compute is a bound on:

1 if an accepting run
sup E sup o
nondeterminism | nondeterminism (0 otherwise
of the system of the automaton

and we see that the nondeterminism of the automaton is taken knowing the full
sequence of probabilistic choices. The analysis methods explained in this chapter
do not work for such systems (but the Monte-Carlo method does, see dBpter

On the other hand, an obvious workaround is to restrict ourselve@sterministic

Bilchi automata. . A deterministic Blichi automaton is just like a nondeterministic
one except that the transition relatians actually a function (for any statg and
letter!, there exists exactly one stajgsuch that(qy,l,q,) € R). We then prefer

to use a transition functioh: Q x £ — Q.

The class of deterministic Blichi automata is stable by finite product (but not
by complementatioriq6, example 4.2]). This is interesting, since it makes it possi-
ble to expresfairness constraintsConcurrent systems are often specified without
precising the scheduler, but the scheduler is often assumedféar bao process
should be indefinitely prevented from running (equivalently, at any process at any
point in time, there exists a point in the future when that process will be allowed
to proceed). What we want to quantify is the probability of failure of the system
given the fairness constraints (F&§1J).

Given a deterministic Blichi automate# (state spacé), transition function
f) and a Markov decision proce$s(state space, space of nondeterministic
inputsY, transition probabilityT from X x Y to X), we define their synchronous
product as the Markov decision procégswith state spacX x Q and transition
probability T’ from (X x Q) x Y to X x Q defined by:

TI(((X17q1)7y)7 (X27q2)) = T((X17y>7x2) (813)
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Lemma 8.2.1.Letg: X — | be a trace valuator. Let

M (Xx QN (8.14)
(X”’q”)neN = TG (Xg, Xq, -+ )

then we can tesg equivalently orP andP’:

E. (f)=E,r(fom) (8.15)

Proof. Let (Un), . be a policy forT (Up is a transition probability fronX" to ).
We define the policyUy), . WhereUy is a transition probability frontX x Q)"
toY as follows:

Un <(Xk’qk)0§k<n> Un <( )o<k<n> (8.16)

Letx, € X. Then

/gd n)nen) ( /rrl gd(G(T", (Up)pen) %9, %)) - (8.17)

Let U/, be a policy forT’ (U}, is a transition probability frontX x Q)" to Y).
We recall thatf is the transition function of the Bluchi automaton. We define the
policy (Un),cry WhereUy is a transition probability froniX x Q)" toY as follows:

Un <(Xk)0§k<n> =U; ((xk,qk)ogkm) : (8.18)

whereq, is the initial state of the Blichi automaton agd , = f(x,,q,) for all k.

[ 94(BT. Unper)00) = [ M0 (BT, Upper) (50 6) - (8:19)

The result follows. O

8.2.2 Branching-time logic: pCTL and pCTL*

The branching-time logic CTLIIO, §3.2] has had much success in the analysis of
nondeterministic (albeit non probabilistic) systems. It is therefore quite natural to
extend this notion to probabilistic systems. The extension described here, pCTL
[3Q], is quite technical in its nature and we invite the reader to consult the relevant
literature on CTL*[LQ, 83] before proceeding. Furthermore, we do not see a clear
intuitive meaning of the formulas it allows to write.

CTL* formulas define sets of states as the starting states of sets of traces de-
fined by LTL path formulas (in which state formulas are CTL* state formulas).
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CTL, a restricted version of CTL, restrict the kind of path formulas that can be
used.

The operation that makes a CTL* state formula out of a LTL path formula is
the taking of the initial states: fff ] denotes the semantics bhs a state formula
and[f ], its semantics as a path formula, then

[ Js = {X € X | Ixps- . (XgXes--) € [F o) (8.20)

In the case of probabilistic systems, we do not have sets of starting states but
potentiality functions; such potentiality functions are then compared to a threshold
value, which gives sets of states. This yields to several ways of going from a state
formula, noted ad.., wheref is a trace valuator angh is <, <, =, > or>. The
semantics of this construct is as follows:

[foaa] = {X0 € X | V(Un) neny St s (Un) per) (%) > 0 } (8.21)

In the case ok and<, we have an upper bourﬂcﬂ]]ﬁe+ of E ([t];) (see B.3.9:

Vo [F14, (%) 0@ = Xo & [fcal . (8.22)

8.3 Backwards Upper Analysis

A well-known solution to the problem of the optimal value of a Markov decision
processes isalue iteration [64, §7.2.4]. This method is mainly of theoretical
interest for the analysis of finite state Markov decision processes, since there is
little control as to its rate of convergence and much better algorithms are available
(see B0.3.]). Since it is actually a kind of generalization to Markov decision
processes of the backwards reachability analysis for nondeterministic systems, we
shall apply abstract interpretation techniques so as to provide an effective mean to
compute upper bounds on the probability of the properties to analyze.

8.3.1 Backwards Upper Semantics

Let eny be the set of environments of potentiality functions (an environment of
potentiality functions maps eactameto a potentiality function), ordered point-
wise.
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[formuld],, : (X — 1) — (X — 1) is defined inductively as follows:

[namé, .env=enynameg (8.23)

[constant,, .env= Ax.constant (8.24)
[f1+sfole, €nv=xs([f1]s €M + X ([f2] o, €NV (8.25)
[Ifp(name— f)],, .env=Ifp(A@.[f], .enyname— ¢]) (8.26)
[gfp(name— f)],, .env=gfp(A @.[f]., .enfname— @]) (8.27)
[shift(f)], .env= Tsug(?([[f]]e+ env) (8.28)
[letname= f,in f,]  .env= [f,] ., .envname— [f,] , .eny (8.29)

This semantics is thus some form fcalculus, except thatfp” replaces theu
binder and gfp” v; but since we also usg to note measures, it would have been
confusing to also use it in the syntax of the formulas. Similar constructs have been
introduced by other authors, suchqgantitative gameu-calculus[22].

[formuld],, is monotonic.

Lemma 8.3.1. Let f be a formula not containingyfp. [f],, is w-upper-
continuous.

Proof. By structural induction orf. Leteny, be an ascending sequence of envi-
ronments, whose limit isny,. The cases foname constantand “let” are trivial.

elet ty e S |en([fits fz]]eJr.en\ﬁ)(toZ = ([file, enmv)(ty) =
([[fl]]e:.ren\b(to)
([fy+sfo]e, -€nv))(t). Similarly forty ¢ S.
e The shift case:
[shift(f)]e; e, = Lires T ([le; -€nV))
= |—|T€,7 T (gn [[f]]e+ -en\ﬁ> = |_|T€y |_|n T ([[f]]e+ -en\ﬁ)
=Unlres T -([fley -€mn) =Ly [shift(f)]o, .enw

e Thelfp case follows by applying lemnfa.2.13to the induction hypothesis.
]

As for the summation valuator,

[Zf]e, = Ifp (goH f+ sup(f.(p)> (8.30)
TeT
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8.3.2 Present-knowing adversary

When defining adversaries, or policies, one has to decide whether the adversary
only looks at the last state of the system or considers or whether it looks at the

whole history of the execution. We shall see here the adversaries that only look at
the present state of the system, also knowmasoryless policiedf we fix the

policy, the system becomes a Markov chain.

Concrete semantics

Let us noteX™ the space of countable sequences of elemenXs with the prod-
uct o-algebraP(X)®N. LetY be a measurable set of “choices”. [lebe a tran-
sition probability betweerX x Y and X. Let us consider the set of transition
probabilities

T ={Tox—Xf(X)))r [ feX=Y}

calling g; the transition probability associated with the deterministic operajjon
ando the composition of transition probabilities. Let us note that the associated
(backwards) operator on measurable functions is

T = {f = (T.f)ox— (x,g(x)) |ge X — Y}.

(X — 1) is optimizing(see DeR.Z2.7).

Proof. Let f e X = I. Letg, =hw— (T.h)O(XH (X%,0;(x))) and @, = h+—
(T-h)o (x— (x,6,(x))-

Let us defineg; : X — Y as follows
Letxin X. If (T.h)(x,9,(x) > (T .h)(x,g,(
9,(x). Let @, = h— (T .h)o (x+— (x,95(X))).

Let us show tha%( ) > @ (f)andgy(f) > @, (f). Letxin X. ¢(f)(X)
(T.£)(%,g5(x)) > (T-h) (x,6,(x) = @,(F)(x) and similarlygy(£)(x) > @,(F)(%).
Thusgy(f) > ¢y(f) andgy(f) > ¢ (f )

Lemma 8.3.3. For all transition probability T, T is w-continuous.

mon

—
Lemma8.32.7 C(X—1)—

X)) thengs(X) = 9,(X) elsegz(x) =

Dv

Proof. Let f, be an ascending sequenc(él’%.f@(x) = [ fodTx. The lemma fol-
lows from theorenA. 1.1 O

The set according to which we defike is

{Ato /}\ ty, .. ). ([f]; -en((to,ty, - <®T> | (Tn) ey € ;?N}

(8.31)
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The abstraction relation between the semantics

Lemma 8.3.4. For all t; inX,
EL (AtXs(to)- Vi (1) + X (tg) Va(t)) -tg = Xs(to)- (B (V1) tg) + X (to) (B (V2) 1)

Proof. Lett, € X.
Let us suppose tha € S ThenE (At.xg(ty) V(1) + X (tp)-Va(t)) -ty =

'

Vi
Xs(to)- (B (V1) tg) + X (tg)-(E(V,) ty). Similar proof forty ¢ S O

Theorem 8.3.5.Let f be a formula not containintfp nor gfp and where we allow
only constants as the left operand of each operator of the fegmLet env be an
environment of valuators. Notirfg, (env) the point-wise application ¢, to env,
we have

[f]ey .(E (eny) = E, ([f]; eny (8.:32)

Proof. We shall demonstrate additionally the property tRaff];.env is di-
rected. Proof by induction on the structurefof

e [namd., .(E, (envy) = E, en(namg = [namg; (E, (env);
R([name] .env) is the singleto{enyname } and thus is directed.

e [constant,, .(E,(eny)) = constant= [constan, (E, (env));
R([constant ] en\o is the singletor{ constant and thus is directed.

° Letto e X.

[fi+s 2]]e+ L(env).t
= Xs(to)- [[fl]]e+ (env).ty) +st tO [[f2 eJ]ﬁ L (env.ty)
f

= Xs(to)-( [[fl]]t en\b to) + X (to) - ( env.ty) (induction)
= E L (AtXs tO [[fl]]ten\l + X (fo)- [[fz]]ten\l 1o (lemm&8.3.3
A[ftsflo) o

f, must be aconstant R([f, +5f,],.eny = f; + R([f,],.eny; since
R([f,],,) is directed, then so B([f; +5f,], .eny.
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e Lett, € X.T*(x) is a notation for(@;_1 T, ) (X).

E, ([shift(f)]; .env).t,
— sup /)\(tl,...>.([[f]]t.en\boshift((to,tl,...))dT”tO

(Tn)neN

= sup [ My ([Tl env(ty,..)) AT

(T” neN

- sup /)\t //\ t,..).([f] - em({ty,...)) ATt dT (t,)

HGN

= sup sup (T;(Aty /A (tpr--. ([T M (ty,..)) AT™1)) 1)

T1 (Th) n>2

=sup || (To-D)(ty)

T fer([f],.eny

From lemmé8.3.3 ﬁ is a monotonicw-continuous, operator; from the
induction hypothesisR([f[; .env) is directed; from lemm@&.2.6,

L] mH=T( | .

feR([f];.env feR([f];.env

e The case for “let” is trivial.

]

Corollary 8.3.6. Let f be a formula not containintfp nor gfp and where for all
constructionf; +, f,, f; is a constant. Let env be an environment of valuators.
Noting E, (env) the point-wise application d&, to env,

[ifp f]e, .(E,(envy) = E, ([ifp f];.eny (8.33)

Proof. [Ifp(name— f)],, .env=Ifp(A@.[f]., .enfname— ¢]).

From lemmdB.3.1 A ¢.[f]., .enjname— @] is w-upper-continuous.
[ifp(name— f)]; .env=Ifp(A @.[f]; .enjname— ¢]).

From lemmdB.1.4 A ¢.[f]; .enjname— ¢] is w-upper-continuous.
From the theorer8.3.5

E, o(A@.[f];.enyname— ¢]) = (A @.[f]., .E, (eny[name— ¢])).

From lemm&8.1.6 E, is w-upper-continuous. The corollary then follows
from lemmdA.2.17% O
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Theorem 8.3.7.The semantics of the summing operator satisfy:
E ([Zf]y) = [Zf]e, (8.34)
Proof. Similar as the proofs of the preceding theorem and corollary. ]

Theorem 8.3.8.Let f be a formula. Let env be an environment of valuators. Let
us suppose thdt > E_ (env pointwise. Then

[le; .(H) > E, ([], e (8.35)
Proof. Proof by induction on the structure éf
¢ [namd,, .(H) = H(namg > E, (ennamg) = [namg}; (E (env)).
e [constant,, .(E, (env)) = constant= [constan, (E, (env)).

e Letty € X. Then

[fi+s 2]]e+ )t

= Xs(to)- [[fl]]e+ H.tg) + X (t)-([ Fo] o -H to)

> Xs(to)-( [[fl]]t enV).t) + X (to)-(E ([ f], -emy.ty)  (induction)
=E,(At.xg tO ([ o], emt) + X (o) ([[fz]]ten\l t (lemm&8.3.9

= E+([[f1+s fa]0) to
e Letty € X. T®(x) is a notation for{ ®;_1 T, ) (X). Then

E. ([shift(f)]; .env).t,

:suRTn)HENfMtl,. 2-([f]; -env oshift((ty,t;,...)) dTt,
=supg, [ At ([T e (G, ) Tt

=SURy, f/\t f)\<t2> )-([ ;- en\b(<t1, ) dT 7t dT (ty)

= supy, SURT (Atl JA ) ([F ] ema (g, )) dT™t)) ()
= supy (Lgqq, env)m £)(ty)-

Let us apply lemm&.2.2to Tl:
«—
|_| (T f) <T( |_| fo).

feR([f];.env feR([f];.env
N————’
E, ([f];.enV<[f]e, H
(8.36)
Taking the least upper bound yields

E., ([shift(f)]; .env).ty < supﬁ?l([[f]]eF H) = [shift(f)]., .H
T

1
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o Let us fix env  [lfp(name— f)];.env = Ifpy, where ¢ (@) =

[f];.enyname— @,]. [lfp(name— f)],, .H = Ifp Y, where ¢, (@,) =
[f]e, -H[name— @,]. By the induction hypothesis,

1, (@) =[], Hiname—E. (g;) >
[f]; -enyname— @] =E, o (@).

From lemmd8.1.8 E, is upper-continuous. From lemr8al.3 E, (L) =
L. From lemmdA.2.20 E_ (Ifp ;) C Ifp ,, thus

E. ([Ifp(name— f)];.eny C [ifp(name— f)[,, .H.

o Let us fix env.  [gfp(name— f)],.env = gfpy,; where (@) =

[f]; .enname— ¢]. [gfp(name— f)]., .H = gfpys, where §,(@,) =
[f]e; -H[name— @,]. By the induction hypothesis,

W,0E,(9) = [f]e. Hlname— E. (@) >
[f]; .enviname— @] =E, o y;(¢).

From lemmd.1.6 E, is monotone. From lemnf&1.5 E, (T) = T. From
lemmaA.2.22 E_ (gfpy,) C gfpy,, thus

E. ([ofp(name— f)]; .envy C [gfp(name— )], .H.

e The case for “let” is trivial. O]

Remark8.3.9 The above results hold even if we only use deterministic policies
in the definition ofE, .

8.3.3 Present and past knowing adversary

Another way to consider adversaries is to allow them to take their decisions ac-
cording to the full history of the computation. This actually seems a more accurate
modeling of an unknown environment.

Concrete semantics

Lemma 8.3.10.For any trace valuatorf, for anyg, andg, in R(f), for any
A C Q, the functiorg, defined byg,(t) = g, (f) if ty € A, g5(t) = g,(f) otherwise,
belongs taR(f).
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Proof. Let g; = S(f, (Ul), o) andg, = S(f,(U2), ). Let us defingUg),
as follows: U(t,W) = U;(E,W) if t; € A U,(t,W) otherwise. Letg; =
S(f,(U3),cy). Obviously, ifty € A, thengs(ty) = g,(ty), otherwiseg,(ty) =
9y (to)- O

Corollary 8.3.11. For anyx andy in R(f), sup’x,y) € R(f) (also said as:R(f)
is a sub-upper-lattice).

Proof. LetA= {t; € Q| g,(t;) > 9,(ty)}. By the lemmag,; = sup(9,,9,). O

8.3.4 The abstraction relation between the semantics
Lemma 8.3.12.For all f, t; andU,,

SURy,),.,J At ) (g, ) dIG(T, (Un)pery) o)
- Sup(Un)nzzun does not depend dp f)\ <t17 e > f (<t17 e >> d[G(T’ (Un)neN) -to]

Proof. Letaandb be respectively the left-hand and right-hand sides of the equal-
ity to be proven.a > b is obvious sincd is an upper bound on a smaller set than
a. Let us now proveb > a. Let us taket; € X and(Up),.,. Let us now con-
sider (Up), .-, defined byUn(t;W) = Un.(to,t], ..., t_1;W). Un(tg,...;W) does

not depend otty,. Furthermore,

/ Aty ) F({ty ) dIG(T, (U)o
:/)\<tl,...).f((tl,...>)d[G(T, (Un)x) to)-

Thusa(ty) < b(t). O

Theorem 8.3.13.Let f be a formula not containingfp. Let env be an environ-
ment of valuators. Noting, (eny) the point-wise application d&,_ to env,

[f]e; -(E. (env) = E,([f], eV (8.37)
Proof. Proof by induction on the structure 6f
e The cases for “let’/nameandconstantare trivial.
e Forf, +4f,, proof asin ThB.3.5

e Let us first fixU,. Let us noteT; =T o [L',ﬂ and consideF'ITl.E+ ([FT)-

From lemmdB.3.3 T, is a monotonicw-continuous, operator;
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from lemma&8.3.10 R([f],) is directed;
from lemmdA.2.6,

|| MmH=7C || f.
feR([f];.env feR([f];.env
It follows that

TLE (IfT) % =

SURY,)., JIA, ) ([F] -env((ty, .- ) AIG(T, (Un)pso) L] Ty (to, dty)
Un not depending ok,

=sup G MG DT e (G, ) dIG(T, (Un)en) )
Un not depending oty

Let us apply lemm@&.3.12to that last expression. We obtain

TE.([f])t,= sup /A<t2,...>.<[[f]]t.en\o<<t1,...>)d[G(T,(un)n>1).to]

Un n>2

(8.38)
Lett, € X. Let us now consider all,’s.

E, ([shift(f)]; .env.t,
=SURy,) , JAy, - - ([F]; -eny) o shift({ty,ty, . ..)) AG(T, (Un)>1) L]
ngequ)\ (ty, .- ([f];-env({ty, .. ) d[G(T, (Un)ps1)-to]

= SUR,, SUR,,
_ <SUR11 (To [L'Jdl}).EJr([[f]]t)) 1ty (using equiB.39
= [shift(f)]q, .E, (eny

e The proof forlfp is the same as the one in coroll&8.6

Theorem 8.3.14.The semantics of the summing operator satisfy:
E ([2f]y) = [Zf]e, - (8.39)
Proof. Similar as the proof of the preceding theorem. O

Theorem 8.3.15.Let f be a formula. Let env be an environment of valuators. Let
us suppose thdd > E (env) pointwise. Then

[fles-(H) = E. ([f];-env. (8.40)



8.3. BACKWARDS UPPER ANALYSIS 105

Proof. Similar as Th8.3.8 O

Remark8.3.16 The above results hold even if we only use deterministic policies
in the definition ofE, .

This is quite a noticeable fact. In other, more complex, frameworks, such as
two-player games, this is no longer true. Let us analyze the well-known rock—
paper—scissors garffefrom the point of view of the first player: he will try to
find a strategy that maximizes the minimal gainl(for a loss,1 for a win) he
may achieve for all strategies of the adversamnimaxpoint of view, very much
used in the programming of computer players for games such as chess). It is quite
obvious that any deterministic strategy is bad in that respect, since it is possible to
find a corresponding deterministic strategy of the adversary that makes the player
lose each time, thus the result of the minimax on the deterministic strategies is
—1. On the other hand, a stationary policy taking one of the three possibilities at
random with equal probability yields a minimax resultOof

Remark8.3.17 For reachability properties (one single fixpoint, a least fixpoint),
memoryless and memory-aware adversaries are equivalent.

Let us remark that such equivalences between classes of policies are not al-
ways evident. For instance, stationary policiesrarBequivalent to non-stationary
policies for certain properties. Let consider an example involving a greatest fix-
point:

while (random() < ndt_[0,1]) { %

ndt_[0,1[() nondeterministically returns a real numbein [0, 1] (we could

also choose a positive integerand takex = 1—1/n). We are interested in the
liveness property of staying indefinitely in the loop. The choice of a stationary
policy is the choice ok, and for any fixed value ot the probability of staying
indefinitely in the loop isO (the probability of staying at least times isx").

Let us consider, on the other hand, the memory-aware policies consisting in the
successive choices, X,, .... The probability of staying in the loop indefinitely is

x = exp - 3 log(1 8.41
k|:|1xk exp( kglog( /Xk>> (8.41)

For any positive real number, there exists a sequengeof positive real numbers
such thator = 5, yn. Let us takeN €]0,1[, (Yn)ney €]0,+eo[N such thaty nyn =
—log(A\), Xn = exp(—yn); then[_, % = A. Thus the least upper bound of the
probabilities of staying indefinitely in the loop for all memory-aware policies is

1This game is played by two people in rounds. In each round, each player makes a gesture,
either “rock”, “paper” or “scissors”; both gestures are made simultaneously. “Rock” beats “scis-
sors”, “paper” beats “rock” and “scissors” beats “paper”.
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Start

A

Figure 8.2: A transition system for whictE, ([gfp(f — shiftf +,0)],) <
[ofp(f — shiftf +,0)] . . While for anyn there exists a trace that goes through
A for n steps, there does not exist any trace going infinitely throlugon this
system, greatest fixpoint analysis is inherently imprecise.

Nondeterminism and greatest fixpoints

Why is that that we seem to lose precision if the formula contains greatest fix-
points? We see that it is an essential problem with nondeterminism and infinite
computations.

No nondeterminism In this case, we have absolutely no loss of precision. An
essential fact is thdf__ is not only upper-continuous, but fully continuous.

Theorem 8.3.18.Let us consider a system without non-determinism. fLia¢ a
formula. Let env be an environment of valuators. No@igeny) the point-wise
application ofE, to env,

[f]e; -(E; (env) = E, ([f];.env. (8.42)
Proof. Proof similar to the proof of TH8.3.13 except that we use lemrifa2.18
and the fact thaE, is continuous to treat the casegdp. O

Nondeterminism  We have seen that, when nondeterminism is added,

is still upper-continuous but not lower-continuous. We have not been able
to prove thatE, ([gfp®];).env= [gfp®]., .E, (eny), but only the inequality

E. ([gfp®];).env< [ofp®],, .E, (env). Unfortunately, the equality is false, and

we shall give here a counterexample. This problem actually arises as soon as
we have nondeterminism, not even needing probabilities, and our counterexample
does not use probabilities. Here it is, written in pseudo-C:

int n=nondeterministic_nonnegative_integer_choice();
int k;
for(k=0; k<n; j++) /* A */,
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We actually rather use a symbolic transition system (&@. Let us now consider
the formula shiftgfp(f — shift(f) +, 0)) and look at the iterations fayfp, both
for [@], and[@]e, . [@]; is the set of traces passing througlan infinite amount
of time. Obviously, such traces are not possible, tug]¢];) = 0. On the other
hand,[¢]., is the function(A,n) — 1. Of course, sincd > 0, this is a coarse
approximation.

An intuitive vision of this phenomenon is that it is possible for a system to
have traces of any integer length, but no trace of infinite length. This problem is
inherent in the approach of usirfigfp f,, and is one of the reasons that plead for
the development of domains especially suitable for liveness analyses.

8.3.5 Abstract analysis

We shall see here more precisely how to apply abstract interpretation to that back-
wards semantics.

General case

We compute safe approximations [off], by abstract interpretation. We intro-
duce an abstract semanti]ds}]fﬁ_,+ as an upper approximation of

veny, Venv, env >env = [f]%, .env > [f],, .env (8.43)

The computations fq]f]]?yr will be done symbolically in ambstract domairsuch
as those described if%&2and §2

e We shall assume that we have an abstract operation for “shift”. That is, we
have a monotone operation praich that

VE, VT € 7, pré.f8 > T* ff, (8.44)
This operation will be supplied by the abstract domain that we use. Then

veny, Yenv, env > env = [shift(f)]%, .env > [shift(f)], .env
(8.45)
provided that

veny, Venv, env >env = [f]%, .env > [f],, .env

e We shall approximate least fixpoints usingvaening operatof18, 84.3].
A widening operatof] is a kind of abstraction of the least upper bound that
enforces convergence:
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— fOg > sup(f, Q) (pointwise);

— For any ascending sequen(®) .. the sequenceun), . defined

inductively byu,, ; = us0v, is to be ultimately stationary.

Then the limitL* of the sequence defined by = 0 andu,, ; = u,J*(up),
whereff is an upper approximation df, is an upper approximation to the
least fixpoint off. More precise upper approximations of the least fixpoint
of f can then be reached by iteratiri§ over L. More precise upper ap-
proximations of the least fixpoint of can then be reached by iteratiriig
overL? using a so-calledarrowing operatorg18, §4.3].

¢ We shall approximate greatest fixpoints using a limited iteration approach:
if f#is an upper approximation df, then for anyn € N, f#"(T) > gfp .
Here again, we could userrowing operatorg18, §4.3].

Partitioning in programs

In the case of programs, the state space is gend?ailiv, whereP is the (finite)

set of program points anill the set of possible memory configurations. More
generally,P may be a kind of finitgpartitioning of the program — for instance,
according to the call context of the procedures. Non-probabilistic analysis gener-
ally operates on abstractions®fP x M) ~ P x M — {0,1} ~ P — P(M). Given

an abstraction ofP(M) by a latticeL*, one obtains a pointwise abstraction of
P— P(M) by P — L. Elements oP — L’ are just vectors ofP| elements of .

This approach can be directly extended to our measurable functions: we shall
abstracP x M — | (wherel =[0,1] or| = [0,4]) by P — L% if L* is an abstract
domain forM — |I.

The first problem is to get an abstraction of the operation used in the “shift”
construct:

- PxM—=I|l—-PxM—I
| h —(I,m) — SURcy z(l,m)epo T ((I,m),y; (I';m)) .h(l”, m')
(8.46)
Let us take the following form for the program instructions: at program point
[, the executed instruction representedlbig the sequence:

1. a nondeterministic choicgis taken in the seY;
2. arandom choice is taken in seR, according to distributiotRp;

3. the memory state is combined deterministically with the two choices to form
the new memory state using a functign (M xY) x Ry — M;
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4. depending on the memory state the program takes a deterministic jump
to program poind(l, m).

Let us noter,(I') = {m| J(I,m) = I'} (the set of memory values that lead to
program poini’ from program point; 1,(1') is then essentially the condition for
a conditional jump). Then we can rewrite the transition equation as follows

F(h) = choice o randonﬁ' o FIE ( Z (p;‘l,, (h(!", .))) (8.47)
I'eP

using the following building blocks:

choicé) (h) = m+— suph(m,y) (8.48)
yeY

randorr§ (h)=m— /h(m,r) duﬂﬂ (r) (8.49)

Fi(h) =hoF, (8.50)

@a(h) =h.x, (8.51)

The reasons for those notations are explainedBh X4
We shall abstradt as the composition of abstractions for:

e choice), nondeterministic choice;

randonﬁ , probabilistic choice;

F,;, deterministic run (arithmetic operations and the like);

@p, tests.

will give an abstract domain featuring those operations; [Zhwill give

another abstract domain where the tests are approximated by the identity function.
Since the functiorF is w-upper-continuous, the least fixpoint®fis obtained

as the limit of F"(0) (let us recall that this is the point-wise limit of a sequence

of functions fromX to |). The expression of the iterates using a partition with

respect td” is as follows:

+1)
f1<“ ) _Fl(fl(”),...,f‘g“))
: : (8.52)
(1) — (n) (n)
f‘P| = Fp(f} ,...,f‘P‘)

In terms of implementation, this means that we update in paralléP{redements
of the vector representing the iterate. As noted by Coll)tg2.9], this parallel
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update may be replaced bipaotic iterationsor asynchronous iterationsChaotic
iterations allow us to compute the iterations by taking into account the recently
updated elements. All these iteration strategies lead to the same limit (the least
fixpoint of F).
Let us consider for instance the following strategy:
n+1) __ n n

fL = (f,., f|<P|>)

fnD) —p (f(0D £

2 2( 1 9 ) ‘P|) (853)
1) (n+1) ()
f|F>| _F|F,‘(f1 ,...,f‘P‘)

This strategy is itself a monotonic operator whose least fixpoint is to be deter-
mined. It has an obvious abstract counterpart yielding an approximate fixpoint in

the usual way &.3.5.

8.4 Forward analysis

In this section, we only take care of closed formulas of the following form:
e they do not contain any “let” binding; if necessary, inline the bindings;

¢ the bindings used itip andgfp do not traverse anlyp or gfp4 construct.

Lemma 8.4.1.For any formulalfp (name, — f) of the above form,
@ — [f]; .enyname, — ¢] is continuous.

8.4.1 Absence of nondeterminism

We define a semantics showing the forward progression of the distribution of val-
ues inside the program.

[Mamé e, gnamgy = H — M if name= name, (8.54)
[constantzgnamg) = O (8.55)
[+ T2l Fudgamg) = [f1l Fwdignamgy 1 NAM& € f; (8.56)
[f1+s T2l Fudnamgy = L2l Fwdgnamgy if NaM& & T (8.57)
[shift(f)] rwaname) = [T rwd(namey © T (8.58)

[Ifp(@— f)]]lzwd(nam%) =0 (8.59)
[9fp(® = B)lrwd(name) = © (8.60)
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[namg,,=0 (8.61)
[constanfy,..u = / constantdu (8.62)

[f1+s ol ouett = [Ta] ouo B+ [fo] ouee G- (8.63)
[shift(f)]oue-H = [Flou- (T -H) (8.64)

[ifp (namegy — f)] oM = kzo[[f]]omo [fTFweiname) -H (8.65)
[[gfp(name? = f)]]Out'“ - I(;[[f]]Outo [[f]]lléwd(nam%) H (8.66)

+|im¢n%,/ O(IFTroamg 1) (867)

Lemma 8.4.2.For any f andu,/ d(ﬂf]]Fwd(nam%).@ g/ du.

Proof. By induction on the structure df. All cases are trivial. ]

Lemma 8.4.3.1If for all gand p,

/(,U.g d(R ) = Hl.u+/g d(RoH,.11) (8.68)

then for alln,

n-1
/w“.g dRp) = 5 Hlng.u+/g d(Ro HY.11). (8.69)
k=0

Proof. By recurrence om > 1. Casen =1 is in the hypotheses. We shall now
suppose that the property holds for ran&nd prove that it holds for rank+ 1.

= [Y"(¢.9) dR )

+ [(g.9) d(RoHY.u) (induction hypothesis)
+

+

+H, (HS.u) + [gd(RoH,.(H).u)) (hypothesis)
Jgd(RoHY ) O

Theorem 8.4.4.For any formulaf satisfying the conditions laid at the beginning
of 8.4

/([[f]]t ey d(TN. 1) = [Floye - (8.70)
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Proof. Proof by induction on the structure of
e [([constant, .eny) d(T*N.u) = [constantdu = [constanty . ;
e The case oft4 is obtained by splitting: into His andu‘sc:
J([f+sf],env %(T‘@N.u) .
=[] -envd(T* g+ [ [ 1] envd(T. u o
= [filourHis T [fal ourHie = [f1 s fol our -

e Using the induction hypothesis:
[ Ishit(£)),-env (T = [([F]-emyd (T2(T ) = [Floue (T -0

e From lemmag.4.1andA.2.17 the following least fixpoint is written as a
countable least upper bound:

[ [ifp(nameg, — f).env, d(TN.p)
= ['sup, (¢ [f]; -envname, — @))"(0) d (T*N. )
=1lim Thoo [ (@ [f];.enviname, — @])" (0) d (T*N. )
Let us now apply lemm@&.4.3to H; = [f] o, Hy = [flrwgmamgy: 9=0
andR: pu— T®N
f[[lfp(nam%H f).en, d(T®N.p)
= SUp, [Zk 0 [[f]]Outo [[f]]Fwd(namﬁ) H+ fO d([[f]]Fwd(nam%) u)}
= [Ifp(name, — f).enV, .1

e From lemmag.4.1andA.2.12 the following least fixpoint is written as a
countable greatest lower bound:

[ [ofp(name,— f).envj, d (TN H)

= [infn (@ [f]; .enname, — (p ) d(T®N.)
=infn [ (@ — [f];.enname — ¢])" (1) d (T*N. )
Let us now apply lemm&4.3to H, = [[f]]out = [flrwdmamgy 9=1

andR: 1 +— TN
J [ifp(name, — f).enV, d(T*N. )
—limn— | SE 81 Jowe [ lwdamey -H+ /2 ([T Rwainamey -H)
= 57 o [Mlow® [ Iuamamgy -+ 1M Ln o | & ([ Tucramey 1)
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From lemmdB.4.2 the sequencé/ d ([[f]]Ewd(nam%) u)) is decreas-

. neN
Ing.

8.4.2 Abstraction, with nondeterminism

We now go to the general case, directly introducing the abstract semantics.

[[namqﬁFwd(nam%) — p¥ s p¥ if name= name, (8.71)
[[constan]ﬁzwd(nam%) = {0} (8.72)

i i :
[f1+sfl] Fwd(name) — [f:] Fwd(namg) || NAM& € Ty (8.73)

; f :
[[fl *s fZ]] Fwd(namg) — [[fZH Fwd(name,) if name; ¢ f, (8.74)

[shift( )]]?:wd(namt%) - [[f]]jlizwd(nam%) oT (8.75)
[P (@~ f)Ewg(namgy = O (8.76)
(8.78)
[namd}, = {0} (8.79)
[constants,,. 1 = I*(constanty?) (8.80)
[f1+sfo] ﬁom'”jj = [t tOut'{qDS‘““‘l € Ui+ (8.81)

[f2]) oA Og-Hlk € pt}
[shift()]5,-1* = [Flb,0 T (1) (8.82)
[Ifp(name, — )]%,.1f = S (ui = [Tbue [ laame) .u’*) (8.83)

[[gfp(nam% = f)ﬂﬁOut'“ﬁ = dOWr‘([[f]]E)uto (Vn = I“lt + [[fﬂjl::wd(namg) (Vﬁ))No(f’“u) (8.84)
-‘r'j([f]]Fwd(namg))No(f’ut%Uﬁ>

In this last definition,No(f,uﬁ) is any integer, determined at run-time by the
analyzer. The results exposed here are proved correct for any vdﬂéeéfow),
but of course the upper-approximation can be more or less precise depending on
this choice (normally, the larger, the better, but also the larger, the lengthier the
computation)down(X) is the downwards closure of: {ye R, | 3xe X y<x}.
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Lemma 8.4.5. Let us suppose that:
val, 0f +iaf = af (8.85)

Then for alln € N, for all uf, of

4 (Vs HE(k) 4 H%(M))n_l(oﬁ) G Hg(uﬁ))"(oﬂ) (8.86)

Proof. Proof by recurrence. The case= 0 follows from Equl8.83 The other
cases are proven easily by recurrence. O

Lemma 8.4.6. Let us suppose that:

Ve, Vb, Hi(a’) +Hi(b*) C Hi(a+7b) (8.87)
val, 0f +faf = af (8.88)
Vg, Y, (g, uf) © HE(F) +1%(g, H (1)) (8.89)

Then for alln,

I%(y"g, u¥) C Hio (vﬁ s Hg(vﬁ)>”_l(oﬁ) 41 (g, ng‘(uﬂ)) . (8.90)

Proof. The case fon = 1is trivial. Let us prove cases far> 1 by recurrence.
Let us apply the recurrence hypothesisrior

(g ) C HEo (v HE() 2 HE0) " (08) 41 (0. H" (1)

© o (e M) 2RV (0F) 4 HE(E) +17 (. HE™ (1))

C H: (uﬂ +F (vﬁ — Hi(u) + Hé(,ﬂ)) - (oﬁ)) L <g, Hg““(uﬁ)) (EquBED
CHE (v Hy(uf) +# Hﬁ(uﬁ))”wﬁ) 15 (g.H3" (1)) (emmeBZ

= HEo (VE e i+ HY(u )”(oﬂ)+|ﬁ(g,Hg”+1(m)> (EquBZ®. O

Lemma 8.4.7.Let us suppose the hypotheses of lefBdd and additionally the
following onK?:

vk, 150, uf) = 0 (8.91)
K? — p + Hi(K?) C K (8.92)
N,
N, (vﬁ s pf 4 Hg(vﬁ)) ° (0) C K¢ (8.93)

We also suppose the following properties
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o Hi is monotonic;

¢ all the elements of the image setlfbg are topologically closed subsets of
the real field with the usual topology;

We also suppose the following properties f@and|?:
e |%is an abstraction of: if u € y(u?), then for allg I(g, i) € 1¥(g, u);
o for any ascending sequen@gh) oy, IMn—co 1 (Gn, 1) = 1 (lIMp_c0 On, 4).

We then have, for alli € y(u?):

M oo /w“.o du € Hi(K?) (8.94)
Proof. Let us first apply lemm@&.4.6for g = 0. For alln,
(0. CHEo (v o gt 42 HY()) (0 (8.95)
Foralln> N,,
n
Hio (v i 4FHE(H)) (0F) € HE(KY) (8.96)

Letu € y(ut). Letne N. I (@"21.0,u) € 1¥(w"1.0, uf) and thus/ ¢"+1.0 du
€ H:(K¥). SinceH:(K*) is topologically closedim Tn .« | (¢™1.0, 1) € Hf(Kﬁ&i

Theorem 8.4.8. For all formula f, measureu and nondeterministic policy
<Un)neN'

f
f
181, de W e v [1] ). (8.97)
Proof. Proof by induction on the structure 6f

e f cannot be amame sincef is supposed to be closed.
¢ +is handled through simple decomposition, using the abstraction proper-
ties of ¢, (0§C and+-:
I [f1+s ], -envd(G(T, (Un)).u)
— [ [l -envd (G(T. (Un)-(@s ) + [ T, -envd (G(T. (Un)-(@gh))
EV([[fl]]uOutO(pg(“u)) GV([[fZ]]éutO(pjsc(“u))
e y([f,+sf] Out(mLﬁ))
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e The case for “shift” follows from the abstraction property.&f:

JIshift(f)];.envd (G(T, (Un);=0)-H)

= J ([ en\bosh'ftd(G( ,(Un)nz0)-H)

= [([f];-env d [ G(T, (Un),s1)- ([UlO] “)

————
VT ()

€ V([fIbu(H)-

e From lemmag.4.1andA.2.1] the following least fixpoint is written as a
countable least upper bound:

J [Ifp(name— f)]; .envd (G(T, (Un),=0)-H)

= [tip(A @[], enviname— ¢)) d (G(T, (Un)y-)-H)
~ [ -, (A @[ {]; enVname— @))" (0) d (G(T, (Un)y.) H)
—iim Tne | (A@.[]; .erviname— @))" (0) d (G(T, (Un)yo)-H)

We wish to apply lemm@Z.7 with Hf = [, andH; = [[f]]Fwd(name)

To get the required fixpoirk?, we proceed as follows: we take aNy (the
larger, the better; but the larger, the lengthier the computation) and compute

Ny .
Ké = (vﬁ — pf 4 Hg(vﬁ)) (0°). Then we compute an approximate least
fixpoint of abstrv — p* +* Hi(v¥) aboveKﬁ We then apply the lemma

with ¢ = ¢ — [f], eniname— ], 1(g. 1) = /9 d(G(T, (Un)yu)-1).
1(g, u*) = {1(g, 1) | 4 € y(u*)}. Then

/[[pr (name— f)]; .envd (G(T, (Un)o)-1) € HE(KH). (8.98)

e From lemma@.4.1andA.2.12 the following greatest fixpoint is written as
a countable greatest lower bound:

J/ [ofp(name— f)]; .envd (G(T, (Un),0)-H)
= [ afp(A @.[f]; .enviname— ¢]) d (G(T, (Un)1>0)-H)

= [lim | (A@.[f]; .enviname— ¢])" (1) d (G(T, (Un)p=0)-H)
=lim |n—w [ (A@.[f]; .enviname— ¢])" (1) d (G(T, (Un)p=0)-H)

We can therefore approximate it safely from above by stopping at a certain

1)d
1)d
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iteration countN,(f, u¥): lemma8.4.5

/[[gfp(name—> f)]; .envd (G(T, (Un)nzo)#)

< [ a@11); eminame-- )" (1) d(G(T (Un)oo) 1)

From lemma&B.Z.6 applied toH} = [f]§, H; = [f]E,qmamey ¥ = @ —
[f];-enviname— @], g=1,1(g, 1) = [ g d(G(T, (Un)yz0)-H), 1*(9, p*) =
{1(g, 1) | 1€ y(uh)},

(A @.[ ] .eniname— ¢])"ol ") (1), pu?)

_
>N0(f>“) 1( ¢

< [[f]]ﬁOuto <Vﬁ = I’lﬁ +ﬁ [[f]]jlj:wd(name)(vﬁ) 0 )

No(f,u%)
414 (ga[[f]]?:wd(name)o (“ﬁ)) :

It follows that

| @111, eniname-— @) (1) d (G(T, (Un)yo)-H)
€ [ofp(name, — f)]5.H*

and thus the result follows. O

8.5 Discussion

The backwards analysis method we described is a generalization of the value itera-
tion method used in operational research to compute the value of Markov decision
processes. Our reachability analysis is related to the stugpsiive bounded
models[64, 87.2], where the rewartl is granted the first time the process runs
through the set of states to consider. The liveness analysis is related to the study
of negative model§c4, §87.3], where the reward 1 is granted the first time the
process leaves the set of states to consider. Our remarks[drareSreflected

in [64]:

Surprisingly, for negative models, optimal policies exist under weaker
conditions than for positive models; however, they are more diffi-
cult to find because algorithms need not convergence to [the optimal
value].
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However, our point of view is more general, since we allow the mixing of least
and greatest fixpoints, allowing complex specifications of trace properties. Those
specifications are written in a simple formulaic language similar-talculus/fLC,

Ch. 7], for which we give an easy to understand semantics and a more operational
one, linked by equalities and inequalities.

A possible extension of these propertiesdiscounted modelf64, Ch. 6].

In these, the importance of the future decreases exponentially; for instance,
discounted reachability would count passing thro@dbr the first time at step

asA" instead ofl (of course 0 < A < 1). The theoretical study of those models

is considerably easier than that of non-discounted models, since the fixpoints to
study are the fixed points of contraction mappings in Banach spaces. While the
extension of the techniques exposed in this thesis to discounted models is easy
(it suffices to add a multiplication by in the semantics of the “shift” operation),

the practical interest of such models in computer program checking remains to be
seen.

Another possible extension is the computation of averages not only on the
trace space, but also on the time: computing the average value of a certain function
as long as the program is running. Since this property is the quotient of two
summing properties, there is no obvious method to evaluate it iteratively.

We mentioned briefly (&3.9 the differences between Markov decision pro-
cesses and two-player games. Such games can model questions such as the choice
of an optimal strategy by the program so as to minimize the probability of a failure
for all possible environments. The study of effective methods for such models is
very hard R2).



Chapter 9

Finite sums

9.1 Finite sums on measures

As considerable effort has been put into the design and implementation of non-
probabilistic abstract domains (sd&.Z.3for examples), it would be interesting

to be able to create probabilistic abstract domains from these. In the this section,
we shall give such a generic construction.

9.1.1 The Intuition Behind the Method

A finite sequencé\ of pairwise disjoint measurable subsets<aind correspond-
ing coefficientsy; € R, represent the set of measugesuch that:

e [ is concentrated o) A,
o foralli, u(A) <a;.

For practical purposes, th# are concretizations of abstract elements, polyhedra
for instance (Fig9.J).

This abstraction is intuitive, but lifting operations to it proves difficult: the
constraint that sets must be disjoint is difficult to handle in the presence of non
injective semanticgc]. This is the reason why we rather consider the following
definition: a finite sequeno® of (non-necessarily disjoint) measurable subsets of
X and corresponding coefficients € R represent the set of measuggsuch
that there exist measurgssuch that:

° H=3 M
e foralli, y; is concentrated oA;;

o foralli, u(A) < a;.

119
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Figure 9.1: An abstract value representing measuresuch thatu(A) < 0.5,
u(B) <0.4andu(C) <04.

y <= 6-X

Figure 9.2:The abstract value of Fi§@.1 after going into the first branch ofia
y<=6-X... test.
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We shall see how to formalize this definition and how program constructs act on
such abstract objects.

9.1.2 Theoretical Construction

Let us take an indexing sét, an abstraction (se€8.2.) 'y = (gy, X, %) and

an abstractio,, = (P([0,21]"),WF, k). We define an abstractidy, - =

(€ (Xp):Sar, ry Yar,.r,)- € (Xp) is the set of closed sets of the topological
spaceX;, for the set-wise topology2l/, 8111.10] — this is a technical requirement
that is easy to fulfill. We wish to define compositionally abstract semantics for
our language (defined irl8.1.]). We shall omit the\, Ty, Iy, subscript if there

iS no ambiguity.

Domain

Let S, =X x W¢ be our abstract domain. We then defipe. . :

X0t W X W
S\ Foly P(Xp) such that((Z,),.,,W) maps to the set of measurese
M (X) such that there exist measui@s ), ., such that

e foreachA € A, , is concentrated og (Z, );

e the family(/ u, d), _, of total weights of those measures isgp(w).

AeN

Deterministic constructs
Given two such constructioris, - - andl, - - and measurable functioh:
Xt W YW
X — Y such thatf is an abstraction of (see formul&3.5), we define
£t SAFylw ARy
(Zy Wy )xen = (F(Z,) Wy ) cp

Theorem 9.1.1. f} is an abstraction of,.

Nondeterministic generators

We want a functior‘[choicg(]]ﬁ such that

u e o[choicg ]’ (u*) = (A u(AxY)) el (u). (9.1)
The following function works:
(Z) Wy )yen (Hﬁ(z)\)’w)\))\e/\ (9.2)

whereH? is an abstraction o — Ax Y.
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Random Inputs or Generators

To accommodate calls ttandom -like instructions, we must be able to ab-
stract a product of two independent random variables knowing an abstraction
for each of the variables. More precisely, let us suppose we have two abstrac-

ionsSyr r. a”ds/v,rx,,rw,- Let us also suppose we have an abstradtign=

(P[0, 1VN), W, ¥, @nd an abstractiop? : W x W' — W, of

[0, x [0,V — [0, 1)
((Wx)renr (Wan) yrepr) = (Wy Wy ) 3 anens:

Let us also suppose we have an abstraclign= (P(X x X’),I‘Iﬁ,yﬂ> and an
abstractionx! : X! x X'# — X, of x : P(X) x P(X') — P(X x X') (see for-
mula[13.§. Let us take abstract elemems= ((Z,), W) € Syr, r, and
A =((Z) W) € Sy thenwe define

NeEN L

A@ﬁ A = <(Z)\ XﬁZA’)()\,)\’)E/\X/\” pu(W7W/)>

Theorem 9.1.2. (A}, A¥) — A ° A% is an abstraction of i, ') — p ® . That
is, if ucy, r rW(Aﬁ) andu’ ey, - (A’ﬁ) thenu @ W' € yp(A F A’ﬁ).
I ’ ) X/? W/

Tests

Lifting equationl13.2to powersets yields the concrete semantics:
: b b b b )
[if cthen e else &) (W)= e] oqgyW)+ [e], 0 FgcW)

which can be abstracted right away by repladitsgby f's. All that is therefore
needed are suitabt;% (W) and+*.

We define
(Z)xen W)+ (Z3) yrens W) = ((Z)) ) cpan WE W)

whered! is an abstraction of the canonical bijection betwgga]” x [0,1] and
[0,1]\ whereAm A’ is the disjoint union of\ and/\'. It is easy to see that such
a+F is an abstraction of-’.

Let us suppose we have a suitable abstradﬁlctﬁnxti — X of the intersection
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functionW’ — W’ N [c]. We also require thatx! ¢ X* I[?c}] (<) £ x*T Then we
can define (see Fi§.2)

By (Z)ren ) = ((51(Z3))p cp (W)

Theorem 9.1.3.<p[€cﬂ iS an abstraction otum.

9.1.3 Multiplicity of Representations and Coalescing

The reader might have been surprised we consider a preorder on the abstract val-
ues, not an order. The reason is that we want to talk of algorithmic representations,
and a same concrete set can be represented in several ways. For instance, rational
languages can be represented by an infinity of finite automata. Of course, an in-
teresting property is that there is a minimal automaton and thus a canonical form.
Yet we point out that this minimal automaton is defined up to state renaming, thus
it has several representations.

We propose twaoalescing operation® simplify representations without loss
of precision:

1. Ifthere is a certaiZ, such that several are such thaZ, = Z,, and our nu-
merical lattice enables us to represent exactly a sum, then one could replace
all the entries for all thes&’s by a single one.

2. Similarly, if ZM and Z/\2 are such that there exisfg such thaty, (Z)\l) U
yX(Z/\Z) = Y (W), then one can coalesZQ1 andZ/\2 into W, with probabil-
ity min(w)\1 W), 1).

9.1.4 Practical Constructions

In the previous section, we have given a very parametric construction, depending
on parameters and assuming the existence of some operators. In this section we
shall give examples of instances of suitable parameters and experimental results
on a simple example.

10ne possible construction for this functioni§ — W* ¥ [c]* using an approximatiofic]*
of the set of environments matched byand an approximation?® of the greatest lower bound.
This does not in general yield optimal results, and it is better to Con‘I[?CLd(Wt) by induction

on the structure of if cis a boolean expression. An example of suboptimality is the domain of
integer intervals on one variable, wiki = [0, +[ and boolean expressidr > 2) Vv (x < —2).

The abstraction of the domain matched by the expressidn ishich gives us the approximate
intersection|0, +o[ while recursive evaluation yield®, +[. Further precision can be achieved
by local iterationsi29].
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Abstract Domain

We shall first define a narrower class of abstract domains for probabilistic appli-
cations, for which we shall give algorithms for some operations.

Finite Sequences  Let us suppose that! has a minimum element, .. We

then takeA = N. We noteX!™ the set of sequences with finite support; that
is, those that are stationary on the valu%. We shall restrict ourselves to such
abstract sequences.

As for the set of numeric constraints, one can for example use polyhedric
constraints. Such constraints have the following nice property:

Theorem 9.1.4.Let us suppose that:

e the numeric constraints are expressed as convex polyhedra, and the inclu-
sion of two such polyhedra is decidable;

e the intersection test ovet® is computable.

Then the preorder test oc8(X?) (i.e. the function that, takinga,b) € S(X*) as
parameter, returnd if and only ifa gs(xt) b and0 otherwise) is computable.

Proof. Leta = ((Z;);.n,W) andb = ((Z));_nW). Letus calla; = p;(Z;) and

al = 14(Z]). Let(Z;); - be the set of all nonempty intersections of elements of the
sequenceg andZ;. LetE be the system of equations of the foomn= 3 Ej taking
only the; such thats; C Z, E’ the system of equations of the foraf = 3 ¢;
taking only thexij such thaEJ- C Z. F the system of linear inequations yielded
by (a;);.n € WandF’ the system of linear inequations yielded (@), _\ € W'
Given a system of (in)equatiorss, we callS(o) the set of solutions of. We
claim that

Cym b < §(EUE'UF)C §(EUE'UF’).

The right-hand side of the equivalence is decidable by hypothesis. O

Our claim is the consequence of the following lemma:

Lemma 9.1.5.1f Z is a nonempty measurable set and R ,, then there exists
p € M (Z) such thatu(Z) =c.

Proof. Letz, € Z. Then we defingu(A) to be equal ta if z, € A and to0 other-
wise. O



9.1. FINITE SUMS ON MEASURES 125

0-3 | | | | | | |
abstract——

- exact-----

0.25F _

0.15f B M .

0.05F

Figure 9.3:Experimental resultsx; + X, + X5 + X, where theX; are independent
random variables equidistributed ir1,1]. The approximate simulation divided
[—1,1] into 10 sub-segments each of maximal probabilty. Estimates on seg-
ments of lengtlD.2.

Simple Constraints  We propose a very restricted class of polyhedric con-
straints, given by finite sequenc@s),_y € [0,1]™, such that

(On)nen € ¥v((Cr)pey) = YneNap <ch.

An abstract element is thus stored a finite sequéBge,) of pairs inX* x [0, 1].
Similar convex hullshave already been proposed for rules operating on concrete
semantics3]].

It is very easy in such a framework to get an upper approximation of the
probability of a seW, if we have a functionr,, : X* — {true,false} so that
Ty (XH) = true <= Wy (X*) £ 0: just takey e nenr, (Zn)=true} O

Experiments
Using our framework, we analyzed the following C program:
double x=0.0;
int i;
for (i=0; i<4; i++)
X += drand48()*2.0-1.0;
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0> ! ! I I I Iabstraclt—
0.451- exact----- -

0.4} =
0.35f =
] I O =
0.25 =
0.2 i
015+ [0 | T =
0.1f i

Figure 9.4:Same computations as A3 Approximations on segments of length
1 give more accurate results than approximations on smaller segments.

0.09 | | | | T T

0.08} 11 T s —
0.07F .
0.06F AT L 4
0.05F - 1 4
0.04F — | N .
0.03F
0.02F

0.01F

Figure 9.5:Same computation as Fi@.3 but the approximate simulation divided
[—1,1] into 100 sub-segments each of maximal probabi®l. The sampled
segments are of lengh2. As with Fig.[0.4, precision is improved is sampling
segments are bigger than the segments used in the computation.
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The drand48()  function returns adouble number equidistributed if0, 1].
We chose such a simple program so as to have an easy exact computation.

As an accurate representation of ttheuble type would be complex and
dependent on the particular C implementation, we rather chose to use an idealized
version of this type as the real numbers. Figl#e50.4 and9.5 show results of
the experiments with different parameters, comparing abstract samples and exact
computations.

In those testsdrand48() is supposed to return an uniformly distributed
real number in0,1]. It is abstracted agn/N,(n+ 1)/N],1/N),_,_n WhereN
is a parameter. The “samples” are segméat$]; for each sample segmet,
both an upper bound and an exact resultst @) are computed, wherg is the
distribution of the final value ok in the above program. The upper bound is is
computed from the abstract result, by the method describ&dlid The bars
displayed in the figure are the chosen segmémi$] in x and their exact and
approximate probabilities in

Those figures illustrate the following phenomenon: as computations go, the
abstract areaZ, grow bigger. If the samples are not enough bigger than those
areas, the approximation are bad (F8g3. Results improve iiN is increased
(Fig.[@.5 or the sample size is increased (H4). An intuitive vision of this
somewhat paradoxical behavior is that our abstract domain represents masses
quite exactly, but loses precision on their exact location. If we ask our analy-
sis to provide information on the probability of a very small area of the output
domain (small compared to the precision of the input distribution and of the com-
plexity of the transfer function), it tends to overestimate it (Big) because lots
of masses could be located at that point. If we ask on a wider area, the error on
the locations of the masses compared to the area becomes small and thus the error
on the result becomes acceptable (Bid).

Widenings

The crucial problem of the abstract domains not satisfying the ascending chain
condition is the “widening” to choose. By widening, we mean some kind of over-
approximation that jumps higher in the abstract domain to allow for convergence
in finite time even if the abstract domain does not enjoy the property that every
ascending sequence is stationary. Let us take a simple example on a nonproba-
bilistic program, with the domain of intervals: if successive abstract values are
[1,1], [1,2], [1,3], [1,4], the system might try jumping tfl, 4o for the next
iteration. As this overestimates the set, it is safe.

The design of widenings is experimental in order to find a satisfying balance
between cost and precision. While it is always possible to give a widening in all
abstract domains with a maximum element (just jump joit is quite difficult to
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design widenings giving interesting results. Here, we shall propose a few ideas:

e Let us suppose we have a widening operatoXin When successive ab-
stract values in an iteration af2&, Cn)ngN such that botlz,, andc, increase,
then try the next iteration witiZ, c,,) whereZ is the result of the widening
in X%,

e We can also apply widenings on the numerical coefficient§or instance,
if we have an increasing sequen@cn),, We can jump tqZ,c) where
cis slightly abovec,;, possibly1.

Both approaches can be combined.

Another important area is simplification. Each calrémdom -like functions
yields a product of measures and multiplies the number of length of the sequence
making up the abstract environment by the length of the sequence approximating
the measure of the function. This of course can mean fast explosion. While co-
alescing (se®.1.3 can help, we might have to consider more energic steps. A
possibility is to coalesce several abstract sets that have high probability (let us say,
> 0.8) and are “close enough”, such 2] and|[1, 3.

We are currently working on designing on implementing such strategies and
testing them on realistic examples.

9.1.5 Conclusions and Prospects

We have given simple probabilistic semantics to a deterministic language supple-
menting the usual constructions by functions returning random values of known
distributions. We have a generic construct to lift usual (that is, non-probabilistic)
abstract analyses to probabilistic analyses. The analysis we propose can be used
to get upper bounds on the probability of certain events at certain points of a pro-
gram. We tested it on some simple examples where an exact computation of the
probabilities was possible, so as to have early experimental results of the influence
of certain parameters over the quality of approximation.

We have proposed heuristics for some operators needed to handle large pro-
grams or loops. We expect to be able soon to propose results as to efficient heuris-
tics on certain classes of problems.

9.1.6 Proofs of Convergence and Norm of the Concrete
Semantics
This appendix is meant only for the purpose of refereeing. It contains technical

proofs necessary for the construction of the concrete semantics. They are not
relevant to the main topic of the paper, which is the analysis of this semantics.
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Normal and random basic operations

Let us first remark that iH is a continuous operator on measures, using the
norm of total variation, thenH|| = sup{||H.u|| | ||¢|| < 1} can be computed
on finite positive measures only: legiH |, = sup{||[H.u|| | 1 > OA [ju| <
if p=pt —p, [Hop = Hpt —Hu | < Hu'f| + [Hp'| <
—— N——
<IHI el <[IH e
IH|5- (leF] 4+ 1), sofH| < ||H||.. But finite positive measures are signed
————

[l
measures, spH|| > [[H|| . and thus|H|| = |[[H]|| .
If f:X —Y is an application, thet{ fo.u|| = ||u||: on positive measures,

| fp-tt]l = (fp-)(Y) = u(f71(Y)) = u(X) = ||u|| and the result extends to signed
measures.
If g is a probability measure, then for apy ||y ® pg|| = ||1||. This, com-

bined with the norm of assignment, implies tiH@I(::random ]]pH =1

Flow control

Let us first remark that ¥V is measurable, then for all, [| @y +[|®,c-1ll =

k]l
EquatiorI3.2defines linear operatdt = [if ¢ then e else )] as

[e] potyg + [ea] o ¢qc- Let us suppose th%t[[el]] PH <1land H [e] pH <1l
Then

-4 < [ lecd || ot + | [l |- [ cse-1

<1 <1

< | @y ob| + o1 =
thus|H|| < 1.
In equatioriL3.4 we define a measure as the limit of a sequence of measures:

[while ¢ do €],.u= iofp[[cﬂco([[f]]pocpﬂcﬂ)n(“) (9.3)

This limit is taken set-wise: ie, we mean that for any measurabl¥, set

00

(Iwhile ¢ do €]y.10(X) = 3 (@0 (el g )"H(X)

If u is a positive measure, sun3indeed defines a positive measure: the partial
sums are measures and the set-wise limit of an increasing sequence of positive
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measures is a positive measugg,[8111.10]. The result extends to signed mea-
sures by splitting the measure into its positive and negative parts. It is also quite
evident that equatiof.3 defines a linear operatét, so we have shown that this
linear operator maps measures onto measures.

Let us define the partial sums, = S}_, cpMC o([fpo cpm)". Hn can be
equivalently defined by the following recurrence:

0= g
Hn+1 — (p[[C]]C + Hn. [[e]] (p[[C]]

By induction, we prove that for afl, ||Hy|| < 1, similarly as for thef construct.

Let us now consider the sequence of meashkgs. It converges set-wise to
H.u; also, for alln, ||Hn.u|| < ||u]|. For all measurabl, |(Hn.p)(X)| < ||u||
and thus, using the set-wise limjitH.u)(X)| < ||u||. It follows that||H.u|| < u.
This achieves provingH|| < 1.

Remark9.1.6 In generalH, does not converge norm-wisekh

Proof. Let us consider the following C program:
[* x is in ]0, 1] */
while (x<=0.5)

X=X*2;
Itis easy to see thgt(H.u)d= [ ud. Let us consider the operatathat maps the
1-tuple containingx to theO-tuple and the operatots, of the loops. o Hy ()
is then the probability of termination on input measptdf H, — H in norm, we
would haverto H, — mmoH in norm too. Nevertheless, fif,, is a measure of weight
1lying in]0,27"1], (ro Hyp).tn = O while (o H).up = 1 so||TToH — o Hy|| =
1. O

Continuity of the various operators enables us to swap them with infinite sums,
which is important to get some of the results in equafiBi

9.1.7 Proofs of Abstraction

Theorem 9.1.1.5(f) is an abstraction offf,.
Proof. This amounts to:

wx € S(XF) Vi € (%) (%) Fp(H) € S(k)(S(f)).

Let ((Z)),cpsW) € S(X*) and u € M_ (X). Let us suppose that there exists a
family of measuregt, each respectively idt, (Z,) such thatu =y, _, u, and
(Hy (B (Z3))) ren € ¥u(W). We want to prove that there exists a family of mea-

suresy, each respectively im+(fﬁ(z}\ )) such that
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L. foll) = 3,0 K} and

2. (1) (K (T(Z,)))ycn € W.

Let us take candidateg (U) = u, (f~1(U)). The first condition is then obviously
met. As for the secondy; (f*(Z,)) = i, (f~2(k o ¥(Z,))). As f* abstractsf’,
f20y(Z,) C % o f¥(Z,); this implies thatf ~1(f* oy (Z,)) C f7L(k, 0 F5(Z,)).
As w(Z,) © f=1(f"0 ¥(Z,)), by transitivity y, (Z,) C f (ko fﬁ(z)\»- This
implies thati} (v, o f#(Z,)) =, (f (% 0 4(Z,))) = 1, (% (Z,)), which in turn
implies that(} (k, © (Z,))), cp € ¥y (W). O

Theorem 9.1.2. (Af, A*) — Al @ A* is an abstraction of A, A”) — A’ @’ A”
with respect tag . Thatis, ifp € (AF) andp’ € Yy (A’ﬁ) thenu® ' €

/\x/\/,rxp.rWp
Vo(Af @A),

Proof. We have to prove that there exists a family of meas(m@s)\/))()\ A1)
defined respectively ovéZ, x Z ,)(A A)EAN such that

eAx /N

LB =3 aneaxn By and

2. (M ,A’)(Z/\’Zj\’))()\/\’)e/\x/\’ € pr(W,W").

We takeu(*A Ay =M@ . as a candidate. The first point is trivial since is

bilinear. §ince><ﬁ is an abstraction ok, ¥ (Z,) x % (Z}/) C ¥e(Z, x*Z},). By
the definition of the product of measures, sipgeis concentrated oy (Z, ) and
Wy, onvyy,(Z),), thenu, ® i, is concentrated ow (Z, ) X ¥, (Z;,), which, using
the above inclusion, yields

Hiy v (Ye(Z, Xﬁzg\') = Hj an (% (Z,) x Yo (Z31))-
By the definition of the product of measures,
Hiuan (%(Zy) X Y (Z30)) = 1y (Z3)-Hpr(Z))-
The second point then follows from the fact tipatis an abstraction of’. l

Theorem 9.1.3.%{:]} is an abstraction otp[[cﬂ.

Proof. Let us take((Z, ), W) € S(X*) and u one of its concretizationsy =
Yaca My Wherep, is concentrated o, and [du, = a, such that(c, ), , €
w. We have to show thap[[cﬂ(u) € yxﬁ((p[?c}]); that is, that there exists a family

(Hy ), cp SUch that
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1. A € A, yj is concentrated ovg(:(l[t[‘cﬂ(z)\)) and

2. ()5 en € Yoy (dF(W)).

We takeps; (X) = p, (XN yx(l[ﬂgcﬂ)).
The first condition is triviall [?C]](ZA) C Z, so by monotonicityyx(l[igcﬂ(z)\) -
¥« (Z,). Thereforef duy < a,, which proves the second point. O

9.1.8 Nondeterminism

We shall now see with more precision aspects of our analysis pertaining to non-
determinism. Probabilistic nondeterminism means that the outcome of a program
can be a set of possible (sub)probability distributions; this encompasses ordinary
probabilistic behavior (single distribution in the set) and ordinary nondetermin-
ism (set of Dirac point-mass distributions). To a progi@we associate a s@t]]ﬁ

of linear continuous operators on measures of ngrih the set of all possible
denotational semantics for all possible nondeterministic choices:

e Ordinary constructs

[c]5 = {lc]p}

¢ Nondeterministic choice

S S S
[[Cl | | Cn]]p: [[ClﬂpU"'U[[Cn]]p
Please note that there is no reason why nondeterminism should be finite or
countable.
e Sequence

_ s S br.1S
[ei ¢ D= [c] p© [ed] o
wherefSoSgS= {fog| f € fSAge g}
e Tests
. S S s S S s
[it bthen c else c],=[c] % {@}t+3[c.] o @)
wherefS+SgS={f4g| f e fSAgegs)

e Loops Let us consider a sequer(dg), . Of elements oﬂc]]ﬁ. Let us now
consider the sequence of linear operatéfs= 3}_, go[[bﬂc o(f.o qo[[c]])". As
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in section@.1.6 we can show thaH = limn — o exists and is a con-
tinuous linear operator of norrg 1. Furthermore, as in equatidii3.4
H.u= (p[[c]]c (limp—e Un) Wherepy is defined inductively:

i1 = K+ fieo G

We then defindwhile b do c]]ﬁ to be the set of all sucH for all pos-
sible (fn)

neN-

Let us now definﬂc]]fO an additive map from sets of measures to sets of mea-
sures such thdt;]]?o.ub D{fulfelsrpep}:

Ordinary constructs
[l () = {lclp-1 | H e}
Nondeterministic choice
[or |+ 1 el (1) = [eg]l, () U+ U eally (1)
Sequence
% CZ]]bp = [[szo [[Cl]]i)
Tests
[if b then c, else cz]]i): [[cl]]i)otpﬂbbﬂ + [[cz]];o(p[Fbﬂc
whereg), (1) = {@y-1 | p € @’} andy’ +*v* = {u+v | p e P’ AvEV’}.

Loops

[while ¢ do e]]i)(w):qo[fc]]c(Ao|h(|fpm)(;\vb.u+b [[e]];oqjﬂcﬂ(vb))))

9.1.9 Fast equality test

The purpose of this section is to prove the following property:

Theorem 9.1.4.We use the following abstraction( (X}, &),y ) is the set of
measurequ that are the sums of measurgg, each concentrated oyl(Xkﬁ) and

of weight less or equal ta,. Theny((X},a,),) = (Y, B,),) if and only if the
sequences are a permutation of each other.
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This theorem allows for very fast equality testing if the sequences are stored
as finite sets or partial maps with a fast equality testing. We implemented such a
scheme as follows:

e abstract areas(f) are hashed with a collision-resistant hash funchigid2,
ch. 18]; this means that for all practical purposes, this function behaves as
if it were injective;

e partial mapsh(X?) — (Xﬁ,axﬁ) over the totally ordered set of hash values
(can be implemented as balanced binary trees);

e the concatenation of th@(X*"), a) couples, ordered according to their first
coordinate, is taken and hashed; this yields a hash \Haﬂ(uéﬁ, ap),), well-
defined.

This construct allows for the collision-resistance of functidn Comparing two
abstract valueg\ and B is therefore equivalent to comparirtd(A) and H(B).
Using the theorem, we prove that it is also equivalent to comparidg and

y(B).

Finite repartitions

The purpose of this subsection is to prove the theorem in the case Whisre
finite.

Let Q be a finite set. LeM(Q) = (P(Q)\ {0}) — R,. Let us definec:
M(Q) — P(Q — R, ) such thawv: Q — R isinc(a) if and only there exists a
repartition functiork : (P(Q) \ {0}) x Q@ — R, such that:

VweQ ww)= >  K(wA) (9.4)
AcP(Q)\ {0}
and
Vae P(Q)\ {0}, a(A) = Z K(w,A) (9.5)
WeEQ

Lemma 9.1.5.1f ¢(A) = ¢(B) then for allw € Q, A({w}) = B({w}).

Proof. Taking a seSC Q — R_, we noteinf,(S) = inf S({w}). We then prove
thatinf,(c(A)) = S{w}). Indeed:

e inf,(c(A)) > S({w}): for any repartition functiorK, K({w}, w) = S{w})
thus the corresponding weight functians such thaw(w) > S({w}).

e Let us now consider a repartition functighsuch that:
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- K({w}, w) = S{{w}) (forced)
— for any seiX € P(Q\ {w}) \ {0}, let us choose, < X and

{ vy e Q\ {w,x},K(X,y) =0
K(X,x) = S(X)

This repartition yields a weight functiom such thawv(w) = S(w). There-
fore,infe,(c(A)) > S{w}).

Supposing:(A) = ¢(B), the lemma follows. O

Lemma 9.1.6.Let us considew € Q andSe M(Q). Let us consider the set
Cw(S) = {wec(S) |w(w) =0}
Let us defin&,, € M(Q\ {w}):

s, :| 2@ @)\ {0} —R,
| X —S(X) +SXU{w}) -

Thenc(Sy) = cw(S).
Proof. Trivial. O
Lemma 9.1.7.c(A) = ¢(B) if and only ifA= B.
Proof. Let us prove that property by induction on the cardina®of
e |Q| =0and|Q| =1 are trivial cases.

e Let us suppose tha®| > 1 and the property is valid for sets of cardinal
|Q| — 1. Let us suppose thatA) = c(B). Let us now prove that for all
X e P(Q)\ {0}, A(X) = B(X). Let us proceed by induction g |.

— |X| = 1: follows from lemmd2.1.5

— |X| > 1. Let us fixx € X. Using the notations of lemnf&.1.6
Cx(A) = cx(B); thus following lemmdB.1.6 c(Ax) = c(Bx). Applying
the induction hypothesis to s&t\ {x} and functionsAy andBy, we
obtain that for ally € P(X\ {x}) \ {0}, Ax(Y) = Bx(Y); in particular,
Ay(X\ {x}) = Bx(X\ {x}). Using lemmd0.1.6 this gets rewritten as
AX)+A(X\ {x}) = B(X)+B(X\ {x}). By the induction hypothesis,
AX\ {x}) = B(X\ {x}), thusA(X) = B(X). O
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Let us now define_ similarly asc, replacing equatio.5 by the following
inequality:
vae P(Q)\{0}, a(A)> 5 K(w.A) (9.6)

we

Lemma 9.1.8.1f c_(A) = c_(B) thenA = B.

Proof. Obviously, for anySe M(Q),

(S ={wec (9] Y ws) =3 XeP(Q\{0}S(X)}-

weQ

Thusc(A) = c¢(B). Applying lemmdd.1.7 the result follows. O
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step function——
g(x.y)

s%
o
K

: 4
Figure 9.6: An example of a step functlonO.ZX[_Ll]X[o’z] + 0-3X[o,3}x[1,4] +
O.l)([_3 O [-4,1] The non-vertical slopes are of course an artefact from the plot-
ting software.

9.2 Step functions

Our goal now is to have an efficient way of representing sets of weight functions.
In this section we propose an abstract lattice basestep functions As usual

in Lebesgue integration theory, a step function is a finite linear combination of
characteristic functions of (measurable) subsets of the domain (sé&®ighis
generalizes the usual definition when the domaiR.is,, will denote the char-
acteristic function of subsé&tl — that is, the function mappingontolif xe M

andO elsewhere.

9.2.1 Representation

Let us take an “ordinary” abstract interpretation latti¢efor the domainX. This
means we have a non-decreasing functioiX*, C) — (P(X),C). We shall only
consider the seXj, of step functions of the forrtzkak.xwﬂ WhereAlﬂ( € X*. This
function can be represented in machine by a finite list of couplgsxk)lgkgn.
The seiX}, is pre-ordered by the usual pointwise orderiﬁgﬁ, a,) C (Bﬁk,Bk)

if and only if for all x € X, thenzkak.xwﬂ(x) < ZkBk'Xth (X). Please note that
k

while the pointwise ordering< on step functions is indeed antisymmetric,
is only a preorder since representation is not uniqu¢o,1],1),(]1,2],1)} and
{([0,2],1)} both represeny g - Let us define

| (%,5) = (P(M(X,R,)),C) o
Moo | (AL o) = {F € MOGR,) | < 50X, pe ) 9.7)

v
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(X4, C) is therefore a suitable abstract domain for weight functions.

9.2.2 Comparison

Our abstract lattice does not have unicity of representation, as noted above. Yet
comparison and equivalence testing are easily computable, provided the under-
lying abstract domain provides an intersection test — a computable function

1 ify(A)Ny(B)#0
0 otherwise
Let us take two abstract values\, = ((A%,a}); ) and Bj =

((B‘},aj)lgjgn). Let us consider the s€tof nonempty intersectiong y(Alﬁ)iel N

ﬂy(Bﬁ)jEJ =% 0 wherel is a subset of the indicek.m andJ is a subset of the

indicesl..n: each element df is denoted by a couplg, J).
Let us define

(A", B) —

C —=R
(1) S o = 3 jea B-
ThenAl, C B, <= VceCw(c) <0.

.

9.2.3 Abstract operations
Deterministic constructs

Let us now suppose we have an abstracfin ¥ of the function[c] 1 : P(Y) —
P(X). Then an abstraction ¢t], is

e = O, a0y ), p = (IS 06E), ), e 9.8)

Nondeterministic choice

We want an abstraction of

[[Choice{]]:;: fi (XD—> supf(x,y)) . (9.9)

yeY

Let us suppose we have an abstracvi@mf the projection functiont, from X x'Y
to X; then a possible abstraction is

[[choice{]];u : (Xﬁ O )ren = (Tﬁ(xﬁ)ﬂ)\)/\e,\. (9.10)

This abstraction is not necessarily very good. For instance, depending on how
the same function is decomposed, the projection may be good or ba®@(Big.
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y
y

1
2
3 1
4
5
by x
5 1

X X
(a) Bad projection (b) Good projection

Figure 9.7: Projecting the decomposition straightforwardly may lead to very bad
approximations depending on the original decomposition. Here, the same function
is decomposed either as the characteristic function of a rectangular area, either as
the sum of the characteristic functions of five areas. In the former case, the result
is good; in the latter, we have a very bad approximation.
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We shall now discuss improvements. Let us cons{dér), ay))cp- LELUS parti-

tion theX! according to the value of (X ). Let us consider an element of that
partition: K C A so that

K={A|m(X})=2". (9.11)

Let us take
a, = su a 9.12
z 'V'QB )\gM A ( )

Myem VX270

Collecting all thez! and thea.,,, we now have a better approximation (for in-
stance, in the case in Fif.7). Obviously, this better approximation is much sim-
pler if all y(Xg) are disjoint pairwise. This happens, for instance, if the abstract

lattice X¥ is the flat lattice generated by a partitionXof

Let us additionally note that a particularly interesting domain is constructed
whenX! is P(D), the power-set generated by a partitidof X: the abstract values
can be memorized as elements[0f1]° (and not|[0, 1]2D) after the following
“simplification step”™:

[0,1]7(®) —[0,1]P
S| f —d = Syepp) FW) (9.13)
dew

There is a Galois connectidf, 1]% % [0,1]° wherea (f)(d) = sup,4 f(X).

Random number generation

We shall obtain here an abstractiorRarandom whereRis a new variable and
random follows the probability measurgg. Let us suppose the random variable
lies in a seR. [r:=random " is therefore a linear operator from(X x R R.)
toM(X,R).

Let us suppose thatz = 53, 4, where eachy, is concentrated on a subset
M, of R. For instance, taking = R, the uniform probability measure ¢@, 1] can
be split inton measureg,, the Lebesgue measure fin, (k+1)/n]. Let us call
T, and T, the projections oK x RontoX andR respectively.

Using prop(13.3.1%

[r:=random [*.x,=Xx— % /XA(X, y) dy (y). (9.14)
k=1
But [ Xa(XY) dpy () < 1 (TiR(A)), and [ Xa(%,Y) di (y) = 0if x & 1, (A). There-

fore
[r:=random [".x, < uk(rrR(A)).an(A). (9.15)
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Figure 9.8: Construction of the output value of Fi.9 for n = 10. The
|x+y| <1 abstract area is sliced along divisions along yhaxis. Each slice
S is projected onto thg axis and the integral of the distribution functidn
of centered_uniform()+centered_uniform() is taken on this projec-
tion, yielding a coefficientr,. The slice is then projected on tkaxis and this pro-
jectionB,, with the o, coefficient is an element of the abstract vajig; - Xg,
The approximations plotted in Fi§.2 are those sums, with various numbers of
slices.

Lifting to abstract semantics is then easjr:=random ]]*ﬁ(A Q;)1<i<m
maps to(A’ |, 0;.B )1 <i<m1<k<n WhereA?  is an abstraction of (y(Aﬁ) (X x

M) andBI K2 uk(r[R( A)) (Fig.B explalns how we built the approximations for
Fig.0.9. Both theAﬁ and thep, K can be computed easily for many underlying
abstract domains, such as the nondependent product of intébdhls [

Of course, there is some amount of choice in how tojcutto . We sug-
gest to cut into measures of equal weight. Of course, the higher the number of
u’s, the better the immediate results (HB9), nevertheless a high number of
elements in abstract values may necessitate an early use of widenings. We hope
the forthcoming implementation will help adjust such heuristic parameters.
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1 T
o Approx.n= 10 -
0.8 —Approx n=230-
0.6 —
<
>
0.4 —
0.2F —
0 |

Figure 9.9: Two approximations of the actual potentiality function of
Fig. 3.2 resulting from the abstract interpretation of the program of
Fig. 3.1 Our generic lattice is parameterized by the product lattice of
intervals.  Different discretizations of the probability measinfx) dx of
centered_uniform()+centered_uniform() yield more or less precise
abstractions. Here, the intervat1, 1] whereh is nonzero is divided into seg-
ments of equal size, yieldingelements in the output abstract value.

Tests

The semantics for tests gets straightforwardly lifted to the abstract semantics, pro-
vided we have abstract operators Ry; and+:

[if b then c, else c,], "t =R [[cl]]*ti i+ R R o [e,], "t
(9.16)
whereR, : f — f.x.
Abstracting+ is easy:+ is the concatenation operator on sequences (or fam-
ilies); as forR,:

Fiﬁ/vr = <X£’a)\))\€/\ = (Xi MFWE, ), (9.17)

Widening operators

We shall here propose a few heuristics for widenings. Widenings are not only
useful in the computation of fixpoints, they also provide a way to “simplify” ab-
stract elements, to save memory, even if such a simplification results in a loss of
precision.
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Figure 9.10: Construction of the output value of Fi@.9 for n = 10. The
Ix+y| <1 abstract area is sliced along divisions on thaxis. Each slice5,

is projected onto theg axis and the integral of the distribution functidmof
centered_uniform()+centered_uniform() is taken on this projec-
tion, yielding a coefficientr,. The slice is then projected on tkaxis and this pro-
jectionB,, with the o, coefficient is an element of the abstract vajig; - Xg,
The approximations plotted in Fi§.2 are those sums, with various numbers of
slices.

Let us suppose we have a widening sequengcen X%, We shall now give
heuristics for computingll,y wherex = (X*, a;); ., andy = (Yjﬁ, Bi)1<j<p- For
the sake of simplicity, we shall suppose we aim at keepingdex sets less than
n elements for a certain fixed We shall suppose that< n.

The main idea is coalescing. For each elerr(é(ﬁl), find “close” elements

(Yjﬁ ) (Yjﬁ ), the closeness criterion being largely heuristic and dependent on
i1 im
the chosen lattice; this criterion does not influence the correctness of the method,

only its precision and efficiency. The,, are supposed to be pairwise distinct and
to cover the whole rangg ..., n. We then define
xO,y = (X0, (\(jﬁi’1 U UYjﬁi,m’ maxa;, Bia,l +...+ 'Bji,m)> : (9.18)

Let us now take a sequente®)), . such thax®*1) = xK Oy, Then for alll <
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i < n, X* = x©Ov for somev¥, so the sequend ™), is stationary.

Since this holds for all, this means thaix)) is stationary.

9.2.4 Using a finite nondeterministic domain

In the case wherX? is finite, we can consider our computations as a linear pro-
gramming problem. First, instead of considering element€X@fC), we can

consider them as finite vectors {10, 1]X°, < ). Let us now notice that apart from

the nondeterministic choice constru@@.2.3 all our operations are linear opera-
tions on those vectors (which is not surprising since they abstract linear operations
on the weight functions). IN&3.5 we saw a model for which the function to be
iterated is

F(h) = choice*(I orandon§ o(F)p ( Z (p?‘l,, (h(l’,.))> (9.19)
I'eP

and thus, the abstract version is

(F.h)(1) = choice;* o randonk * o (F )7 (zﬁ o (h(v,.))) (9.20)
I"'eP

[ J/

Lt

whereL? is thus a linear operator. Let us now rewrite EBLL2

(choicg .t (Z) = sup Y a, (9.21)
! MCK  Xem
Myen VX ) £0
where
K={A|m(X!)=2". (9.22)

The wholeF?! function can therefore be rewritten as the point-wise least upper
bound of a finite number of linear function(llsiﬁ)i:

F?(f%) = supLf(f9). (9.23)

The abstract fixpoint problems can then be solved exactly using linear pro-
gramming, as in[80.3.1 In the case of abstract state spaces of the fdr}N,
there exist algorithms for linear programming using MTBDRS,44].

Let us additionally note that a particularly interesting construct is made when
X! is P(D), the power-set generated by a partitDof X : the abstract values can
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Figure 9.11:Simplification step. Instead of the sum of the characteristic functions
of two elements of?([[0,3]?), we rather consider a functid@, 3]> — [0, 1] (thus
assigning a value to each square of the grid).

be memorized as elements [6f1]°. A “simplification step” (Fig[2.11) can be
applied after each operation:

[0,17®) — [0, 1]
S| f —d— ZWECP(D) f(W) (9.24)
dew

There is a Galois connectid@, 1]% <_+H [0,1]° wherea (f)(d) = sup,4 f(X).

9.2.5 Comparison with other methods

Let us first remark that our method is a natural extension of conventional back-

wards abstract interpretation. Indeed, let us consider only programs containing no
random -like operations; any program, even includirepdom -like operations,

can be transformed into a program containing none by moving the streams of ran-
dom numbers into the environment of the program (this corresponds to the first
semantics proposed by Kozefl[472]).

With such programs, our framework is equivalent to computing reverse im-
ages of sets[[c]];u.xw = p([c]1(W)) and our proposed abstract domain just

expresses thaﬁtc]]};.u.xw < Hoyo [[c]]‘lﬁ(wﬁ). There is nevertheless a differ-

ence that makes our abstract domain more interesting: in the presence of streams
of random numbers, our abstract domain just makes use of an ordinary abstract
domain, while computing approximate reverse images in the presence of infinite
streams requires an abstract domain capable of abstracting infinite sequences such
that the results remain interesting.
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9.3 Discussion

The abstract domains proposed in this chapter are highly generic; they are inter-
nally use non-probabilistic abstract interpretation domains. Their limitations are

twofold:

¢ In order to get good precision, long tuples must be used, which leads to long
computation times.

e While widening operators are available, their performance is highly heuris-
tic.
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Related formalisms

10.1 Probabilistic Bisimulation

Larsen and Skoud[/] proposed a notion grobabilistic bisimulation

Definition 10.1.1 (probabilistic bisimulation). Let X be a countable set of states
andp : X x X — R be a transition probability. An equivalence relatisron X
is said to be a probabilistic bisimulation if for all statesndd such thatc ~ d

and any equivalence classin S/N thenp(c,S) = p(d,S). Let us then define
p/N ; S/N X S/N — R, as follows:p/N(S S) =p(s,S) wherese S,
Lemma 10.1.2.Let p and T be two transition probabilities and- an adapted

probabilistic bisimulation. Thep o 7 is also a transition probability such that
is an adapted probabilistic bisimulation arﬂ;l/N o T/N —Po T/

~"

Proof. Let c andd be two~-equivalent states. L&c X/N. We then have

poT(C,S)
:sz 1(c,s).p(s,9)
eX
= ; Z T(C,SI) p(S/7S>
Je8 —
S/ P, 89
— ; P, (S,9. ; 1(c,9)
€S
Se /N ———
1(c,8)=1(d,S)

—pot1(d,S (10.1)

147
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Therefore we can defif@® T/ _ a transition probability of /.
Letsc S Then

P, ol/ (SS)

—————
Se /., p(s9S)

- ; S p(ss)./(S.S)
g/’ N’
S'e /. 7(¢,9)

= 3 ps¥)T(S)
s’eX
:por(s,g)poT/N(Ssg)

= ; Pr(s9)./ (S8)

(10.2)

which establishes thd o7/ =P°T /| O

~v

10.1.1 Probabilistic bisimulation as a form of abstract in-
terpretation

Let us suppose there exists a probabilistic bisimulatioon X compatible with
a probabilistic transition relatiop. Let us consider abstract elements in the flat

lattice on the seR+/~. The concretization of an elemeftts) is the set
S/

~

of probability distributiongo such that for alS e X/N, YscsP(s)=a(s).

Let us defingo? ((as) X >:<Z X p/N(S’,S).a3> . Then
SN se”/ X

p? is an abstraction gb’.
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10.2 Probabilistic forward data-flow analysis

Ramalingami¢5] introduceddata flow frequency analysisiere, traditional data-

flow analysis (a particular case of abstract interpretation) is extended to cases
where the control flow of the program is a Markov chain. We shall see in this
chapter how to express such analyzes within our probabilistic abstract interpreta-
tion framework and how to generalize this approach.

10.2.1 Finite distributive non probabilistic data flow
analysis

Let X be the set of states adiC P(X) a (finite) set of properties. We abstract
P(X) by P(D) as follows:

.| P(D)—P(X)
| P

—Upop (10.3)

Y«

Obviously, elements dP(D) can be implemented as bit-vectors of len{i
We considedistributive abstract operationst?(P) = Upep f4({p}). Letus
note that if the elements dd are pairwise disjoint, or more generally [if is

a (complete) lower sub-lattice @(X), thenP(D) is a (complete) lower semi-

. . . % :
lattice and there exists a Galois connect{Gt{X), <) <a:X> (P(D),<). In this

conditions, for any concrete distributive operatibn?(x)x—> P(X) there exists a
distributive best abstractioft : P(D) — P(D).

10.2.2 Probabilistic data-flow analysis
Abstract lattice

We wish to abstract the lattide = P(M_, (X)) of sets of positive measures on
X. We build a latticeL* similar to the one in@.T L* = [0,4]° where+* is the
point-wise sumg is the point-wise comparisonj is the point-wise maximum,
is the point-wise minimum.

The abstraction between and L* is defined as follows:y(f) is the set of
positive measureg such that there exist measur@g) 4. such that:

o the total weight ofu, is less tharf (d);
e U, is located ind.

If the elements oD are pairwise disjoint, this condition is equivalentd €
D, u(d) < f(d).
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Semantics will be defined as pseudo-linear operators over vectiorsid —
[0, +00]: by “pseudo-linear” we mean that all operatétsare such that for any
andy’inLfandA € R, H.(A.uf 4+ p’%) = A .H(u*) +H(U"). As the vectors are
finite, those operators can be represented as square matrices whose elements be-
long to the semiringRR__, +,.,0,1) (no infinite elements appear in the operators).

Deterministic Operations

Let f : X — X be a deterministic operation antd : (D) — P(D) a (non-
probabilistic) abstraction of. The operator on measures associatetli®

M (X)—=M_4(X)
fo: <1 <1 10.4
P W (W) (109
An abstraction of this operator is
L¥ — L
£l (10.5)
P = A= Sy pgerqay) H(D)

Tests

Let C C P(X) be a (measurable) Boolean condition. We wish to abstract the
function

) M<1(X)_’M<1(X)
Ty —wsppwno. (10.6)
An obvious abstraction is
Lf — L
@ ad s 1 |fdﬂC.7é(D (10.7)
0 otherwise

Combinations using least upper bounds
The problem is that, due to nondeterminism, we sometimes would like to consider
a common upper approximation over several operafiprket us suppose thé’gﬁ

are respective linear approximations of forward transition probabilifjes Of
course, a safe common approximation is

e Ty (i) (10.8)
y

but this is not a linear operation. On the other hand, an obvious linear upper ap-
proximation is the coefficient-wise least upper bound oﬂvﬁeif the Ty are repre-

sented by matricet@j’), then we take the matrix whose coefficients(mmtf?)h i
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Least fixpoints

As noted by Ramalingan®p, §5], the least fixpoint problem (used to solve reach-
ability) within this framework amount tos solving a linear equattop® +B = u?
for its smallest solution il — [0, 4+]. This is an algebraic path problem over the
closed semiringR__, +,.,*,0,1) and can be solved by standard algorithi®g] [

10.3 Backwards data-flow analysis

Discussion of positive bounded mode#gl] §7.2].

10.3.1 Linear programming

The technique of/alue iteration[64, §87.2.4] does convergence, but we do not
guite know the speed of convergence: there are not iteratively improving bounds
[64, 87.2.4]. We shall see here a techniques dealing with least-fixpoints that ap-
plies better since we are on a finite-dimensional spa2&t].

Surprisingly, our problems of least fixpoints can also be solved uigiRg
ear programmingl64, 87.2.7], that is, finding effectively the minimum of a lin-
ear form on an extended convex polyhedr@7][ Our reachability problem
[lip(f — H+,shift(f))] ., (where H is some function) is the least solution in

[0,1]P of the following Bellman equation

X = Xp+ Xpc SUP T .X (10.9)
TeT

From theorenfA.2.10, this solution is also the minimal elemextof [0,1]P that
satisfies the following inequation:

X > Xa+ Xpc SUP T X (10.10)
TeT

coordinate-wise. Let us recall that we can restrict ourselves to deterministic poli-
cies: 7 is the set of transition probabilities from D to D such that there exists

a functionf : D — Y such thatAd(x,xX') = T (x, f(x);X). We can therefore rewrite

the above inequation as follows:

vdeD X, >0 (10.11)

VdeDVyeY X, > Xa(d) + X,c(d) Z T(d,y;d’).Xy (10.12)
d’eD

Let us remark that there afB| + |Y|.|D| inequations in the system.
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Chapter 11

Sub-Exponential Queues

11.1 Basic Abstract Domain and Abstract Op-
erations

We wish to represent sets of (sub)probability measures symbolically. In this sec-
tion, we give a basic abstract domain expressing exponentially decreasing tails
of probabilistic distributions on integers. This abstract domain is not very satis-
factory by itself (it is very crude when it comes to loops), but is a basis for the
definition of a more complex domain (sectif.2d).

11.1.1 Abstract Domain

LetV be the set of variables. Each element of the abstract dobhaira tuple of
coefficients. Those coefficients will represent three kinds of known facts on the
measures:

e an upper bountV on their total weight;

e upper bounds on the intervals of probable variation for the integer variables:
for any variablev, the probability that is outsidefay, by] is 0; of coursea,
and/orb, can be infinite &, < by);

e for each integer variable, some dat&, on its exponential decreasing: ei-
thernone or a pair(ay, By) € R, x [0,1] meaning that the probability that
variablev is k is bounded byx\,B\',‘.

Ve (W, (av,by) ey (Cv)yey ) is the set of all measures matching the above con-
ditions. We shall notgt(condition) for the application of the measugeto the set

153
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of environments matching conditiamondition The three conditions above then
get written as:

H e VE(Wv (aV7 b\/)vev7 (CV)VGV) A
p(true) <W
{ WeV u(vefa,b]) =0 (11.1)
wWeV G = (ay,By) = VkeZ u(v=Kk) < a,B¥

11.1.2 Arithmetic operations

We do not provide an abstract operator for each of the basic operations that a
program may encounter; for instance, we say nothing of multiplication. In cases
that are not described, we just apply interval propagatl&hdnd selC, = none

for every modified variablg. In some case, we shall provide only for some cases,
while some others can be handled by using the symmetry of the operation and
reverting to a described case.

We focus on the operations that will be most useful for our analysis goals
(number of iterations taken in a loop, number of used CPU cycles). For instance,
we consider the case of the arithmetic plus since it will be used to count loop
iterations or program cycles, whereas multiplication is of little use for such tasks.

Arithmetic plus

We define here the abstract operat{é (ay, by),cy» (Cv)yey) — (W, (&, B) ey

(C\I/>vev) =Z = Xty j|i:)(Wa (a’\/’bV>veV7 (CV)VGV)'
The distribution after applying an arithmetic plus obeys the following convo-

lution equation:

(x+ylp-m)(z=t)= Ezu(x:kAyzt—k). (11.2)
ke

Let us suppose thatt € y (W, (av,byv) ey (Cv)yey); We want to produce
(W/7 (a</7 b(/)nga (C\//)vev) such thai([[x+y ]] p HE VE (W/7 (a</7 b</)veV7 (C\//)vev)'

Obviously we can take/’ =W, &, = ax +ay, b, = by + by, andb, = b, and
C,=C,forallv#£z.

We therefore have four cases:
e C, = none andCy = none, thenC, = none;

e Cy=none andCy = (ay, By). We then have(x = kAy=t—k) < ayBl %
if k € [ax, by] u(x=kAy=t—k)=0otherwise. InequalitiL1.2then yields
P(x+y=t) <ay3x, B
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B;/JX ay+1_ 1 . i i
Leta, = = ayB, bx andp, = By. In particular, ifby = ax (variablex
is actually a constant), thery, = ay3, ™.

Then([x+y ],.1)(z =t) < ajBy’. If aj = o, we takeC, = none else we

takeC, = (az, By).
e Cy = (ay, Bx) andCy = none; this ismutatis mutandighe previous case.

o Cy = (ax,Bx) andC, = (ay, By); we then apply the previous cases and take
the greatest lower bound of both.

11.1.3 Random Generation

We define here the abstract operat{e (ay, by),cy, (Cv)yey) — (W, (&), b)) ey

(C\I/)vev) =p = random %(W, (aV7 bV)ver (CV)veV>-
Let us recall thap:=random ,.ut = i ® g wherepiz is the distribution of the

generator. Let us not&f, the total weight ofuy, (it can be less thah, see £1.2.3.
We takeW’ =W W, and for any variabler exceptp, &, = a, and b, = b; if
Cv = (av,Bv) thenC, = (Wi.ay, By), elseC|, = none. If the generator has an
integer output and is bounded i, by, thenal, = ag andby, = bg. Cf, = none.

11.1.4 Flow control

As with preceding operations, we only define the cases that will be actually used
for our analysis goals. Other cases are handled by simple interval propagation and
settingC, to none for every modified variabls.

Least upper bound

We define here the abstract operation

((Wv (a’\h bV)vevv (CV)VGV)7 (W,7 (a(,, b(/)v€V7 (C\l/)vev)) = (W”7 ( ”7 b(//)vev’ (C\//I)vev)

noted as

(W, (av, by)yey (Cv)yey ) U ( (@B vey (Cvey)-
(

Given (W (aVv bV)veV’(CV)veV) and (W/ a</7b</>veva( )veV) we want to
obtain (WH (a<// b(//)v€V7( )VEV) such thatyE §W7 (a\h bV)veVa( )VEV) U yE (W,

(@, 0))vev, (Chvev) € Ye(W”, (ay,b))ey, (CF)yey) With little loss of precision.
Let us takeV” = max\W,W'’) and for allv:

e &) =min(ay,a,) andb] = max(by,b)



156 CHAPTER 11. SUB-EXPONENTIAL QUEUES

o if C, = (aV,B\,) andCV:( , ) then we take3] = max(f3,8;) anda,] =
max(avB¥ . ayB) By .

e if C, = none orC, = none thenC] = none.

N

Widening

We shall define here the abstract operation mapping

((W7 (aV7 bV)VEV? (CV)VEV>7 (Wla (a(,, b(/)véV? (C\Il>vev)) to (WHJ (a(llv b(/l)veV7
(C)yey) Noted as

(W7 (aVa bv)veV7 (CV>ng) DE(W/7 (a(n b(/)vevv (C\ll)vev)'

Given (W (aVabV)veV7<CV>veV) and (W/ (av bv)vevv( )veV)’ we want
(W7, (a7, b7 )vev (CV)vev) such that

yE (W7 (aV7 bV)veV» (CV)VGV) U yE (W/ (aw b/ )VEV’ (Cv)vev) - VE (W” ( ”7 bg)vevv (C\///)vev)’

We shall note this operatiar¥. We also want that for any sequenge,) the
sequence defined inductively py, ; = p, L pif is stationary.

We shall use a widening operatdy, on the reals:

neN’

o Xpy=wif X<y,

e x[py =Yy otherwise.

Let us takéV’ = maxW,W’) and for allv:
e if ay > a, &) = —w elsea] = a;

o if by < b, b =+ elseb] =

e two cases:

— If &) =+ orC, = none or C, = none thenC{] = none.
— Otherwise, ifC, = (ay, Bv) andC|, = (ay, ) then we take

By = exp(—(=InBy)Dg (= InR)))

and // /!
ay = (aBF DgauB™)). B ™.
If a// < o thenC]/ = (a./,B/), otherwiseC/ = none.
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Figure 11.1: Abstract addition of measure£x = (1,0.3), ax = 3, by = +o,

W’ =0.7,C, = none, & = 0, bl = 2. For the sake of readability, the discrete dis-
tributions are extended to continuous ones. The near-vertical slopes are artefacts
of the plotting software replacing vertical slopes.

Addition

We shall define here the abstract operation mapping

((W7 (a\h bV)VGV? (CV)VEV)7 (Wl, (8.(,, b(/)véV? (C\ll)vev)> to (Wﬂa (a'(//a b(//)veV7
(C)yey) noted as

(W7 (aV7 bV)veV» (CV)veV) +ﬁ (W/v (a'(/’ b(/)v€V7 (C\//>vev)'

Two cases are of particular interest:

e Forallt €z, u(v=t) <ayBi,t¢[a,b]= pv=t),t¢[a, b= ' (v=
t) andu’(true) <W'.
Two cases:
— b, < &; then let us takex! = max(ay, W'.3; %) and B/ = B, then
p+pt=v) < al/B (see FigIdfor an example);

— otherwise, let us take,' = aV,W’+B\'§"v andf = By, thenp + u(t =
v) < al/Bt

e ForallteZ,t¢a,b]=u(v=t),t¢[a,b)] = ' (v=t), wherea, > by.
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Figure 11.2* Abstract addition of measure€x = none,ax=0,by=1,W =1,
a, =2,b,=3W =0.856

1
Let us takef] = (W/W')Pv-b and a = W.B\j/bv, thenp + ut =v) <
al/B!" (see FiglI.2for an example).

11.1.5 Machine Reals in our Abstract Domain

Our abstract domain makes ample use of real numbers: each coeftigient

By is a priori a real number. A possible implementation of these coefficients is
machine reals (IEEE 754 or similar); another is rational numbers as quotients of
arbitrary-precision integers. We discuss here the possible consequences of the use
of machine reals for the implementation of those coefficients.

The use of machine reals leads to two implementation problems. The first
problem is that it is difficult to ascertain the loss of precision induced by machine
reals throughout computations: how can the user be convinced that the output of
the analyzer is sound? This can be worked around by using directed rounding
modes.

A more annoying problem, relevant in implementation, is the fact that accrued
imprecisions may lead to “drift”, especially when using directed rounding modes.
By “drift”, we mean that a sequence of real numbers that, mathematically speak-
ing, should appear to be stationary may be strictly ascending in the floating-point
approximation. In that case, our widening operator on the feal§11.1.4 may
jump prematurely tetco.
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It may be desirable to consider that small changes in some real coefficients do
not indicate that the coefficient is actually changing but rather indicate some loss
of precision. We expect the current work on abstract domains for real numbers
[67] to provide better solutions to that problem.

11.2 Abstract Domain of Finite Sums

The preceding domain is not yet very suitable to handle random generation. In this
section, we lift it to the domain of its finite sums. This is similar®d,[section 4].

11.2.1 Definition

We shall define another domat® and another concretization function. S
consists of finite tuples of elements Bf or, more interestingly, of a reduced
product [L8, 84.2.3.3]P of E and another domai. For our subsequent ex-
amples, we shall use fdP the product ofE and the lattice of real intervals
(for real variables). y is the concretization function for this reduced product:
V(€. d%) = Ve (€) Nyp (dF).

As a running example we shall use forthe lifted domain of real intervals:
to each real variable we attach an intervadh,, by, with possibly infinite bounds.
The probability that variable is outsidelay, by is zero.

Iltems of S are therefore finite tuples of elementsf The concretization
function ys is defined as followsp € yg(p, ..., ph) if and only if there exisy, €

Yo(Py)s s Mn € Yp(Pn) Such thau = Sket Hy-

11.2.2 Arithmetic operations
Deterministic operations

Basic operations are handled by linearity: since for any program cong$ruct
its semantics{[P]]p is a linear operator, it follows that ifi € ys(pi,..., pt) then

[Py -1 € V(IPI, - K. .. [P PR
The abstract operator is therefore constructed:

[PI% (P, .., pR) = ([P15-05.. . [P -ph).

11.2.3 Random operations

Let us consider a random genera@pperating according to the distributiqu,.
The semantics of the random operatiorfriandom [ ,.u = 1 ® pg (Equ.l13.J).

We shall suppose that our underlying domBihas an abstract operation.
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Let us suppose thaig = TN, . Thenp® py = TN, p® p thus if u €
V([P P, ..., [PI% . ph) thenp @ pg € vs([P5 -4 ®F ik, ..., [P] . P2 @F iy,
[PT5-ph@* K, . [P Ph &% ).

As an example, let us consider the case of an uniform random generator in
[0,1]. Let us “cut” it into N equal sub-segments: let us nqig the uniform
measure ofi0,1]. tp = SN, p with i (X) = pr(X N [(i —1)/N;i/N]). For the
abstraction oy — u ® g, over our example for the domai (e, (dy,...,dn)) —

(& (dy,...,dn, [(i—1)/N;i/N]).

11.2.4 Flow control

[while ¢ do e]]ﬁ(Wﬁ):qo[[ﬁcﬂc(lfpﬁxﬁHwﬁu[[e]]ﬂ(qofcﬂ(xﬁ))).

Addition

Addition is very simple:

(Pys---> P) +F (P, Ply) = (Pyy-- s Py P, Ply) (11.3)

Loops

For accuracy reasons, we wivhile b do e]]ﬁ.(pﬁ,...,pﬁ) to operate sep-
arately on each componepg,...,pﬁn. We thus define an auxiliary functidn®
such thatfwhile b do e]*.(p},...,ph) = (H*.pi,... ,H . p}). H* is defined
following equatioril3.4

H¥ (WF) = cp[i[icﬂc(lfpﬂxﬁ — merge (W LIW? + [e* (¢, (X)))).

wheremerge(py, ..., pn) = (Py+F -+ pn).

We construct the “approximate least fixpoint operatitfp?(f?) as follows:
we consider the sequenag = (0), U, , = Ui, f4(Uf). All elements of the se-
quences are 1-tuples of element$otf [, is a widening operator for the domain
P, then this sequence is stationary, and its limit is an approximation of the least
fixpoint of 2.

Such a O, operator can be defined as follows:(e d)0p(€,d") =
(edg€,d0Oyd") where[g is the widening operator defined §E1.1.4.
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11.3 Examples and Applications

11.3.1 Proof of Probabilistic Termination

Let us consider the following program:

double x, y;
int kK = 0;
do

{

X

y
k++;

}
while(x < 1.4 || y < 0.2)

uniform()  is assumed to be a random generator uniformly distributé@ ij.
In this simple case, the probability that the loop is taken is independent of the input
data and of the number of iterations done so far. Furthermore, we can compute
it mathematically @.856), with our knowledge of the distribution of the random
variables and the computation of an integral.

Let us examine here what happens if we apply the above method, dividing the
random generator intd = 20 sub-segments of equal lengtl{&2.3. At the end
of the first iteration, after the merge, the analyzer establishes that the probability
of reachingl iteration is less thaf.8805% Applying the last case ofBL.1.4 we
obtaina, =1, b, = 2, B, = 0.8805 a, ~ 1.1357. After another iteration, we
obtaina, =1, b, =3, B, =0.8805 a, ~ 1.1357. The analyzer widens & = 1,
b = o, B, =0.8805 a, ~ 1.1357, which is stable.

We have therefore established that the probability khatx at the beginning
of the body of the loop is less th&8805 1. That is of course not as good as the
exact computation, but still offers a reasonable bound.

uniform()+uniform();
uniform();

11.3.2 Statistical Inference of Average Running Times

It is often needed to derive statistical facts such as average running times for real-
time systems. Results achieved by the preceding method can be too rough to give
precise estimates; nevertheless, they can help in making mathematically accurate
some experimental statistical results.

Intuitively, to get the average running time of a system, we should take a large
numbem of random sample&, ), ., for the input (distributed according to the

1This result has been computed automatically by the Absinthe abstract inteiftptér
cgl.dmi.ens.tr/cgi-bin/monniaux/absinthe
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supposed or inferred distribution on the inputs of the system). Let uREglthe
running time on inpuk; we then hope to have an approximation of the meéans
by takingZ SR_1 R(X,).
Unfortunately, this method is not mathematically sound, essentially because
R is not bounded, or rather because we have no information as to the very large
values ofR (the “tail” of the distribution). For instance, let us suppose tRat
is 0 for 99.99% of the input values and for 0.01% of the input values. With
90% probability, the experimental average obtained by the Monte-Carlo method
using1000samples will bé), whereas the correct value\ig1000Q AsV can be
arbitrarily large, this means we cannot gain any confidence interval on the result.
On the other hand, if, using the analysis described in this paper, we can show
that the tail of the distribution decreases exponentially, we can get a confidence
bound. Let us not@®(A) the probability of an everA. Let us suppose that our
analysis has established that the probability of running a loop atkeases is
less thara.BX. LetN > 1. Let us run the program times, stopping each time
when either the loop terminates or it has been exechtéthes. Let us consider
the random variabl&® whereR(x), the number of iterations the program takes
when run on inpuk. We wish to determin®= 3’ (k.P(R= k). To achieve this,
we split the sum in two part®® = R_y +R_\ whereR_y, = 3k P(R=k) and
Ron = Zicns 1k P(R=K). _
We wish to obtain an upper bound 8.

kik‘ﬁ o [P )B-D-p) - ap-1-p)] (L4
and thus . 5
3 KB = g g (B-alB-1) (11.5)
ThereforeR_y, < a.%. (B—(N+1)(8-1)).

On the other handR_,, can be estimated experimentalsf]. Let us consider
the random variabl&*: R*(x) = 0if R(x) > N andR*(x) = R(x)/N if R(x) < N;
this is a random variable whose range is a subséd,df. It is therefore possi-
ble to apply toR* the various techniques known for estimating the expectation
of such random variables, such as Chernoff-Hoeffding bounds 82§75, in-
equality A.4.4] or inequatiol.]) or simple Gaussian confidence intervals, using
the Central Limit Theorem. We then obtd®) = N.R".

We therefore obtain a confidence upper boundRon
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Gaussian Distributions

12.1 Parabolas

12.1.1 Common lower bound

Let Py(x) = a;x? + b;x+ ¢, andP,(x) = a,x? + b,x+c,. Let us find a quadric
polynomial Py(X) = agx? + byx+ ¢4 less tharP; andP,. Obviously,a; must be
less than botla, anda,, elseP; is aboveP,; or P, neart-.

Let us first suppose that neither < P, nor P, < P,, since those cases have an
obvious solution. Let us remark that this condition holds if and onB; iindP,
intersect, that is, when digé, —P,) > 0.

Let us first note that there is in general no “greatest lower bound” among
quadratic polynomials. Indeed, let us consiBgix) = (x— 1)? andP,(x) = (x+
1)%. If we try a; — &, = a, = 1, we get parabolas whose lower point goesoto
(see Figll2.2

The first choice, an arbitrary one, will thus beayfless thara; anda,.

We chooseP; to be tangent to botR, andP,. This means thal; — P, and
P; — P] have a common root (resp. & — P, andP; —P). This is equivalent
to P, — P, andP, — P, each having a double root. That property is ensured by
the conditions on the discriminants of the polynomials: dBgcrP;) =0 and
disc(P; — P,) =0, that is:

(b —by)? =4(a;—a,)(c;—¢y) (12.1)
(b3 —by)? = 4(a;—ay)(c;—C,) (12.2)

Let us suppose for now that; > a,. Solving this 2-unknown, 2-equation

163
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gaussian———

1 —
0.9
0.8
0.7
0.6
05
04
0.3
02 — 77
| = ]
~..~.~..:.:::~::...~,...-~....0..'Qh. K
-4

Figure 12.1: An extended Gaussian distribution. Its matrix(i4° 9) in the

i¢cos04 —sin04
orthogonal basig 9507 ~ S104).
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Figure 12.2: No greatest lower bound in parabolas f(x) = (x— 1)? and
P,(x) = (x+1)2. Itis impossible to optimize both for the infinite branches and
the middle of the curve.
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system yields:
—a,by +ag(b; —b,) +a,b, £ VA
A= (a, —ag)(—a,+ag)(—(by — b,)* +4(a; — a,)(c; — ¢))) (12.4)

by = (12.3)

We aim to maximizenf P; = —ﬁ, therefore we minimizé. Sincea; > a,,
we choose

b, 3Pt ag(by —b,) +ab, — VA

(12.5)
° & — &
(b;—by)?
C3=C+ (12.6)
ST A(ag—ay)
The case, < a, is treatednutatis mutandis
Let us now treat, = a,, which is a degenerate case.
_ bl+b2 _(al—a3)(cl—c2)
by = > -2 bl b2 (12.7)
(bs—by)?
C3=C+———~ (12.8)
371 Aag—ay)

12.2 Positive quadratic forms

12.2.1 Elementary facts
Proposition 12.2.1 (Cauchy-Schwarz)LetQ be a positive quadratic form. Then

for anyx andy,
Q" (xy) < VQMX)Q(Y)-

Proof. Let A € R. Q(X+Ay) = A2Q(y) + 2AQ*(x,y) + Q(X). SinceQ is pos-
itive, this quadric polynomial is positive for all. This polynomial therefore
cannot have separate zeroes and thus its discrimi@iix,y)? — 4Q(x)Q(y) is
no greater than zero. O

Corollary 12.2.2. Let Q be a positive quadratic form. Its isotropic cone (3¢
then equal to its kernéderQ.

Proof. Obviously kerQ C IsoQ. Let us now prove the reverse inclusion. Let

x € IsoQ andy € E. By the Cauchy-Schwarz inequalit®*(x,y)| < [Q(X) Q(Y)
~——~
0

and thusQ*(x,y) = 0. Thereforex € kerQ. O
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Figure 12.3: An example of common lower bounds in quadratic polynomig]s (
andP; for P, andP,).

Lemma 12.2.3.Let E be a vector space. L& be a quadratic form oveE. Let
F be a finite dimension subspacefso thatF NIsoQ = {0}. ThenF has an
orthonormal basis.

Lemma 12.2.4.Let E be a finite dimension vector space. gbe a quadratic
form overE. LetF be a subspace & so thatF N1soQ = {0}. ThenE = F & F+
whereF -+ is the orthogonal of with respect taQ.

Proof. Let us first show thaE NF+ = {0}. Letxin FNF=. In particularx 1 x,
and thusx € 1soQ. SinceF N1soQ = {0}, x=0.

Let us now define the orthogonal projectiarover F. From lemmdlZ.2.3
there exists an orthonormal ba¢i), ;. of F. Let us now define

= i Q* (X? Vi )V

It is easy to see thatis linear, thatrro m= mand thatdr=F. Let us takex € E,
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1.2

0.6

04

Figure 12.4: The Gaussians corresponding to the preceding figure. Note that
while the central part is grossly overestimated (and truncated in the figure), the
gueues are finely approximated.



12.2. POSITIVE QUADRATIC FORMS 169

let us show thax — 7i(x) L F. For this, let us show that— i(x) L v; for any j.
Q*(X_ T[(X)avj) = Q*(X_ Z Q*(X7Vi)vivvj)
=Q'(xv)) — Z Q" (%,v)Q"(v;,v))

W—/

For anyx € E, x = (x— 1(X)) + 11(X). O
—_— ~~

eFL cF

12.2.2 Common diagonalization

We shall often have to consider two different quadratic forms at the same time. It

is then very useful to consider both of them in the same orthogonal basis. The fol-

lowing theorem guarantees that it is possible provided at least one of the quadratic
forms is positive definite (or negative definit2) fh. 111.3.1]:

Theorem 12.2.5.LetE be a finite dimension vector space. Kgtbe a quadratic
form overE and Q, be a positive definite (or negative definite) quadratic form
overE. Then there exists a base where bQ@handQ, are diagonal.

WhenQ, is the canonical dot product ov&", this theorem rephrases into a
well-known matrix formulation:

Corollary 12.2.6. Let M be a symmetric matrix. Then there exists a diagonal
matrix D and an orthogonal matri® such that = PDP L,

We shall suppose that we dispose of certain numerical algorithms (algo-
rithms[l, 2, [3). Those are available in the general literature (:ehapter 6]
for algorithms on how to find eigenvalues and vectors) as well as free and com-
mercial software28].

Algorithm 1 QUADDIAGO, diagonalize a symmetric matrix in an orthonormal
basis
Require: M a symmetric matrix
Ensure: [P,D] whereD is a diagonal matrix an® is an orthogonal matrix such
thatM = PDP 1.
{Use your favorite numerical analysis algorithm here.}

As for the more generic operation where a second quadratic form is chosen,
its matrix formulation is as follows:
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Algorithm 2 ORTH, get an orthnormal basis of the image space of a matrix
Require: M a matrix
Ensure: B wherellB = [OM and the columns d8 form an orthonormal free fam-
ily
{Use your favorite numerical analysis algorithm here.}

Algorithm 3 NuLL, get an orthnormal basis of the null space of a matrix
Require: M a matrix
Ensure: B where[IB = kerM and the columns oB form an orthonormal free
family
{Use your favorite numerical analysis algorithm here.}

Algorithm 4 QUADDIAG1, common diagonalization of a quadratic form and a
positive definite quadratic form
Require: [Q,,Q,] whereQ; a symmetric matrixQ, a positive definite symmetric
matrix
Ensure: [P,I,d,D,;] whereP is an invertible matrix| its inversed = detP, D, is
a diagonal matrices such th@j = 'l Dl andQ, = 1|
[P,,D,] < QUADDIAGO[Q,)]
7 — D;l/Z
H«—PZ
G—H Q,H
[P;,D;] < QUADDIAGO[G]
| P, /D,

P—P,ZP,
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Corollary 12.2.7. Let Q; be a symmetric matrix, leQ, be a positive definite
symmetric matrix. ;I'hen there exists an irt1vertible ma®end a diagonal matrix
D, such thatQ, = P~ 1D,P ' andQ, = P 1P~1. The columns oP are an

orthogonal base for botfp; andQ,.

Algorithm QuUADDIAG1 (Alg. [4) computes effectively the new bad’s as
well asP~1 anddetP, which will be of future use.

Unfortunately, in our case, we have to handle quadratic forms that have
isotropic vectors. On the other hand, we only consider positive forms, and we
thus have a second theorem:

Theorem 12.2.8.LetE be a finite dimension vector space. (gtandQ, be two
positive quadratic forms ovef. Then there exists a base where b@handQ,
are diagonal.

Proof. Let us take a supplementary subspé&cef kerQ; NnkerQ,. Obviously,
F L kerQ, NkerQ, for bothQ, andQ,.

Let us consider the restrictiold . andQ, - of those quadratic forms oveér.
Both are positive quadratic forms. Furthermapeg + QZ‘F, the restriction of their
sum, is a positive definite quadratic form: if farc F, Q;(x) + Q,(x) = 0, then
sinceQ,(x) > 0 andQ,(x) > 0, Q,(x) = Q,(x) = 0. xis thus in Is@,; N1s0Q,.
SinceQ, andQ, are positive, I1sQ, = kerQ, and Is®, = kerQ, (lemmdl12.2.9
and thu € F N (kerQ, NkerQ,) = {0}, x=0.

Let us apply theorerll2.2.5t0 Q,p andQ; + Q. There exists a base

b,...,by Of F and eigenvalues\;,..., Ay and v,,...,vg - such that
Q,(3,%b) = 3, A andQ,(3;xb,) = 3, v>?. Let us complete this base by a
base okerQ, NkerQ,, let us takeA; = v, = O for i > dimF, 1, = A, — v, for any

i. ThenQ,(3;%b,) = ¥; A3 andQ,(3; b)) = ¥, k3. [

Let us now develop an effective algorithm for this theorem (/&g. For ef-
fectiveness reasons, we chodséo be the orthogonal dterQ, NkerQ, for the
canonic dot product. SindeerQ; N kerQﬁ = 0Q, + 1Q, (lemmadl2.2.9and
[12.2.10, we obtain an orthonormal basis Bfby orthogonalizing a generating
family of JQ, (the columns of,), extending that basis to an orthonormal basis
of 0Q, + 0Q, using a generating family dfiQ, (the columns 0fQ,). We then
have an orthonormal basis Bf which can be extended to a baBisf R" using a
generating family oRR (the canonical basis).

We consider both quadratic forng® andQ, on that basid. Their matrices
are of the form

Q= BQB= (%1 g) (12.9)
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where Q) and Q, are square matrices of sizémF. We diagonalizeQ; with
respect to the definite positive mat@ + Q, and output the results with respect
to the right bases.

Algorithm 5 QUADDIAG2, common diagonalization of two positive quadratic
forms
Require: Q, andQ, two positive symmetric matrices
Ensure: [P,I,d,D,,D,] whereP is an invertible matrix] its inverse,d = detP,
D, andD, two diagonal matrices such th@; = I D, andQ, = 'l D,
F — ORTH[(QL Q2)]

K « NuLL [(8%)}
[P',I,d,D}] + QUADDIAGL('F Q;F,'F (Q, +Q,)F)

D/ 0
D1<_(olo>

1-D; 0
D, (*545)
P— (FPK)

I I"'F
— tK

Lemma 12.2.9.LetM be a symmetric matrix. ThefkerM)+ = OM.
Proof. OM C (kerM)™: let us takeM.x € OM, y € kerM, (M.x,y) = (x,'M .y) =
~——~

0
0. But those spaces have the same dimensiedim kerM and are thus equal.[]

Lemma 12.2.10.Let E be a vector space and and B two subspaces. Then
(A+B)t =A-NB*,
Proof. SinceA C A+B, At D (A+B)*, similarly B+ O (A+B)* and thusA* N
BL D> (A+B)*.
LARL _ _
Letustakexe A-NB-andy=_a +_b ,then(x,y) = (x,a)+ (x,b). [

€A B 0 0

12.3 Extended normal distributions

12.3.1 Construction

Definition 12.3.1. Let E be a finite dimensional real vector space. Let us consider
a positive quadratic forr@ and a linear fornk overE such thakerQ C kerL. q,
is a real number. The function

E — R,
v exp(—QY) +L(Y) + )
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is called arextended normal distributiorit shall be note®g, | .

Definition and proposition 12.3.2. Let ¢ : V— exp(—Q(V) + LV+ ) be an ex-
tended normal distribution over an euclidean spacerhen there exists an or-
thonormal basigV;), ., a positive real numbeK, coefficients(A;),.,., and
coordinatesp,), .., such that -

o(5 %) = Kexp(— 5 A5 — p)?).

The pointP, whose coordinates in the baig), ., are(p;),<1< i called the
centerof the distribution. - o

Proof. Let us apply theoreifi2.2.5to Q and the canonic dot product (a positive
definite quadratic form). There exists an orthonormal b@s)s._ ;. so thatQ is
diagonal @, ..., An) in this basisQ(3;%V,) = T A;x?.

Let us write the linear forn in this basisL(3;xV.) = 5 a;x;.

—Q(% %) +L(H x¥) +dg
| |
=0o— z()‘ixiz_aixi)
|
a? ) a, a?
=g+ — | - A =26+ —5)
( I/GZ#OM ) i/%éo A 27, 4A2
=%+ ai = A% ﬂ)z
| 1
|/cr|7é04Ai . 2A
Noting p; = andK = exp(q0+ zl/a L0TN ) the result follows. ]

12.3.2 Least upper bound and widening

Let (Qq,L4,0;,) and(Q,,L,,q,) be two extended normal distributions. We wish
to get a common upper bound for them.

Let us note that, in general, there is no least upper bound in Gaussian distri-
butions. Let us simply consider the case whdireE = 2 and the Gaussians are
centered and unscaled:— exp(—Q,(V)) andV — exp(—Q,(V)) whereQ, and
Q, are quadratic forms; let us remark that in this case, the point-wise ordering of
the Gaussians coincides with the inclusion ordering of the elliQsé¢) = 1 and
Q,(V) = 1. On Fig.12.5are two ellipsesA andB for which we want to obtain
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— ellipses to bound from above
---------- least upper bound in common orthogonal base
----- other common upper bounds

Figure 12.5: Common upper bounds for two ellipses. One of them is the result

of the procedure defined iffL8.3.2(least upper bound in the common orthogonal
base). Other common upper bounds demonstrate the absence of a least upper
bound in the ellipses.

a common upper bound (with axes parallel to those of the figure for the sake of
readability), the common upper bound output by the procedure described in this
section and two common upper bounds that demonstrate the impossibility of a
least upper bound &t andB in the ellipses.

We note(Qq,L,,0;) U(Q,,L,,0,) the extended normal distribution defined as
follows. SinceQ, andQ, are positive, we diagonalize them in the same base
(V))1<1<n (theorenllZ28. ThenQ,(3;xV) = 3 AxXF andQ,(¥; V) = ¥ x.

Let us write the linear form&,; andL, in this basis:L,(3;xV;) = ¥ a;x and
Lo(3i%V) = 3 B

Let g; andT; be partitions ofy; andqg, respectively §; o, = q, andy; T, = q,).
We can takeg; = g, /nandt; = g,/n.

Let a X2+ b X + ¢ = (AX?+ aX + ;) 11 (X% + BX + 1;) (as defined
in §12.7).

LetQ(3; %) = 5@, L(¥;%V) = ¥;bx andg = 3G

Let us check thakerQ C kerL. SincekerQ is the isotropic cone of and
the v, form a diagonal basis fa@, it follows that a subset of th& form a basis
of kerQ. For any index such thaw; is in that basisa, = 0 and thusb, = 0 by
construction, s@; € kerL.

We define

(Qla L]_’ ql) U (Q27 L2= q2) = (Q7 I—7 q) (1210)
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Let us remark that
dimkerQ > max(dimkerQ,,dimkerQ,) (12.11)

since for alli such that\, =0or 1, =0, g = 0.

We define the widening operator similarly, except that this time we need to
ensure convergence of the ascending sequangcgs= unUvn. We shall modify
the least upper bound operator in two respects to obtain the widening operator:

1. Intuitively, whena, < A;, this means that along that particular vectpr
the Gaussian gets flatter and flatter. The natural widening is to upper-
approximate it by a flat line. In this case, we take- bl = 0 and

2

ci’:mxinaix2+bi+c:;—a+c. (12.12)

2. Ifall & = Oandcis still decreasing, we take the last resort of jumping to

The convergence of the method is ensured by the fact that whenevéristep
applied,dimkerQ strictly increases. Since in non-widening stegisn kerQ in-
creases or stays constant, it follows that at ndastE steddlmay be applied. After
this, thea, stay constant. The only way the sequence can still go on ascending is
by an increase in. Then stef ensures termination.

12.3.3 Random generators

Let us recall Equll3.1 and Prop[13.3.14 the backwards operation associated
with p = random , wherep is a fresh real variable

g=[p =random];.f :v»—>/f(v+xé) duig(X) (12.13)
X

wheregis an additional basis vector corresponding to the fresh varmbled Li;
is the distribution of the new variable. i, is given by the Gaussiaexp(—(Ax%+
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c,)), andf is given by(Q,L,c), then

g(v) = /+mexp(—(Q(V+xé)+L(V+xé)+c+)\x2+cl)) dx

—00

:/Hoexp(—(Q(V)+L(V)+c+cl))exp —((Q(V.8) + L(8) X+ (Q(&) + )% | o

J (&

~—

|
8
4

g
a

~—~~ ™

~+0o0
:exp(—(Q(V)+L(V)+c+cl))/w exp(—(Bx+ ax?)) dx

2
= exp(—(Q(V) +L(V)+c+c))) \/gexp(f—a)

2
—exp| — | QU QLW + 5 Q' (EL(E) bt ot

J/ N J/ (& J/

R g

Q) L/(V) o
(12.14)

Because of the definition @f as the integral of a bounded function versus a mea-
sure of finite total weighty is bounded; thu® is positive andkerL C kerQ.

12.3.4 Linear operations

We shall deal here with program statements such as 3, a;v, and more gener-

ally any linear transformatioll where the vector of variabla# after the instruc-
tion is M.V whereV is the vector of variable before the instruction. Following

Prop[13.3.10

[[\7:: M.Vﬂ;f — foM (12.15)

and thugQ,L’,c) = (‘M QM,LM,c).

12.3.5 Other operations

We shall approximate other operations by releasing all constraints on the variables
affected by them: forgetting variable in 3&is achieved as follows:

e qg;=q;ifi¢gVandj¢V,q;=0otherwise;
e =L ifi¢V,L =0

It is quite obvious that iff : E — E leaves all coordinates outside #fintact,
GQ,L,QO of < GQ/~,|—/7q0 p0|nt‘W|Se.
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12.4 Discussion

The domain presented in this chapter purports at representing exactly one of the
most widely used distributions, the Gaussian distribution. It actually represents
Gaussian measurable functions with a view to backwards analysis. As shown in
Fig.[12.4 this analysis yields coarse results in the center of the functions; on the
other hand, it leads to very precise results in the queues of the distribution. It
therefore seems desirable to use it as a way to bound the influence of the queues
of the random generators while using other methods, including abstract Monte-
Carlo, for the center of the distribution.

The main problem with this domain is that it does not interact well with pre-
cise bounds, obtained for instance with a test with respect to an interval. A possi-
ble direction of research is an abstract domain covering both precise bounds and
Gaussian bounds.

An application of this Gaussian analysis could be the study of the propagation
of computational inaccuracies introduced by floating-point arithmetics, modeled
by random choice8.We hope to contribute to that recently opened fi&ld of
abstract interpretation applied to round-off errors.

This idea of modeling inaccuracies by random choices is the basis of the CESTAC method
[78/8,79).
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Chapter 13

Denotational approaches

Following earlier models, we lift standard deterministic and nondeterministic se-
mantics of imperative programs to probabilistic semantics. This semantics allows
for random external inputs of known or unknown probability and random number
generators.

We then propose a method of analysis of programs according to this seman-
tics, in the general framework of abstract interpretation. This method lifts an “or-
dinary” abstract lattice, for non-probabilistic programs, to one suitable for proba-
bilistic programs.

13.1 Probabilistic Concrete Semantics

Throughout this paper, we shall define compositionally several semantics and

expose relationships between them. We shall use as an example some simple
Pascal-like imperative language, but we do not mean that our analysis methods
are restricted to such languages.

13.1.1 Summary of Non-probabilistic Concrete Seman-
tics

We shall here consider denotational semantics for programs. (equivalent opera-
tional semantics could be easily defined, but we shall mostly deal with denota-
tional ones for the sake of brevity).

The language is defined as follows: the compound program instructions are

instruction::= elementary

instruction; instruction
if boolean_expthen instructionelse instructionendif

179
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while boolean_expdo instructiondone

and the boolean expressions are defined as

boolean_expr:= boolean_atomic
boolean_expand boolean_expr
boolean_expor boolean_expr
not boolean_expr

elementaryinstructions are deterministic, terminating basic program blocks like
assignments and simple expression evaluatiboslean_atomit®oolean expres-
sions, such as comparisons, have semantics as sets of “acceptable” environments.
For instance, &oolean_atomiexpression can bg < y + 4 ; its semantics
is the set of execution environments where variableendy verify the above
comparison. If we restrict ourselves to a finite numbef integer variables, an
environment is just a-tuple of integers.

The denotational semantics of a code fragnesta mapping from the set
of possible execution environments before the instruction into thé sipossible
environments after the instruction. Let us take an example. If we take environ-
ments as elements @°, representing the values of three integer variakleg
andz, then[x:=y+z ] is the function(x,y,2) — (y+2zY,2). Semantics of basic
constructs (assignments, arithmetic operators) can be easily dealt with this way;
we shall now see how to deal with flow control.

The semantics of a sequence is expressed by simple composition

[er & =[e][e]

Tests get expressed easily, using as the semdeficd a boolean expression
c the set of environments it matches:

[if cthen e else &) (x)=if xe [c]then[e] (x) else[e,] (x)

and loops get the usual least-fixpoint semantics (considering the point-wise exten-
sion of the Scott flat ordering on partial functions)

[while ¢ do f]=IfpA@.Axifxe [c]thengo[f](x) elsex.

Non-termination shall be noted hly.
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13.1.2 Our Framework for Probabilistic Concrete Se-
mantics

We shall give a semantics based on measui@8(3. Our semantics shall be ex-
pressed as continuous linear operators between measure spaces, of norm less than
1, using the Banach norm of total variation on measures. This is necessary to en-
sure the mathematical well-formedness of certain definitions, such as the concrete
semantics of loops. As the definitions for these concepts and some mathematical
proofs for the definition of the concrete semantics are quite long and not relevant

at all to the analysis, we shall omit them from this paper and refer the reader to an
extended version. As a running example for the definitions of the semantics, we
shall use3 a program with real variabbesy andz; the set of possible environments

is thenR®.

General form

Let us consider an elementary program staterasnth thafc] : X — Y, X andY
being measurable spaces. We shall also supposfcfhiatmeasurable. Let us first
remark that this condition happens, for instance, for any continuous function from
X andY if both are topological spaces aay is the Borelo-algebralV1, §1.11].
[x := y+z | =(xy,2) — (y+2zY,2) is continuous.

To [c] we associate the following linear operafo] ;:

[[C]] . M§1<X)—>M§1(Y)
Pl AW W)

We shall see that all flow control constructs “preserve” measurability; i.e., if all
sub-blocks of a complex construct have measurable semantics, then the construct
shall have measurable semantics. We shall then extend the framework to programs
containingrandom -like operators; their semantics will be expressed as linear
operators of norm less thdnon measure spaces.

Random Inputs or Generators

An obvious interest of probabilistic semantics is to give an accurate semantics to
assignment such as=random(); , whererandom() is a function that, each
time it is invoked, returns a real value equidistributed betw@and1l, indepen-
dently of previous call¥. We therefore have to give a semantics to constructs
such as<:=random(); , whererandom returns a value in a measured sp&ce

10f course, functions such as the POSIX C functiband48()  would not fulfill such re-
quirements, since they are pseudo-random generators whose output depends on an internal state
that changes each time the function is invoked, thus the probability laws of successive invocations
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whose probability is given by the measyfgand is independent of all other calls
and previous states.
We decompose this operation into two st@ps:

[x:=random() ]

(XxR)

Xp
p:=random() " ]

X
"1 P x=pl

The second step is a simple assignment operator, addressed by the above method.
The first step boils down to measure products:

13.1
H U@ g (13.1)

[p:=random() ]: '

Tests and Loops

We restrict ourselves to test and loop condititnsuch that[b] is measurable.
This condition is fulfilled if all theboolean_atomisets are measurable since the
o-algebra is closed by finite union and intersection. For instafices y| =
{{x,y,2) | x <y} is measurable.

The deterministic semantics for tests are:

[if cthen e else e)](x)=if xe [X] then[e,] (x) else[e,] ()
Let us first compute

[if c then e else ez]]_l( [[el]] W)N[c)u [[ez]] W) N [c]°)

[c] is the set of environments matched by conditiorit is obtained inductively
from the set of environment matched by the atomic tests (e.g. comparisons):

o [c; or & =[cJulc]
o [c; and ¢ =[c;]nc)]

e [not c]=[c]°

are not independent. However, ideal random generators are quite an accurate approximation for
most analyses.

2Another equivalent way, used by Kozefil[[42), is to consider random values as countable
streams in the input environment of the program.



13.1. PROBABILISTIC CONCRETE SEMANTICS 183

Using our above framework to lift deterministic semantics to probabilistic
ones, we get

[if c then e else ez]] )=Xw—u([if cthen e else e] (X))
=X U [[el]] X)N e U ([ez] )N el)
— X u([e] m[[c]] )+ u( [[ez]] X)N[c]%)
= [e] o @K +[[e2}]pofpﬂcuc(u) (13.2)

whereq,, (1) = AX.u(XNW).
We lift in the same fashion the semantics of loops (we notan union of
pairwise disjoint subsets of a set):
[while ¢ do e]]_l(X)
= (Ifp A @.Ax.if x € [c] thengo [€] (x) elsex)~1(X)

= || AY.[e ()N [eh" (XN [c]°)
neN

(13.3)
We therefore derive the form of the probabilistic semantics oithiée  loop:

[while ¢ do e]]p(u):)\x.u<|_|(/\Y. [[e]]l(Y)ﬂ[[c]])”(Xﬂ[[c]]C)>

neN

=AX. S p <()\Y. [l ()N [e))"(X N [[CH°>)

neN

= nZO(P[[C]]c o([e]po ‘P[[c]])n(l—‘)

~ (z (Ielpo qo[[cpf‘(u))
= qo[[c}]c (Ilm (A .u+ [e]po qJM NNAX. O)) (13.4)

Limits and infinite sums are taken according to the set-wise topology. We refer
the reader to an extended version of this paper for the technical explanations on
continuity and convergence.

13.1.3 Probabilities and Nondeterminism

It has been pointed outl®,31] that we must distinguish deterministic and non-
deterministic probabilistic semantics. Deterministic, non-probabilistic semantics
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embed naturally into the above probabilistic semantics: instead of a xalug

1 ifxeX
we consider the Dirac measudge M _ . (X) defined bydy(X) =
Wee My (X) ¥(X) 0 otherwise

How can we account for nondeterministic non-probabilistic semantics?

We move from deterministic to nondeterministic semantics by lifting to power-
sets. Itis possible to consider nondeterministic probabilistic semantics: the result
of a program is then a set of probability measures. Of course, nondeterministic
non-probabilistic semantics get embedded naturallyA to P(X) we associate
{0 |a€ A} € P(M_(X)). We therefore consider four semantics:

determinism| nondeterminism
probabilistic\ nondeterministic probabilistic

The advantage of probabilistic nondeterminism is that we can consider pro-
grams whose inputs are not all distributed according to a distribution, or whose
distribution is not exactly known. Our analysis is based on probabilistic nondeter-
minism and thus handles all cases.

13.2 Abstract Semantics

We shall first give the vocabulary and notations we use for abstractions in gen-
eral. We shall then proceed by giving an example of an domain that abstracts
probabilistic semantics as defined in the previous section. This domain is para-
metric in multiple ways, most importantly by the use of an abstract domain for the

non-probabilistic semantics of the studied system.

13.2.1 Summary of Abstraction

Let us consider a preordered $€t and a monotone functiog, : X — P(X).
x* € X* is said to be arabstractionof X' C X if X' C y (x*). y is called the
concretization functionThe triple(P(X), X, ) is called arabstraction P(X) is
theconcrete domaiandX* theabstract domainSuch definitions can be extended
to any preordered se®’ besidesP(X).

Let us now consider two abstractiofB(X), X*, ) and(P(Y),Y*, %) and a
function f : X — Y. fis said to bean abstraction off if

¥xE € XFxe X xe y (F) = F(x) € ) (FF (%)) (13.5)

More generally, if(X”, X y ) and(Y’,Y# g ) are abstractions anff : X — Y°
is a monotone function, theft is said to bean abstraction off” if

VX € X2 WK e XEX iy () = (X)) E y (1)) (13.6)
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Algorithmically, elements inX? will have a machine representation. To any
program construat we shall attach an effectively computable functM]ﬁ such
that[c]* is an abstraction dfc]. Given a machine description of a superset of the
inputs of the programs, the abstract version yields a superset of the outputs of the
program. If a state is not in this superset, this means that, for sure, the program
cannot reach this state.

Let us take an example, thdgomain of intervals if X! = Y? = T3 where
T={(ab) € ZU{—0w,+} |[a<b}U{L}, yv(a,b)={ceZ|a<c<b}
andy induces a preordef; over T and, pointwise, oveK*, then we can take

[x:=y+z ¥ ((ax,1x) (ay, by ), (82, b7)) = (8 +8z,by +12), (ay, by ), (8, by)).

13.2.2 Probabilistic Abstraction

The concrete probabilistic domains giveniB.1.2can be abstracted as in the
previous definition. Interesting properties of such an abstraction would be, for
instance, to give an upper bound on the probability of some subsets of possible
environments at the end of a computation.

13.2.3 Turning Fixpoints of Affine Operators into Fix-
points of Monotone Set Operators

Equation13.4 shows that the semantics of loops are given as infinite sums or,
equivalently, as fixpoints of some affine operators. In non-probabilistic semantics,
the semantics of loops is usually the fixpoint of some monotone operator on the
concrete lattice, which get immediately abstracted as fixpoints on the abstract
lattice. The approximation is not so evident in the case of this sum; we shall
nevertheless see how to deal with it using fixpoints on the abstract lattice.
Defining un recursively, as followspy = A X.0 andp,,, ; = Yun, with (v) =
p+ e, ‘P[[C]](V)' we can rewrite equatiofi3.4 as [while ¢ do €],(u) =
(p[[c]]c(limn_)w Un). We wish to approximate this limit in the measure space by an

abstract element.

We shall use the following method: to get an approximation of the limit of a
sequenceun), . defined recursively by, , = f(un), we can find a closed set
Sstable byf such thaty € Sfor someN; thenlimp_...uy € S Let us note than
finding such a set does not prove that the limit exists; we have to suppodeishat
such that this limit exists. In our case, this condition is necessarily fulfilled.

Let us takeu? and ug respective abstractions @f. Let us call@f(v?) =

pt [[e]]té)o ﬂcﬂ(vﬁ). Let us take a certaiN € N and callL? = Ifp A vﬁ.wﬁN(ug) L
Yi(v?); then by induction, for aln > N, u, € y(L?). As y(LY) is topologically
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closed,limn — o € y(L*). Thereforel? is an approximation of the requested
limit.

Let us suppose that we have an “approximate least fixpoint” operkiion
(x# MOnotomie sy _, X¥. By “approximate least fixpoint” we mean that ff :
X¥ — X! is monotonic, then, notingg = Ifp*(f), fﬁ(xg) C xg. The justification
of our appellation, and the interest of such a function, lies in the following well-
known result:

Lemma 13.2.1.1f ff: X* — X% is an abstraction off’ : P(X) — P(X) and
f#(x¢) C X, thenlfp £ C y (x).

Of course, building such an operation is not easy. Trying the successive iter-
ations off#" until reaching a fixpoint does not necessarily terminate. One has to
use special tricks and widening operators to build such a functiofB(3e®.

Provided we have such an operation, abstraction follows directly:

[while ¢ do e]]ﬁ(Wﬁ):(p[?cﬂc(lfpﬁxﬁHWﬂI_I[[e]]ﬁ((prﬂ(X))).
As usual in abstract interpretation, it might be wise to do some semantics-
preserving transformations on the program, such as unrolling the first few turns of
the loop, before applying this abstraction. This is likely to yield better results.

13.3 Adjoint semantics

In his seminal papers, Kozen proposed semantics of probabilistic programs as
continuous linear operators on measure spaces. We shall see that operators repre-
senting the semantics of probabilistic programs have adjoints, in a certain sense
that we shall define. These adjoints are the basis of our analysis techniques; fur-
thermore, their existence gives a straightforward proof of Kozen’s theorem.

13.3.1 Intuition

Let us consider a very simple C program (Fidl3.]) where
centered_uniform() IS a random generator returning double uni-
formly distributed in[—1,1], independent of previous calls. We are interested
in the relationship between the probability of executiBgdlepending on the
probability distribution generated in by A. What we would therefore like is

a (linear) functionf mapping the probability measuye generated aA to the
probability f(u) that program poinB is executed. It will be proved that there
exist a “weight function’y such thatf (1) = [ g du. We shall see how to compute
such ag.
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double X, y;
v 1A
x += centered_uniform()+centered_uniform();

it (fabs(x) <= 1)
{

}

o ¥ B ¥

Figure 13.1:A simple probabilistic program

09
0.8
0.7F
0.6

04
0.3F
0.2F
0.1F

Figure 13.2:Weight functiong such that the probability of outcome of stBfjsee
Fig.[13.]) given the probability measune at stepAis [g du. xis the value of
variablex.
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double X, vy;
v A
if (x+ty >= -1)
{
X += 2;
}
y = centered_uniform()+centered_uniform();
X += y/2;

if (fabs(x) <= 1)

{
o 1B ¥
}

Figure 13.3:Another probabilistic program

A plotting of g is featured in figur@3.2 Let us give a few examples of the
use of this function:

e The probability thaB will happen ifA drivesx according to some uniform
b
distribution in[a, b] is / g(x) dx.
a

e The probability thaB will happen ifA setsx to a constant is g(C).

The setg~1(0) is the set of values at stefthat have no chance of starting
a program trace reaching st& Please note that this is slightly different from
the set of values that cannot start a program trace reachingBstébis is the
difference between “impossible” and “happening with O probability”. Let us see
the following example:

while (centered_uniform() > 0) { };

Nontermination happens with probabili@/— that is, it is extremely unlikely,
negligible. However, it is possible, however infinitely unlikely, that the random
number generator outputs an infinite stream of reals lessGh#drus producing
nonterminating behavior.

13.3.2 Summary of semantics according to Kozen

The semantics of a probabilistic prograncan be seen as a linear opera{m}p
mapping the input probability distribution (measys¢ to an output measure
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weight function———

a(x,y)

o

cReNeoNe)
AN

o

Figure 13.4:Weight functiong such that the probability of outcome of stBjsee
Fig.[13.3 given the probability measure at stepAis [g du. x andy are the
respective values of variablesandy .

[[c]]p.u Values given by random number generators can either be seen as suc-

cessive reads from streams given as inputs or are handled internally in the seman-
tics [41,42]; here we shall use the second approach, though both approaches are

equivalent. We shall not discuss here the technical details necessary to ensure con-
tinuity of operators, convergences etc...and we shall refer the readed]fiext

tended version].

The semantics of a progractwhose initial environment lies in the measurable
setX and whose final environment lies in the measurabl& s#tall be given as a
linear operator (of norm less tharfor the norm of total variation on measures). If
c contains no calls to random number generatfirbjs just a measurable function
(a function f is said to bemeasurablef and only if for any measurable sét,
f~1(X) is measurable).

We shall base ourselves on an ordinary denotational semafttjcis: a func-
tion from setX to setY if ¢ has typeX — Y. For the sake of simplicity, we shall
not deal with nontermination here so novalue is needed. To make meaningful
probabilities X andY are measurable sets (for instance, countable setg)chisl
assumed to be a measurable function. These restrictions are of a technical nature
and do not actually restrict the scope of the analysis in any way; the reader shall
refer to B4] for more detalils.
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Let us summarize the probabilistic semantics:
Elementary constructs (assignments etc...) get simple semanti{:s]]p.u =
AX.p([e] T (X)).

Random number generation Let us suppose each invocationrahdom yields
a value following distributionug, each invocation being independent from
another, and stores the value into a fresh variable. '[Ib@p.u = U ® Ug
where® is the product on measures.

Tests Let us definegy (1) = AX.u(XNW). Then

[if cthen e else e (k)= [e] 0nyk)+[e], ° @ge(1).

(13.7)
Loops The semantics for loops amounts to summing inductively the semantics of
the tests:
[while ¢ do €],( %qomc ([fpo 40[[c]] (13.8)

the limit being taken set-wis&F, §111.10].

13.3.3 Adjoints and pseudo-adjoints

In this section, we shall recall the definition of an adjoint of a linear operator and
give a definition of a pseudo-adjoint. We shall also give some easy properties,
without proofs for the sake of brevity.

Let us consider two measurable s€¥s oy ) and(Y, 0y ). Let us first define,
for f a measurable function anda measure,

(= [ fau.

Proposition 13.3.1.Taking f in the bounded functions (nortp- ||) and p in

bilinear scalar form. Moreover, this form has the following properties:
o forall fandy, [(f, )] < |/flle-|lL];
o (f,.)=puw— (f,u) has norm||f||e;
o (-, u)=f(f, ) has norm|pl|.

Corollary 13.3.2. If (f,-) =0thenf =0. If (-, u) =0thenu = 0.
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Let us consider a linear operatbr from the signed measures ofito the
signed measures ofi and we can consider whether it admitsaajoint operator
R

/(R.f) du:/f d(H.p) (13.9)
or
(RE, ) = (F,H.L). (13.10)

Remarkl3.3.3 If an operator has an adjoint, then this adjoint is unique.
Lemma 13.3.4.1f Ris the adjoint oH:

e Ris continuous if and onlid is continuous;

o (IRl =[H].

Corollary 13.3.5. The operator mapping an operator onto its adjoint is therefore
a linear isometry.

The reason why we consider such adjoints is the following lemma:

Lemma 13.3.6.If H € Z(#(X),.#(Y)) has an adjoint operatorR €
Z(AB(Y,R),%(X,R)) andH is zero on all the Dirac measures, thehis zero.

The implications of this lemma on probabilistic program semantics is that if
we can prove, which we shall do later, that linear operators representing program
semantics have adjoints, then the semantics of two programs will be identical
on all input measures if and only if they are identical on discrete measdes |
th. 6.1].

Remark13.3.7 In general, not all positive continuous linear operators on mea-
sures have adjoints in the above sense.

For technical reasons, we shall also have to use a notion of pseudo-adjoint. Let
H be a function fronM, (X) to M (Y). Let us suppose there exists a function
such that for all measurable functidn Y — [0,0] R(f) : X — [0,00], (f H.u) =
(R.f, ). We shall then calR the pseudo-adjoinbf H. As previously, we have:

Remarkl3.3.8 An operator has an unique pseudo-adjoint.
Adjoints and pseudo-adjoints are identical notions in well-behaved cases. A
continuity condition ensures that we do not get undefined casesy e.ge.

Lemma 13.3.9.1f H is a continuous positive linear operator on measures (pos-
itive meaning thapt > 0= H.u > 0) andR is a positive linear operator that is
the pseudo-adjoint dfl, thenR is the adjoint oH and||R|| = ||H||.
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13.3.4 Program semantics have adjoints

A few facts are easily proved:

Proposition 13.3.10.Operators on measures that are lifted from functions (e.g.
fp where fo.u is the measureX — p(f~1(X))) have (pseudo-)adjoints: the
(pseudo-)adjoint ofp is g+~ go f.

Proposition 13.3.11.1f H; andH, have (pseudo-)adjoin®®,; andR,, thenR,oR;
is the adjoint oH, o H,,.

Proposition 13.3.12.@,, has (pseudo-)adjoirR,, = f — f.x,, Wherey,, is the
characteristic function o#V.

Proposition 13.3.13.If H; and H, have respective (pseudo-)adjoRRf andR,,
thenH, +H, has (pseudo-)adjoirk; + R,.

Proposition 13.3.14.If L is a o-finite positive measurgy — U ® Lg has pseudo-
adjoint f — (x— [ f(x,-) dug).

This is an application of the Fubini-Tonelli theoregv] VI1.10].

Lemma 13.3.15.1f f : X — [0; 0] is a positive measurable function afd,)
is a sequence of positive measures, then

/f d(éo““) :ni/f it (13.11)

The sum of measures is taken set-wise.

neN

Corollary 13.3.16. If (Hp),,.y are operators on measures with respective pseudo-
adjoints (Rn), o then ¥y oHn has pseudo-adjoinfy oR, (these sum being
taken as simple convergences).

Lemma 13.3.17.Letc be a probabilistic program. Then the linear operafa] p
has a pseudo-adjoint.

Corollary 13.3.18. Since program semantics operator are continuous, of norm
less tharl, then they have adjoints of norm less tHan

Kozen proved41,/42] the following theorem:

Theorem 13.3.19.Semantics of probabilistic programs differ if and only if they
differ on point masses.

Proof. This theorem follows naturally from the preceding corollary and
lemmal3.3.6 O

We shall often notd * the adjoint ofT. We therefore have defined an adjoint
semantics for prograch]]z € LIM(Y,R_),M(X,R,)) whereM(X,R, ) is the
set of measurable functions froito R | .
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13.4 Abstract interpretation of reverse proba-
bilistic semantics

We wish to apply the usual framework of abstract interpretation to the above se-
mantics; that is, for any program we want to build a monotonic functiq[rm]]]gﬁ :
M(Y,R. ) — M(X,R, )’ such that iff € (f*) then[c],".f € w ([c]5 (f*)).

Y« (respectivelyy,) is aconcretization functiorthat maps an elemerif (with a
finite, manageable machine representation) to a subgé(refsp.Y).

13.4.1 Backwards abstract interpretation

We shall suppose we have an abstraction of the normal, non-probabilistic, seman-
tics, suitable for backwards analysis: for any elementary constrsoch that

[c] : X — Y, we must have a monotonic functi@c]]‘lﬁ 1 Y# — X¥ such that for all

AF [[c]]‘l(W(Aﬁ)) C yx([[c]]‘lﬁ(A)). We also must have abstractions for tp[gﬂ
functions.

Let us note the following interesting property of the “usual” assignment op-
erator: [x = € = o By = where 1 is the “projection parallel toc”:
(W) = {V| 3V WX X # x=V,, = W}. Itis therefore quite easy to build reverse
abstractions for the elementary constructs.

13.4.2 General form of abstract computations

Let us now suppose we have an abstract domain with appropriate abstract oper-
ators for the elementary constructs of the language (we shall give an example of
construction of such domains in the next section). We shall see in this section how
to deal with the flow-control constructs: the sequence, the test and the loop.

Sequence
since[ey; €], = [ea] o [eo] then[ey; e =[] o [ea] -
Tests

Let us recall the reverse semantics of iheconstruct:

[if cthen e else ef =Ry ofe],+ Rigie [e], (13.12)
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This equation gets straightforwardly lifted to the abstract domain:

[if cthen e else ef = Rf[c}] o[e], +R’[1[C]]Co [e],” (13.13)

is a valid abstraction.

Loops

Let us recall the reverse semantics of Wigle construct:

00

[while ¢ do e} = Z)(R[[Cﬂo[[e]]’;>noR[[cﬂc (13.14)
n—=

Defining f, recursively, as followsf, = Ax.0andf, ., = ¢ f,, with

we can rewrite equatidi3.I13as[while ¢ do €],.f = limp_. f. We wish
to approximate this limit in the measure space by an abstract element.
| gets lifted straightforwardly to an abstract operatpf{gf) = R’E ﬂc.fﬁ +1
C

R?[Cﬂ o [[e]]’lgﬂ.gﬁ. Let us definef} to be an abstraction of the sgt} and f}, | =

Wi(fL). Obviously, for alln, f, € y(ff). If there exists amN such thatvn > N,
thenlimp_. fn € yf,ﬁl sinceyf,&I is topologically closed. We have therefore found
an abstraction ofwhile ¢ do €]j,.f.

If the latticeT? is such that all ascending sequences are stationary, then such a
N will necessarily exist. In general, suciNadoes not exist and we are forced to
use so-calleavidening operatorg18, 84.3], as follows: we replace the sequence
fn by the sequence defined Hy = f; and ff | = fi0ny*(f}) where(, are
widening operators:

e for all aandb, aC aldb andb C allb;

o for all sequenceun) . and any sequenc@n)
Vi 1 = Vnlun, then(vy) is stationary.

nery defined recursively as

Obviously, for alln, f, C y(ff). Since(ﬁﬁ)nEN is stationary after rank, and
y(f%) is topologically closed, this implies thin .., f, € yf{ as above.
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13.5 Discussion

Our forward denotational semantics for purely probabilistic programs is essen-
tially the same as the one proposed by KoZ42]. We on the other hand intro-
duced the adjoin semantics, which gives rise to a particularly important backwards
analysis while providing an elegant proof to some results that were tediously
proved in Kozen’s papers.

It should be noted that while both semantics are equally accurate when dealing
with purely probabilistic programs (containing no nondeterminism), they are very
different when dealing with programs containing nondeterministic choices. The
problem is that the forward semantics on the tests is a very coarse approximation
when there is nondeterminism; for instance, considering the following program:

X = nondeterministic_choice_01();
it (x)
{
} else
{
}

then, applying our formulas, the measured upper bound on the probability of ter-
mination of the program is.2!

Let us see of such a coarse result can be produced. The state space of our
program isX = {0, 1}, depending on the value of variable We useP(M_, (X))
as the abstract domain. After the first step of execution, the set of measures is the
set of measures oX of total weightl. Then the abstract version of equatibi2
is:

[if c then e else ez]]ﬁ
DR +ﬂ el o (k)

={H | (1) <L1AUO) =0} +*{u | u(0 ) S 1Ap(1) =0}
S{u|u(0)=1Ap(1)=1} (13.15)

That latter measure has total weight

Informally, the weakness of the forward analysis is that it is not relational
with respect to the branches of the test: it does not conserve the information that
the total weight of the measures on both sides must be the same as the weight
of the measure before the test. The obvious solution to this problem is to use
the forward analysis of the operational semantic8.4, which conserves that
relation by integrating the program counter into the machine state.
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On the other hand, the backwards analysis is a direct counterpart of the back-
wards analysis for Markov decision processe8(&1). We conclude that the
backwards analysis is to be preferred when following the denotational point of

view.



Chapter 14

The Abstract Monte-Carlo
Method

The methods exposed in the preceding chapters have focused on symbolically
representing measures, or measurable functions. We have not so far made use
of possibilities of the probabilities, among which the possibility of using some
probabilistic choice in the analyzer itself. This is after all a very familiar way of
proceeding: to study the respective probabilities of the faces of an imperfect die,
one can roll it a great number of times and count the frequencies of the outcomes.
We shall see here how to extend that approach using abstract interpretation.

14.1 The Monte-Carlo Testing Method

Monte-Carlo sampling is a widely used techniques in the resolution of probability
problems for which no analytical solution is known. Its name comes from it being
based on randomization, just like gambling in casinos. While its name would
make Monte-Carlo sampling look like an unsound, hazardous method, it actually
is a mathematically sound method. We shall begin by a summary on Monte-Carlo
sampling.

14.1.1 An Intuitive View

Monte-Carlo is a general term for a wide range of methods, all having in common
the use of random generators and statistical convergence. Here we consider the
problem of finding the probability that a certain event holds.

For instance, let us consider the random choice of a pidintuniformly
distributed in[0,1]°. We want to determine experimentally the probability of

197
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1

/4

Figure 14.1:Computingrt/4 using the Monte-Carlo method.

the propertyP(M): “M belongs to the quarter-disc of cen@rand radiusl”
(Fig.[14.7). We can use the following algorithm:
c+—0
fori=1tondo
X «+ random
y < random
if x2+y2 < 1then
c—c+1
end if
end for
p <~ c/n

Of course, in our simple geometric case, using such a method would be very
inefficient, since there are faster methods of computing the desired area. Yet such
amethod is interesting if the shape the area of which is to be estimated is described
by a complex characteristic function. Program analysis is generally in this latter
case.

A lenghtier explanation of the Monte-Carlo method is featured in app@idix
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14.1.2 The Monte-Carlo Testing Method Applied to Pro-
grams

The reader unfamiliar with probability theory is invited to consult appedx3

Let us consider a deterministic programvhose inpuix lies in X and whose
output lies inZ. For the sake of simplicity, we shall suppose in this sub-section
thatc always terminates. We shall ndfe] : X — Z the semantics of (such that
[c] (x) is the result of the computation ofon the input). We shall takeX and
Z two measurable spaces and constfalnto be measurable. These measurabil-
ity conditions are technical and do not actually restrict the scope of programs to
consider, since they are fulfilled as long as all elementary operations (assignments,
arithmetic) have measurable semanti4 {— which is always the case for count-
able domains such as the integers, and is the case for elementary operations over
the real numbers.

Let us consider that the inputto the program is a random variable whose
probability measure ig and thaW C Z is a measurable set of final states whose
probability we wish to measure. The probabilityWfis thereforeu([c] ~1(W)).

Noting

tW(X):{l if [c] (x) eW

0 otherwise,

this probability is the expectatidt,, .
Let us apply the Monte-Carlo method for averages to this random vari-
able t,, (see appendidB). Et,, is then approximated by random tri-
als:
c—0
fori=1tondo
X« randonfu)
run progranct on inputx.
if program run ended in a state\Withen
c—c+1
end if
end for
p«<c/n
A confidence interval can be supplied, for instance using the Chernoff-Hoeffding
bound (appendiB], inequatioriB.1): there is at least & — £ probability that the

true expectatiofitt,, is less tharp’ = p+ —Izongs (We shall see the implications

in terms of complexity of these safety margins in more detail in sefiifb8 see

also Figl14.3.

This method suffers from two drawbacks that make it unsuitable in certain
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cases.

e It supposes that all inputs to the program are either constant or driven ac-
cording to a known probability distribution. In general, this is not the case:
some inputs might well be only specified by intervals of possible values,
without any probability measure. In such cases, it is comredhtp as-
sume some kind of distribution on the inputs, such as an uniform one for
numeric inputs. This might work in some cases, but grossly fail in others,
since this is mathematically unsound.

e It supposes that the program terminates every time within an acceptable
delay.

We propose a method that overcomes both of these problems.

14.1.3 Abstract Monte-Carlo

We shall now consider the case where the inputs of the program are divided in
two: those, inX, that follow a random distributiop and those that simply lie in
some seY. Now [c] : X xY — Z. The probability we are now trying to quantify
ispu{xe X |3IyeY [c](xy) € W}.

Mathematical conditions

Some technical conditions must be met such that this probability is well-defined,;
namely, the spaces$ andY must be standard Borel spac88,[Def. 12.5]. Since
countable setsR, products of sequences of standard Borel spaces are standard
Borel [38, 812.B], this restriction is of no concern to most semantics.

Let us first prove that the probability we want to evaluate is well-defined.

Lemma 14.1.1.If [c] : X XY — Z is measurable, then for any measuraile_ Z,
{xeX|3yeY [c](x,y) € W} is measurable for the completed measure.

Proof. Let us suppos& andY are standard Borel space33[ §12.B]. X xY
is thus a Polish spac&8, §83.A] such that the first projectior, is continuous.
LetA={xe X |3IyeY [c](xy) € W}, thenA= nl([[c]]*l(W)). Since[c] is a
measurable function af is a measurable sdig] (W) is a Borel subset in the
Polish spac&X x Y. Ais therefore analytic38, Def. 14.1]; from Lusin’s theorem
[38, Th. 21.10], itis universally measurable. In particular, itiisneasurable3s,
817.A]. u(A) is thus well-defined. O
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Noting

1 if3dyeY [c](xy) eW
ty(X) = -
0 otherwise,

this probability is the expectatidt,, .

While it would be tempting, we cannot use a straightforward Monte-Carlo
method since, in generdy],, is not computable, even if we restrict ourselves to
programs that always terminate. Indeed:

Lemma 14.1.2.Let us consider a Turing-complete langudgeand its subset
L, of programsN — {0,1} that terminate on all inputs. Let us consideér:
L — {0,1} such thatf(P) =1 if and only if3b € N [P](b) = 1. Thenf is
not computable.

Proof. Let us take a Turing machine (or program in a Turing-complete language)
F. There exists an algorithmic translation takiRgas input and outputting the
Turing maching= computing the total functiog such that

1 if F terminates iry or less steps on input
¢ﬁ <X7 y> = .
0 otherwise.

Let us remark thaf terminates on all inputs.

Let us takeX =Y = N andZ = {0,1} and the progrank, and definet{l} as
before.t{l}(x) = 1if and only if F terminates on input. It is a classical fact of
computability theory that thql} function is not computable for aft [68]. [

Abstract Interpretation Can Help

Abstract interpretation (se®&&.3 is a general scheme for approximated analyses
of safety properties of programs. We use an abstract interpreter to compute a
functionT,, : X — {0, 1} testing the following safety property:

e T,,(X) = 0 means that no value gfe Y results in[c] (x,y) € W;
e T,y (X) = 1 means that some value pE Y mayresult infc] (x,y) € W.

This means that for any;, t,,,(x) < T, (X).

Let us note the intuitive meaning of such an approximation: since we cannot
check algorithmically whether some points belong to a certainﬁl(gﬁl({l})),
we check whether they belong to some area that is guaranteed to be a superset
of A. This is analogous to what would happen if we tried to compute the area
of our quarter disc (Fidl4.]) but we were restricted to testing the belonging to,
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Figure 14.2:Computingrt/4 using an approximate Monte-Carlo method.

say, convex polygones. We could then use the following scheme: find a convex
polygone enclosing the disc (Fif4.2 and compute the area of this polygon using
the Monte-Carlo method.
Let us use the following algorithm:
c—0
fori=1tondo
X < randonfu)
C <+ C+ Ty (X)
end for
p<«— c/n
With the same notations as in the previous sub-sectjohs T(".
As in the preceding section, we wish to obtain a confidence interval. Let us
taket > 0. Using the Chernoff-Hoeffding bound or some other bound, we obtain

an upper bound of Pr(EtW > t\S\?) +a>. Sincet\s\‘;) < TVSI”), the eventEt,, >
T\ +a is a sub-event cET,, > TV +a, thus we can meaningfully declare that

Pr(EtW > TVE,”) +a) < B. Thusany confidence upper bound obtained for the

concrete average is valid if considering the abstract averalgeparticular, the
Chernoff-Hoeffding bound establishes that there is at le&st a probability that

the true expectatiofit, is less tharp’ = T\ + 1/ LY

We shall see in the following section how to build abstract interpreters with a
view to using them for this Monte-Carlo method.
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14.2 Analysis Block-Structured Imperative
Languages

From the previous section, it would seem that it is easy to use any abstract inter-
preter in a Monte-Carlo method. Alas, we shall now see that special precautions
must be taken in the presence of calls to random generators inside loops or, more
generally, fixpoints.

14.2.1 Concrete Semantics

We have for now spoken of deterministic programs taking one inpthosen
according to some random distribution and one input some domain. Calls to
random generators (such as the PO8FAnd48() function [63]) are usually
modeled by a sequence of independent random variables. If a bounded number
of calls (< N) to such generators is used in the program, we can consider them
as input valuesx is then a tuple(x, ..., Xy, V) wherex,, ..., X, are the values
for the generator and is the input of the program. If an unbounded number of
calls can be made, it is tempting to consider as an input a countable sequence of
values(xn),,.y Wherex; is the result of the first call to the generatey the result
of the second call...; a formal description of such a semantics has been made by
Kozen 41,142).

Such a semantics is not very suitable for program analysis. Intuitively, an-
alyzing such a semantics implies tracking the number of calls made to number
generators. The problem is that such simple constructs as:

if (...) { random(); } else {}

are difficult to handle: the countings are not synchronized in both branches.

Denotational Semantics for Non-Random Programs

We shall now propose another semantics, identifying occurrences of random gen-
erators by their program location and loop indices. The Backus-Naur form of the
programming language we shall consider is:

instruction::= elementary
| instruction; instruction
| if boolean_expr
then instruction
else instruction
endif
| while boolean_expr
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do instruction
done

We leave the subcomponents largely unspecified, as they are not relevant to our
method. elementaryinstructions are deterministic, terminating basic program
blocks like assignments and simple expression evaluatimwean_expboolean
expressions, such as comparisons, have semantics as sets of acceptable environ-
ments. For instance,l@olean_expexpression canbe < y + 4 its seman-
tics is the set of execution environments where variablasdy verify the above
comparison. If we restrict ourselves to a finite numbef integer variables, an
environment is just a-tuple of integers.

The denotational semantics of a code fragneista mapping from the set
of possible execution environments before the instruction into thé aigpossible
environments after the instruction. Let us take an example. If we take environ-
ments as elements @°, representing the values of three integer variaileg
andz, then[x:=y+z | is the strict function(x,y,z) — (y+2zy,z). Semantics of
basic constructs (assignments, arithmetic operators) can be easily dealt with this
forward semantics; we shall now see how to deal with flow control.

The semantics of a sequence is expressed by simple composition

[es & =[e] o [e] (14.1)

Tests get expressed easily, using as the semdeficd a boolean expression
c the set of environments it matches:

[if cthen e else e](x) = ifxe[c]then[e] (x) else[e] (x)
(14.

and loops get the usual least-fixpoint semantics (considering the point-wise exten-
sion of the Scott flat ordering on partial functions)

[while ¢ do f] = Ifp(A@.Axif xe [c]thengo[f](x) elsex). (14.3)

Non-termination shall be noted hy.

Our Denotational Semantics For Random Programs

We shall consider a finite s€ of different generators. Each generagautputs a
random variableg with distribution uig; each call is independent from the prece-
dent calls. Let us also consider the Beif program points and the st of finite
sequences of positive integers. TheGet P x N* shall denote the possible times
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in an execution where a call to a random generator is magley n,...n;) notes
the execution of program poiqtat then,-th execution of the outermost program
loop, ...,n-th execution of the innermost loop at that poi@tis countable. We
shall suppose that inside the inputs of the program there is for each gengrator
Ga family(g< >)<pw> c of random choices.

Our goal is to express the semantics of a progPeam a functiorfP] : X xY —
Z whereX =[]g¢€ GF{3 R being the range of the random generator. The
semantics of the language then become:

For composition:
les &, =[e] o [e] (14.4)

Tests get expressed easily, using as the semdjeficd a boolean expression
c the set of environments it matches:

[if cthen e else &), .(wx) =
if x € [c] then[e,] .(w,x) else[e,] .(w,x) (14.5)

Loops get the usual least-fixpoint semantics (considering the point-wise ex-
tension of the Scott flat ordering on partial functions):

[while ¢ do f],.(wy, Xy =
Ifp (A @.A (w,x).if x € [c] then@o So [f] (w,X)) elsex).(1.wy,X,) (14.6)

whereS.(c.w,x) = ((c+1).w,X). The only change is that we keep track of the
iterations of the loop.
As for random expressions,

[p:randomg], .(w,x) = Q<p7w> (14.7)

wherep is the program point.

This semantics is equivalent to the denotational semantics proposed by Kozen
[41,42, 2nd semantics] and Monniau%4], the semantic of a program being a
continuous linear operator mapping an input measure to the corresponding output.
The key point of this equivalence is that two invocations of random generators in
the same execution have different indices, which implies that a fresh output of
a random generator is randomly independent of the environment coming to that
program point.

14.2.2 Analysis

Let us apply the Monte-Carlo abstract interpretation technigid.[&3 to our
concrete semantics[Id.2.]). Let us first recall that in this case, the random input
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x is actually a tuplgg™?,...,§"). Eachgl) corresponds to a random number
generator named(for instancej can be textttdrand48() sandom() )...); for

a generatog, §; is a family (ggi&M) i of random choices.

We shall suppose we have a normal abstract interpreter for the target language
at our disposal. To adapt it to our probabilistic requirements, we shall first add
the semantics of the random generators. Formally speaking, the semantics of an
operationx:=random() | is |[x:: @Elrandlc’n;()) where (I4,...,In) is the tuple

1s++'N
of numbers of fixpoint iterations. This equality is lifted to abstract operations:

#
[x:=random() ]} = Hx:: lerand;’“;())ﬂ . This simply means that when the ab-
1ok

stract interpreter encounters a call to a random generator, it effectively computes
a random numbel and uses it as if it were interpreting the instructionC .

The problem now is that the abstract semanfiessrandom() ]]E may
change from iteration to iteration. How can we do fixpoint computations? The
answer is to provide a second possible abstract semantics, not depending on the
current number of iterationgx:=random() ]]]?ix. This semantics treats the call
to the random generator as purely nondeterministic, it just asserts that the variable
X lies in the rangeR ,yom ©Of the random generatoandom() .

The Monte-Carlo abstract interpreter should therefore run as follows:

e initial iterations of fixpoints should be randomized;

e when trying to stabilize the fixpoint (computing successive iterations, possi-
bly with widenings, until a fixpoint is reached), treat the random generators
as purely nondeterministic.

14.2.3 Arbitrary control-flow graphs

The abstract interpretation framework can be extended to logic languages, func-
tional languages and imperative languages with recursion and other “complex pro-
gramming mechanisms (call-by-reference, local procedures passed as parameters,
non-local gotos, exceptions)g]. In such cases, the semantics of the program are
expressed as a fixpoint of a system of equations over parts of the domain of envi-
ronments. The environment in that case includes the program counter, call stack
and memory heap; of course a suitable abstract lattice must be used.
Analyzing a progran® written in a realistic imperative language is very sim-

ilar to analyzing the following interpreter:

s« initial state forP

while sis not a termination stat@o

s N(s)
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end while

whereN(s) is the next-state function fd? (operational semantics). The abstract
analyzer analysis that loop using an abstract state and an abstract verbion of
Most analyses partition the domain of states according to the program counter, and
the abstract interpreter then computes the least fixpoint of a system of semantic
equations.

Such an analysis can be randomized in exactly the same fashion as the one
for block-structured programs presented in the previous section. It is all the same
essential to store the generated values in a table such that backwards analysis can
be used.

14.2.4 Ineffective or unsound suggestions

In many cases, we shall analyze programs whose source of randomness is a
pseudo-random generat@Q, chapter 3]. It is therefore possible to use ordinary
abstract interpretation to analyze them. This is a perfectly sound approach, albeit
an ineffective one. Abstract interpretation is designed to exhibit structures and
invariants in programs. A pseudo-random generator is designed to avoid exhibit-
ing any structure in its output. A pseudo-random generator whose behavior could
be analyzed by ordinary abstract interpretation would therefore be a low-quality,
predictible one.

It has also been suggested that we should randomize the end of the iterations
(that is, the final part of terminating loops) as well as the initial sequence. Alas,
there does not seem to be a way to make this work easily. Let us take the following
program, whereandom() is 0 or 1 with probability 0.5:

n=0;
while (random()==0) n++;

Since the program terminates if and only if the lestdom() call is 1, a naive
randomization may conclude that the program terminates only half of the time.
This is false, since the program terminates with probabllity

We could think of improving this method by randomizing taking into account
reachability conditions: termination of the program should be reachable from the
chosen random value. This is unfortunately not doable: there is no algorithmic
means to compute the set of random values that allow termination. Furthermore,
over-approximating this set would under-estimate the probability, while our aim is
to over-estimate the probability. It might be possible to achieve an over-estimation
result using backwards under-approximating abstract interpretation, but in any
case it would be difficult and imprecise.
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Figure 14.3:.Upper bound on the probability that the probability estimate exceeds
the real value by more thanfort = 0.01.

14.3 Complexity

The complexity of our method is the product of two independent factors:

¢ the complexity of one ordinary static analysis of the program; strictly speak-
ing, this complexity depends not only on the program but on the random
choices made, but we can take a rough “average” estimate that depends
only on the program being analyzed,;

e the number of iterations, that depends only on the requested confidence
interval; the minimal number of iterations to reach a certain confidence cri-
terion can be derived from inequalitié&s, appendix A] such as inequation
(B.J) and does not depend on the actual program being analyzed.

We shall now focus on the latter factor, as the former depends on the particular
case of analysis being implemented.

Let us recall inequation®J): Pr<EtW > +t> < e 2" |t means that to
get with1 — € probability an approximation of the requested probabilityit is
sufficient to compute an experimental average ve%w trials.

This exponential improvement in quality (F is nevertheless not that

interesting. Indeed, in practice, we might warandt of the same order of mag-

nitude asu. Let us takee = at wherea is fixed. We then hava ~ —":—gt, which
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t

Figure 14.4: Numbers of iterations necessary to achieve a probability of false
report on the same order of magnitude as the error margin.

indicates prohibitive computation times for low probability events (Eid.4.

This high cost of computation for low-probability events is not specific to our
method; it is true of any Monte-Carlo methaince it is inherent in the speed of
convergence of averages of identically distributed random variables; this relates
to the speed of convergence in the central limit theofésng¢h 1], which says in
effect that the average of identically distributed random variables resembles a
Gaussian whose deviate decreasel/ ijin:

Theorem 14.3.1 (central limit). Let X;, X,,... be independent, identically dis-

tributed random variables having meanand finite nonzero variance?. Let

S =X +---+ Xy Then

S—ny
ay/n

Where®(x) is the probability that a standard normal variable is less than

Iimn—>ooP( gx) = ®(x) (14.8)

It can nevertheless be circumvented by tricks aimed at estimating the desired
low probability by computing some other, bigger, probability from which the de-
sired result can be computed.

Fortunately, such an improvement is possible in our method. If we know that
rl;l([[c]]*l (W)) C R, with a measurablB, then we can replace the random variable
ty Dy its restriction tR: ty ; thenEty, = Pr(R) .Ety . If Pr(R) andEt,, are on
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the same order of magnitude, this means g Will be large and thus that the
number of required iterations will be lov&uch a restrictind? can be obtained by
static analysis, using ordinary backwards abstract interpretation.

A salient point of our method is that our Monte-Carlo computation$aylely
parallelizable, with linear speed-ups iterations onl machine can be replaced
by n/m iterations onm machines, with very littte communication. Our method
thus seems especially adapted for clusters of low-cost PC with off-the-shelf com-
munication hardware, or even more distributed forms of computing. Another im-
provement can be to compute bounds for sevfadets simultaneously, doing
common computations only once.

14.4 Practical Implementation and EXxperi-
ments

We have a prototype implementation of our method, implemented on top of an or-
dinary abstract interpreter doing forward analysis using integer and real intervals.
Figured14.5to[14.7 show various examples for which the probability could be
computed exactly by symbolic integration. Fig€.8 shows a simple program
whose probability of outcome is difficult to figure out by hand. Of course, more
complex programs can be handled, but the current lack of support of user-defined
functions and mixed use of reals and integers prevents us from supplying real-
life examples. We hope to overcome these limitations soon as implementation
progresses.

14.5 Equivalence of Semantics
We shall here prove that our semantics based on generator occurences are equiva-
lent to the denotational semantics given [iB8L.2
Theorem 14.5.1.For any programP, for any subse#V of the range of P],
([Pl -)(W) = (k@ pR)([P]; * (W) (14.9)
Proof. Let us proceed by induction on the structure of the program.

Non-probabilistic constructs Let us apply the definitions ofp], and [p],
where p is a basic, non-probabilistic construct such as an assignment or
an arithmetic operation:

([Pl p-1) (W) = p([p] (W)
= u @ pr([p] (W) x R) = u®@ pp([p]; H (W) (14.10)
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int x, i
know (x>=0 && x<=2);
i=0;
while (i < 5)
{
x += coin_flip();
i++;
}
know (x<3);
Figure 14.5: Discrete probabilities. The analyzer establishes that,

with 99% safety, the probability p of the outcome X < 3) is less than
0.509 given worst-case nondeterministic choices of the precondition> (
O0AX < 2). The analyzer usech = 10000 random trials.  Formally,
p is Pr(coin_flip  €{0,1}°|3x€[0,2]nZ [P](coin_flip  ,x)<3). Each

coin_flip is chosen randomly 0, 1} with a uniform distribution. The exact
value is0.5.

double x;

know (x>=0. && x<=1.);
x+=uniform()+uniform()+uniform();
know (x<2.);

Figure 14.6: Continuous probabilities. The analyzer establishes that,
with 99% safety, the probabilityp of the outcome X < 2) is less than
0.848 given worst-case nondeterministic choices of the precondition> (
O0AXx <1). The analyzer useah = 10000 random trials. Formally,p is
Pr(uniform € [0,1)®| 3x € [0,1] [P] (uniform ,x) <2). Eachuniform is
chosen randomly ifD, 1] with the Lebesgue uniform distribution.

The exact value i5/6 ~ 0.833
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double x, i;
know(x<0.0 && x>0.0-1.0);
i=0.;

while (i < 3.0)

{
X += uniform();
i += 1.0;

}

know (x<1.0);

Figure 14.7: Loops. The analyzer establishes that, witB9%
safety, the probability p of the outcome X < 1) is less than0.859
given worst-case nondeterministic choices of the preconditiort 0 A X >
-1). The analyzer usedh = 10000 random trials. Formally, p is
Pr(uniform € [0,1]3 | 3x € [0,1] [P] (uniform ,x) < 1). Eachuniform is
chosen randomly if0, 1] with the Lebesgue uniform distribution. The exact value
is5/6 ~ 0.833

double x, vy, z;
know (x>=0. && x<=0.1);
z=uniform(); z+=z,
if (x+z<2.)
{
X += uniform();
} else
{

X -= uniform();

}
know (x>0.9 && x<1.1);

Figure 14.8: The analyzer establishes that, wi#9% safety, the probabil-
ity p of the outcome X > 0.9 Ax < 1.1) is less than0.225 given worst-case
nondeterministic choices of the precondition X 0 A x < 0.1). Formally,
p is Pr(uniform € [0,1]2 | 3x € [0,0.1] [P] (uniform ,x) € [0.9,1.1]). Each
uniform is chosen randomly if0, 1] with the Lebesgue uniform distribution.
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Random number generation Let us apply the definitions dfandom() ]]p and
[random() ], and the fact thafiy is a product of independently distributed
measures, the one corresponding to this occurrencamafom() being

“random() :

([random() ]]pll)(W) = H X Hrandom() (W)
= 11 x pg([random() [; 1 (W)) (14.11)

Composition Let us first apply the induction hypothesis:

([ps o] - )W) = ([p,] o [pa] - OW)
— ([Pl p-wy @k ([P] W) = [([pi] i) (SR (W).3) chigly)
= [ e e (STpal, W).Y)) dbie()
= ][ xal3.2 dua(x) diig(y) cag(a) (14.12)

whereA is the set of triplesx,y, z) such that

(%) € [p] . (S([po], H (W), 2))
= [p.], xy) € S([p,], " (W),2)
— [[pz]]r([[pl]]r(x,y),z)ew. (14.13)

We also have

uone([py Pl W) [] Xalxy) du duigly)  (14.14)

Thus the equality([p; p,],-)W) = (1 @ pR)([py B,], " (W)

is equivalent to [[fxa(X,y,2) du(x) dug(y) dug(z2 =

JI Xg(%,y) du(X) dug(y).

Let us split the variableg andz into pairs(y,,y,) and(z,z,) , the first
element of which contains the sequences pertaining to program points in
p, and the second to program pointspg (or in other code fragments).
Since all random generators are independently distributedy,; andz;

will be distributed according thl andy, andz, according thR2 such that

Hr= Hr, ® Ug, UP to variable naming. Let us also defi@¢he set of triples

(X,Y1,2,) such that[p, ], ([p,], (x.¥1),2) € W (this is possible sincthe
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semantics ofp, only depend ony, and the semantics ofp, only depend
onz,).
Then

/ / Xa(%,¥:2) du(x) dpg(y) dug(2)
- / / / Xa(%: (Y1, ¥2), (21,25)) du(X) dig (1) i (Y2) dig (1) duig (2,)
= / / / Xc(%,Y1,2) duig (Y1) dig,(Y,) diig (z1) diig, (2,)
= / / / Xc(%,Y1,2) dig, (V1) dig,(2,)
= / / / Xa(% (Y1,Y2), (Y1,¥2)) b, (Y1) dHig, (Y,) (14.15)

The equality is thus established.

Tests Let us apply the definition ofif ¢ then e, else e)] o

([ift cthen e else e],.1)W)
= ([ed] po aeg- W) + ([&] o Gpe- )W) (14.16)

We can apply the induction hypothesis, thus:

= (¢ 1) @ g( [e], “Hw ((p[[c]]c 1) ® Hg( [[el]]

= po (e, " W) N el +re pr([e,], (W) N [c)
= U ® Hg( [[lf c then ¢ else ez]]r W)) (14.17)

Loops Let us defineX, m as follows:

o Xon=Wn[c°) xR
e forO<m<«<n,

Xam = (106) = (M [T ). 9] i) ) 0[] < R).

Let us show by induction on— mthat for alln > 0, 0 < m< n, and all
o-finite measureu:

H® ) = (G e 0 ([Tlpo g™ ™) W)
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m=n g @ pg(%an) = H @ Hr((W N [J°) x R) = p(W N []°) =

((PMC 1) (W)

0<m<n P& pgMam) = [f Xa,,(xY) GH(X) dig(y) where (xy) €
Anm <= X€ [ A (MW [F](X,Y),y) € X, . 1-
y can be split into two variablesy; andy, such that(x,y) € A, .1
only depends om andy, andm.w; [f](x,y) only depends ox andys,.
By an abuse of notation, we shall writg, (y;,Y,)) € Anm < X€
[e] A (mw [](X,Y2),¥1) € X, my1- Furthermorey; andy, are inde-
pendently distributed, according tcyRl and Hr, respectively. There-
fore

1 1%im) = [ Xy 06 (92:Y)) B (X) i () g (¥) =
J[Xomsaw2) d[F10 B 1)) b, (v2) =

[ Xomeaw) d(IF1,0 01 1)) dhagly) =
([t -1) @ (X mye)- (14.18)

Let us apply the induction hypothesis:

1 p(Xam) = (900 ([0 i)™ ™Y o [0 01k ) (W)
and we know have the property for ramk

We can therefore apply this equality for t)(ﬁo’s:

0O (14.19)

14.6 Variance reduction techniques

The problem of imprecision inherent in the statistical methods is the variance of
the sampled result. We shall see here that it is possible to improve this result given
some additionnal knowledge about the behavior of the system on different zones
of the input domain{(, 84.1].

The varianceV,, of the system we test is equal pj§p — 1). The variance/
of an-sample average M,/n. Let us now consider the method, widely used for
political and other social polls, where we partition the input domain mmtmnes
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(“socio-professional categories” in polling) that allegedly have different behavior
with respect to the studied problem; we then run separate polls in each of the
categories and take the weighted average of the result:

m
k=1

wherep, is the probability of zond andE, the probability of the test taken on
that zone. We aim to approximate this result by ta\I‘ngsamples(g(i)lgig,\lk in

zonek. The approximation is then

Si (14.21)
k=1 Nk |Zi I
and its variance is
m p2
V=Y N—ka (14.22)

whereV, is the variance o, ;.

An interesting question is how to minimize this variance, keeping 5, N,
constant — how to get the best result with a fixed number of samples. To simplify
the case, we shall analyze it as if tNgwere real numbers,. The problem then
becomes that of finding a maximum of the function

V(Xy, ... Xem) = z pkvk (14.23)
k=1 %
on the hyperplang, + ---+ X, = N. Such a local optimum only happens where
the gradients of the two function¥ @ndx, + - - -+ x) are colinear, which means
that there existk such that for alk, N, = L.p./V,.

In a real implementation, we do not aim for an optimal repartition into sam-
pling zones; for soundness, any repartition will do to construct safety intervals.
On the other hand, we want heuristics to minimize the width of the safety inter-
vals. Given the above formula, it is a waste of time to allocate tests to zones of
small variance; and ag = p,(1— p,) wherep, is the probability of the test on
zonek, V, ~ p, whenp, is small. Butp, itself can be estimated by sampling! The
zones to consider can be generated for instance from the output of a backwards
reachability analysis (se@8.J).

14.7 Discussion

We have proposed a generic method that combines the well-known techniques of
abstract interpretation and Monte-Carlo program testing into an analysis scheme
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for probabilistic and nondeterministic programs, including reactive programs
whose inputs are modeled by both random and nondeterministic inputs. This
method is mathematically proven correct, and uses no assumption apart from the
distributions and nondeterminism domains supplied by the user. It yields upper
bounds on the probability of outcomes of the program, according to the supplied
random distributions, with worse-case behavior according to the nondeterminism;
whether or not this bounds are sound is probabilistic, and a lower-bound of the
soundness of those bounds is supplied. While our explanations are given using a
simple imperative language as an example, the method is by no means restricted
to imperative programming.

The number of trials, and thus the complexity of the computation, depends on
the desired precision. The method is parallelizable with linear speed-ups. The
complexity of the analysis, or at least its part dealing with probabilities, increases
if the probability to be evaluated is low. However, static analysis can come to help
to reduce this complexity.

his sampling technique has the strong advantage that it can be quite easily
implemented onto an existing abstract interpreter. We implemented it into a small
prototype interpreter, and we collaborated in getting it implemented into a more
“real-life” system. Its sources of over-approximation are twofold:

¢ the confidence interval, inherent to all sampling techniques;
¢ the treatment of loops (stopping randomization);

¢ the underlying abstract interpreter.

We can see two possible disadvantages to this method:

¢ It overestimates the power of the adversary, since it assumes it knows all the
future probabilistic choices. This is not of great consequence, since other
analysis methods tend to do the same to a certain extent.

¢ It only randomizes a prefix of the computation and approximates long-term
behavior. On the other hand, applying abstract interpretation and using a
widening operator to force convergence amounts to the same.

A third objection was made by H. Wiklicky, which is that with this method,
while the approximation introduced by the randomization can be controlled quite
strictly, the approximation introduced by abstract interpretation is unknown. In-
deed, the quality of a randomized abstract interpreter depends on the quality of
the underlying abstract interpreter, and current abstract domains do not give an
error amount. We hope that the current work on quantitative probabilistic abstract
interpretation(26] will bear some fruit.
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Chapter 15

Conclusion

The analysis of nondeterministic and probabilistic infinite state systems is a very
challenging enterprise. Indeed, the first difficulty lies in providing a meaningful
semantics of those systems, especially since there are different ways to view the
same system with respect to the interleaving of probabilistic and nondeterministic
choices.

We proposed two classes of methods. The first class of methods involves
the representation of symbolic sets of measures (forward analysis) or of sym-
bolic weight functions (backward analysis). As explained in the discussions of
those methods, the backward analysis is generally to be preferred for reasons both
of ease of implementation and of precision. While symbolic representations us-
ing linear combination of symbolic characteristic functions are difficult to handle,
they provide “hard” upper bounds on the probabilities of properties. The domain
of Gaussian functions has some obvious limitations, especially with respect to the
tests, but provides a way to bound the influence of the extreme values of the inputs
of the program.

The primary target of our analyses was to provide upper bounds on the proba-
bility of reaching certain states. We nevertheless allowed for more elaborate prop-
erties to be expressed, including fairness constraints, and extended the traditional
value iteration of Markov decision processes so as to apply to those extended prop-
erties. As usual in program analysis, termination analysis is harder than reachabil-
ity analysis, and the greatest-fixpoint approach is not necessarily very effective.
On the other hand, probabilistic termination can be simpler than general termi-
nation: while general termination proofs involve finding a well-founded ordering
and showing that iterations descend in that ordering, proving probabilistic termi-
nation is proving that a real-valued decreasing sequence converges to zero. We
provided a domain aimed at proving probabilistic termination in the case of the
iteration counts following a sub-exponential queue.

The other class of methods is the Monte-Carlo randomization of a conven-

219
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tional abstract interpreter. This method is easy to implement given an existing

abstract interpreter, and the inherent slowness of Monte-Carlo computations can
be avoided by running preliminary analyses to narrow the scope of the sampling,

as well as by massive parallelization. We expect it to be the most applicable

method exposed in this thesis.

While the original goal was to provide analysis methods for trace properties
of embedded systems, we hope that those methods can be adapted for other uses.
For instance, floating-point systems have notoriously been difficult to analyze, and
sutble analysis methods have been devi&a}t some of them use a probabilis-
tic model of error[f8]. We hope that a method based on probabilistic abstract
interpretation may be proposed.
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Appendix A

Mathematical technicalities

In this thesis, we make ample use of many mathematical concepts. As some of
the definitions and theorems used are largely independent of the context in which
they are used, and often are “classical” mathematical tools, I've chosen to group
them in this appendix, sorted by broad categories.

Some of the lemmas are trivial and thus given without proof. Some of the def-
initions and theorems are well-known, and given here only for the sake of coher-
ence of notation and self-containedness; they are given with pointers to textbooks.

A.1 Measure theory and integrals

One of the most essential results of Lebesgue’s theory of integration is the follow-
ing [71]:

Theorem A.1.1 (Lebesgue’s monotone convergence theorentet (X, i) be a
measured space. L&t be an ascending sequence of functions, whose point-wise
limit is f. Then the sequencgf,du is also ascending antim,_.. [ fadu =

J fdu.

A.2 Lattice Theory

A.2.1 Monotone operators and directed sets

Definition A.2.1. An ordered sefL,C) is call directedif for all xandy in L there
existsz such that botlx C zandy C z

Lemma A.2.2. For any monotone operatop : X — Y and subsetK of X,
@(UK) I Lk @(f).

223
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Proof. For anyf € K, f C UK and thusp(f) C ¢(UK). The result follows. [
Definition A.2.3. Let L, andL, be two ordered sets. We say that a monotonic
functionf :L; — L,is
e w-upper-continuous if for any ascending sequeqeg, . of elements of
L such that |;;_oXn eXists, (| |7_oXn) = Llneo f (Xn);

¢ w-lower-continuous if for any descending seque(Gg, . of elements of
L such thaf |_o % exists, f ([r_oXn) = [Tneo f (Xn);

e w-continuous if it is bothw-upper-continuous ang-lower-continuous.

Lemma A.2.4. The least upper bound of a set@fupper-continous functions is
w-upper-continous.

Definition A.2.5. Let L, andL, be two ordered sets. We say that a monotonic
functionf :L; — L,is

e upper-continuous if for any totally ordered subseif L, f (LK) =L f(K);
e lower-continuous if for any totally ordered subgeof L, f(MK) =f(K);

e continuous if it is both upper-continuous and lower-continuous.

Lemma A.2.6. LetY be an ordered set. Leg: (X — ) — Y be a monotonicw-
upper-continuous function. L&t be a directed subset of — |. Theng(LK) =

|_|feK go(f)

Proof. From lemmdA.2.2, @(LIK) 3 | ¢« @(f).

K is directed. From lemm&.1.] there exists an ascending sequence
fn such thatu,f, = F.  Since ¢ is w-upper-continuous| |, ¢(fn) = @(LK).
But [Jn@(fn) T sk @(f) since thef, belong toK. Therefore p(LIK) C
Usex @(f). B

Definition A.2.7. Let F andY be two ordered sets. L& C F — Y be a set of
monotone operator® is said to beoptimizingif for all f € F, {¢(f) | ¢ € O} is
directed.

Lemma A.2.8. If K C X — | is directed andD C (X =5 1) =0 (X 22 1) is
optimizing, the @(f) | ¢ € OA f € K} is directed.

Proof. Let @, andg, in O. Let f; andf, in K. K is directed, therefore there exists
fyin K such thatf; > f, and f; > f,. O'is optimizing, thus{¢(f;) | @ € O} is
directed, therefore there exisfg in O such thatg,(f;) > @ (f3) and g(f;) >
®(f3). Since@, and @, are monotonicg, (f3) > @ (f;) and @,(f3) > @,(f,).
Thengy(fy) > ¢4(fy) andey(f;) > g,(f,). 0
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A.2.2 Fixpoints
We are interested in fixpoints over monotone operators over a complete lattice.

Definition A.2.9. A fixpointof a monotone operatap: T — T over a complete
lattice is a poink € T such thaip(x) = x.

Theorem A.2.10 (Tarski). Let ¢ be a monotone operator over a complete lattice
T. The set of fixpoints @f has a least element, notéd @, and a greatest element,
notedgfp ¢. Furthermore,

Ifp @ = N{x| @(x) E x} gfpe = L{x| XC @(x)} (A1)

LemmaA.2.11.Lety be anw-upper-continuous operator over a complete lattice
T. Thenlfpy =, ¢"(L).

LemmaA.2.12.Let be anw-upper-continuous operator over a complete lattice
T. Thenlfpy =, ¢"(L).

Lemma A.2.13. Let T, and T, be two complete lattices. Legi: T, xT, — T,
be ancw-upper-continuous operator. Then— Ifp(x — Y(X,y)) is an w-upper-
continuous operator.

Proof. y — Ifp(x+— @(X,y)) is w-upper-continuous and thifp (x — Y(X,y)) =
Ln (Y Ifp(x— @(x,y)))" (L). The result then follows from lemni&2.4 O

We take the following from Cousot & Cousd@7, definition 2.1]:

Definition A.2.14 (Upper iteration sequence)Let L be a complete latticgy the
smallest ordinal such that the clasd: é € u} has a cardinality greater than the
cardinality CardL) of L andF : L — L a monotone operator. Thetermed itera-
tion sequence foF starting withD € L is the u-termed sequencd@®(D))_ . of
elements ot defined by transfinite recursion in the following way:

1. FO(D)=D

ocu

2. F(D) = F(F%~1(D)) for every successor ordindle y

3. F°(D) = g5 FP(D) for every limit ordinald & p.
Definition A.2.15 (Limit of a stationary transfinite sequence).We say that the
sequencéxé)aeu is stationaryifand only if de e u: Ve u B> e = X& =
XP, in which case thémit of the sequence X¢. We denote byim 5 X° this limit.

Such transfinite sequences enable giving a “constructive” version of Tarski’s

theorem, without any hypothesis of continuity of the operator whose fixpoint is
sought|L7, corollary 3.3]:
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Theorem A.2.16. A u-termed upper iteration sequen(:lé5(D))5€u for F start-
ing with D such thatF C F(D) is a stationary increasing chain, its limit
Iim5F5(D) is the least fixpoint of greater than or equal t®.

A.2.3 Fixpoint transferts

Lemma A.2.17.LetT, andT, be two complete lattices. Let: T, — T, be an
w-upper-continuous operator such tha( L) = L. Lety, : T, — T, and ¢, :
T, — T, be twow-upper-continuous operators such thgfoa = a o ;. Then
a(lfp yy) = Iip g,.

Proof. a(ifp ¢y) = a(Un ¢ (L)) =Uhaodf(L) =i (a(l)) =lfpy,. O
1

We of course have, dually:

Lemma A.2.18. Let T, and T, be two complete lattices. Let: T, — T, be an
w-lower-continuous operator such that(T) = T. Lety, : T, — T, and ¢, :
T, — T, be twow-lower-continuous operators such thgis o a = a o ;. Then

a(gfpyy) = afpy,.

Lemma A.2.19. Let T, and T, be two lattices. Letr : T, — T, be a monotone
operator. Letyy, : T, — T, and ), : T, — T, be two monotone operators such that
Yroa =aoy,. If fisafixpoint ofy, thena(y,) is a fixpoint ofy,.

Proof. @, (x) = xthusa o @ (x) = a(x). O
——
@oa

Lemma A.2.20. Let T, and T, be two lattices. Letr : T, — T, be a monotone,
upper-continuous operator. Let, : T, — T, and s, : T, — T, be two monotone
operators such thatr o ¢, (x) C ¢), o a(x) for all x e T,. Then for allx € T,, for

all & € p, a(PP(x)) E g3 (a(x).
Proof. Proof by transfinite induction od:
e 0 =0, the inequation becomesx) C o (x);

e & is a successor ordinal; theao Y2(x) = a o (Y2 1(x) C ¢, o
a(wffl(x)) by the hypotheses of the lemma; by the induction hypothe-
sis,a (Y2 1(x)) C @2 1(a(x)); sinceys, is monotonic P, o a (Yo ~1(x)) C
Yo (W9 Ha(x)) = 3 (a(x));
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e 5 is a limit ordinal; then yP(x) = Lis_s¢P(x) and ¢9(a(x) =
Llg_s W5 (a(x)); a(@P(x) = Lls_ 5 a (¥ (x)) sincea is upper-continuous;
by the induction hypothesis, for gl < 8, a (¢ (x)) C @8 (a(x)) and thus
Llp_5 @ (WP (X)) E Lg_5 WP (a(x)); thereforea (Y (x)) E ¢ (a(x). O

O

Corollary A.2.21. LetT, andT, be two lattices. Letr : T, — T, be a monotone
upper-continuous operator suchthaf L) = L. Lety; : T, = T, andy, . T, — T,
be two monotone operators such thab ¢, (X) C ¢, o a(x) for all x e T,. Then
a(ifp yy) C Ifp g,

Proof. Applying theoremA. 218 there existe; ande, such that for allg > ¢,

WP(L) =Ifpy, and for all > &, YP(L) =Ifpg,. Lete = maxe;, ). The

lemma gives usr (@5 (L)) C @s(a(L)), thus the result. O
——

L

Lemma A.2.22. Let T, and T, be two lattices with a maximal element. leet
T, — T, be a monotone operator such tha{T) = T. Lety, : T, — T, and
Y, : T, — T, be two monotone operators such that ¢, (x) T ¢, o a(x) for all

x € T,. Thena(gfpy,) C ofpy,.

Proof. Actually, the only property we shall usexf= gfp ), is thatitis a fixpoint

of Y. a(Xy) = a oy (Xy) E Yroa(Xy). Sincegfpy, = {y |y g,(y)} (from
Th.[A.Z.10), the results follows. O
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Appendix B

Estimating the probability of a
random event by the
Monte-Carlo method

We consider a system whose outcome (success or failure) depends on the value
of a parametek, chosen in the seX according to a random distributiqn. The
behavior of this system is described by a random varighl& — {0,1}, where

0 means success addailure.

The law of large numbersays that if we independently choose inputs
with distribution i, and compute the experimental averag® = 15 V(x,),
thenlimn_.. V(" = EV with probability1, whereEV is the expectation of failure.
Intuitively, it is possible to estimate accuratély by effectively computingy ("
for a large enough value of

Just how far should we go? Unfortunately, a general feature of all Monte-Carlo
methods is their slow asymptotic convergence speed. Indeed, the distribution of
the experimental averay®" is a binomial distribution centered arouel. With
large enough values of (sayn > 20), this binomial distribution behaves mostly
like a normal (Gaussian) distribution (FIB.1) with meansp = EV and standard

deviateml—_np). More generally, the central limit theorem (Th4.3.) predicts
that the average of random variables identically distributed as has the same ex-

pectationEV asV and standard deviat% whereo is the standard deviate Wf.

The standard deviate measures the error margin on the computed result: samples
from a gaussian variable centered>gnand with standard deviate fall within
Xy — 20,%,+ 20] about 95% of the time.

We can better evaluate the probability of underestimating the probability by
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0.4 . .
0.35}-
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0.25}
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95% in[—20,20]

—~+ O

Figure B.1: The Gaussian normal distribution centereddpwith standard devi-
atel.

more thart using the Chernoff-HoeffdingBP] [75, inequality A.4.4] bounds:
Pr(EV >V it) <o (B.1)

This bound, fully mathematically sound, means that the probability of underesti-
matingV usingV (" by more thar is less thare 2"

Any Monte-Carlo method has an inherent margin of error; this margin of error
is probabilistic, in the sense that facts such as “the value we want to compute is in
the intervalla, b|” are valid up to a certain probability. The size of the interval of
safety for a given probability of error varies Irf/n.
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L'étude de programmes probabilistes intéresse plusieurs domaines de l'informatique : les ré-
seaux, I'embarqué, ou encore la compilation optimisée. C’est tache malaisée, en raison de I'in-
décidabilité des propriétés sur les programmes déterministes a états infinis, en plus des difficultés
provenant des aspects probabilistes.

Dans cette theése, nous proposons un langage de formules permettant de spécifier des pro-
priétés de traces de systémes de transition probabilistes et non-déterministes, englobant celles
spécifiables par des automates de Blichi déterministes. Ces propriétés sont en général indécidables
sur des processus infinis.

Ce langage a a la fois une sémantique concréte en termes d’ensembles de traces et une séman-
tique abstraite en termes de fonctions mesurables. Nous appliquons ensuite des techniques d'in-
terprétation abstraite pour calculer un majorant de la probabilité dans le pire cas de la propriété
étudiée et donnons une amélioration de cette technique lorsque I'espace d’'états est partitionné,
par exemple selon les points de programme. Nous proposons deux domaines abstraits convenant
pour cette analyse, I'un paramétré par un domaine abstrait non probabiliste, I'autre modélisant les
gaussiennes étendues.

Il est également possible d'obtenir de tels majorants par des calculs propageant les mesures
de probabilité en avant. Nous donnons une méthode d’interprétation abstraite pour analyser une
classe de formules de cette fagon et proposons deux domaines abstraits adaptés a ce type d'ana-
lyse, I'un paramétré par un domaine abstrait non probabiliste, I'autre modélisant les queues sous-
exponentielles. Ce dernier permet de prouver la terminaison probabiliste de programmes.

Les méthodes décrites ci-dessus sont symboliques et ne tirent pas parti des propriétés statis-
tiques des probabilités. Nous proposons d’'autre part une méthode de Monte-Carlo abstrait, utilisant
des interpréteurs abstraits randomisés.

Mots clés : probabilités, non-déterminisme, interprétation abstraite, méthode de Monte-Carlo,
processus décisionnels de Markov

The study of probabilistic programs is of considerable interest for the validation of networking
protocols, embedded systems, or simply for compiling optimizations. It is also a difficult matter,
due to the undecidability of properties on infinite-state deterministic programs, as well as the
difficulties arising from probabilistic aspects.

In this thesis, we propose a formulaic language for the specification of trace properties of
probabilistic, nondeterministic transition systems, encompassing those that can be specified using
deterministic Blichi automata. Those properties are in general undecidable on infinite processes.

This language has both a concrete semantics in terms of sets of traces, as well as an abstract
semantics in terms of measurable functions. We then apply abstract interpretation-based tech-
niques to give upper bounds on the worst-case probability of the studied property. We propose
an enhancement of this technique when the state space is partitioned — for instance along the
program points —, allowing the use of faster iteration methods. We propose two abstract domains
suitable for this analysis, one parameterized by an abstract domain suitable for nondeterministic
(but not probabilistic) abstract interpretation, one modeling extended normal distributions.

An alternative method to get such upper bounds works is to apply forward abstract interpreta-
tion on measures. We propose two abstract domains suitable for this analysis, one parameterized
by an abstract domain suitable for nondeterministic abstract interpretation, one modeling sub-
exponential queues. This latter domain allows proving probabilistic termination of programs.

The methods described so far are symbolic and do not make use of the statistical properties
of probabilities. On the other hand, a well-known way to obtain informations on probabilistic
distributions is the Monte-Carlo method. We propose an abstract Monte-Carlo method featuring
randomized abstract interpreters.

Keywords: probability, non-determinism, abstract interpretation, Monte-Carlo method, Markov
decision processes
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