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Model Checking

SYSTEM
(succinct MODEL
representation) / YES
\ NO
PROPERTY FORMULA +
COUNTEREXAMPLE
Input :

e Model M = (S,R) R C S? (transition relation)
e Initial state sy
e Formula ¢

OQutput :
e YES if (M,sq) = ¢
e NO with a counterexample if (M, sg) [~ ¢



Model Checking : Logic and Complexity

Complexity

O(|M|.l¢|) (Branching Time Temporal Logic CTL)
ou
O(|M|.21¥1) (Linear Time Temporal Logic LTL)

Problem :
State space explosion phenomenon
(the problem is not the time but the space)

Classical methods :
e Symbolic representation (OBDD)
e SAT-based methods (Bounded moded checking)
e Abstraction



Probabilistic verification

Probabilistic Transition Systems

Input :
e Model M = (5,7, L) and initial state s
o m:5% —[0,1] Probability function
o [: S — 24P (state labelling)
e Formula ¢ (LTL)

0.98

initial state : s1

1

error

Output : Probg|y]
where (for example) 1 = transmissionU success
(€2 probabilistic space of execution paths starting at sg)



Probabilistic verification

Probability space (and measure) :

Finite paths p = (sg, S1,-..,8n) :
Prob({c/o is a path and (sg, $1,...,5,) is a prefix of o}) =

n

H P(Si_l, Sz)

1=1

Measure extended to the Borel family of sets generated by the
sets {o/p is a prefix of o} where p is a finite path.

The set of paths {¢/0(0) =s and M, o =1} is measurable (Vardi).



Probabilistic verification

Complexity : (Coucourbetis and Yannakakis) [CY95]

Qualitative verification (i.e. prob=17)
Same complexity as LTL model checking
O(|M|.21%1

Quantitative verification (i.e. prob=7)
O(|M|3.21*1

Method : Computing Probg|y]

e [ransforming step by step the formula and the Markov chain
M

e Eliminating one by one the temporal connectives

e Preserving the satisfaction probability

e Solving system of linear equations of size |M|.



Approximation

We want to approximate a probability p.

OF PATHS

|

APPROXIMATION
m SCHEME

[ RANDOM GEN ERATOFﬂ

€ O FORp

Prip—e) <A< (p+e)>1-96

e . error parameter (additive approximation)
0 : confidence parameter (probabilistic algorithm)



Approximation

Can we efficiently approximate Probg(v) ?

FPRAS : (Karp, Luby and Madras)
Fully polynomial randomized approximation scheme with time

complexity poly(|y], (1/e),log(1/9))

General case : (Lassaigne and Peyronnet)

There is no probabilistic approximation algorithm with polynomial
time complexity for computing Probo(vy) (¢ € LTL)
unless BPP = NP.

BPP : Complexity class of problems decidable by a Monte-Carlo
randomized algorithm.



Approximation

Sketch of the proof

e The problem of counting the number of paths of length < |M
whose infinite extensions satisfy 1 reduces to #SAT

e Computing the probability reduces to counting this number of
paths

o #SAT is a #P-complete problem

e SO, if there was a FPRAS for computing Probq (), then we
could randomly approximate #SAT

e If the previous statement holds, then BPP = NP



Restriction

10

We consider Probg(¢) with :

e the probability space is the space over paths of length < k&

execution
paths

initia state

depth k

® ) express a monotone property

lim Proby(¢) = Probg(¢)

k— 00



Randomized approximation algorithm

11

Generic approximation algorithm GgAA
input : ¢, diagram,e,0
Let A:=0
Let N := log(%)/252
For : from 1 to N do
1. Generate a random path o of depth k
2. If ¢ is true on ¢ then A:=A+1
Return (A/N)

Algorithm based on Monte-Carlo estimation and
Chernoff-Hoeffding bound

Diagram : succinct representation of the system
(for example in Reactive Modules)



Randomized approximation algorithm
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Method : Estimation (Monte-Carlo) + Chernoff-Hoeffding
bound

X Bernoulli (0,1) random variable with success probability p

e Do N independent Bernoulli trials X, Xs,..., Xy
e Estimate p by u=>.", X;/N with error ¢
e Sample size N is such that the error probability < 9

Chernoff-Hoeffding bound :

2

Prip <p—ce|+ Prlu>p+e| <2 20¢
If N >1In(2)/2e%, then

Prp—e<p<p+e)]>1-90



Randomized approximation algorithm
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T heorem :
GAA is a FPRAS for Probg ()

Methodology : To approximate Probg[v]
e Choose k =~ log|M|-In(1/e)
e Iterate approximation of Probg[v]

Remark :
e Length of needed paths can be the diameter of the system
e Convergence time may be long, but space is saved...

Improvement :

Optimal Approximation Algorithm (Dagum, Karp, Luby and
Madras) with multiplicative error.



APMC - Implementation
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APMC : Approximate Probabilistic Model Checker

e Freely available GPL software

e Developped at LRDE/EPITA, Paris VII and Paris XI
Universities

e Use randomized approximation algorithm
e Distributed computation
e Integrated in the probabilistic model checker PRISM

e Main advantage : space complexity eliminated...



Probabilistic bisimulation
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Action-Labelled Markov Chain :

M = (S,s0,{pa / a € A}) where A is the set of actions
e S set of states, sp initial state

® g S —[0,1] s. t. (Vs € S)d ,cqtals,t) <1
If X CS we note : uq(s, X) =) ,cx Hal(s,t)

Bisimulation between 2 processes M, M’ :
Equivalence relation R on S|4 5’ s. t.
Vs,s' sRs’ = VYC R — equivalence class, uq(s,C) = pq(s,C")

Bisimilar states s,s’ : there is a bisimulation relation R s. t. sRs’

Bisimilar processes M, M’ : initial states are bisimilar



Probabilistic bisimulation
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Problems :

e Probabilistic bisimulation is too exact
2 states are bisimilar only if the probabilities of outgoing
transitions match exactly

e \We would like a notion of approximation between processes

e \WWe need pseudo-metrics
A pseudo-metric is a function d that associates a real number to
each pair of processes, s. t.
d(M, M") =0 iff M, M’ are bisimilar
d(M, M) = d(M', M)
dM,M") <dM, M)+ dM', M")

e Algorithm to compute such a metric?



Metrics 17

Real-valued Logic for Labelled Markov Processes :

F. : family of functional expressions, indexed by c €]0, 1]

fo=1]11—f| <a>f|sup(f.9)| f-¢ q€Q
FI :without 1 — f

Interpretation in M = (5,50, %, {tta / a € A}) : frma: S —1[0,1]

1m(s) =1 (<a> flm(s) =c [g frl(t)pa(s,dt)
(1= flm(s) =1 = faml(s) (f=a)m(s) = maz(fm(s) — q,0)
sup(f, g)m(s) = max(fa(s), gm(s))

Theorem : (Desharnais, Gupta, Jagadeesan and Panangaden)
For any labelled Markov processes M, M’, for all ¢ €]0,1], s € S
and s’ € ' are bisimilar iff (Vf € F1) fam(s) = far(8)



Metrics
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Each collection F,. of functional expressions induces a
pseudo-metric d. :

de(M, M') = sup{|fr(s0) — far(so)l / f € Fe}

Theorem : (van Breugel and Worrell)
There exist pseudo-metrics d,, (n >0) s. t.

(V51,52 c S) |dn(81,82) — dc(Sl, 82)‘ < 2.c"

Corollary :
To approximate d,. with error parameter ¢, it is sufficient to
compute diiog, (e/2)]



Linear Programming 19

Algorithm :
d,, can be computed as the solution of a linear programming
problem

Input : (5, 7) probabilistic transition system
e S={s0,...,sn_1} sy =0 (refusal state)
[ (W(Siasj))OgiSN,OgjgN probability matrix

 (dn-1(8i,85))0<i<N,0<j<N

Problem : Maximize ) .- (7(ss,5,) — 7(s5,51)).yr With
® Yk — Y1 < C-dn—l(sk,sz)_(()_g k<N, O<ZI<N,E#I
e yp, —yn < land yy —yr <1
ey >0 (0<k<N)



Linear Programming 20

Conclusion

e Efficacité de 'approximation probabiliste
(élimination de la complexité en espace)

e Vérification de propriétés monotones
(accessibilité) et anti-monotones (sureté)

e Extension de la méthode a d'autres classes
de propriétés (vivacité) ?

e Extension aux chathes de Markov en temps continu
et a la logique CSL (Continuous Stochastic Logic)

e Approximation de pseudo-métrigues pour la
bisimulation probabiliste
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